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Many organisations are concerned about the quality
of their information systems but are unsure how to
set about building better-guality systems. This report
reviews the traditional industrial approaches to quality
assurance and assesses their suitability in a systems
context. It also describes specific systems quality
assurance techniques.

The report concludes that achieving systems quality
is not difficult. The necessary tools already exist, but
a change of attitude concerning the way in which sys-
tems are developed is required to make effective use
of them.

The research for this report was carried out during
the second half of 1984 and was led by Elisabeth
Somogyi, a principal consultant with Butler Cox
specialising in all aspects of information systems
management.

In addition to an extensive literature search (which
included reviewing the application of formal quality
control and assurance technigues in an industrial
context), the research team also held group discus-
sions with Foundation members and conducted more
than 60 in-depth interviews. The enquiries had three
puUrposes:

—To understand the general principles of guality in
an industrial context.

—To meet with representatives of professional,
government and standards bodies active in the
quality assurance field.

—To meet with IT suppliers and user organisations
and to identify the different approaches to systems
quality being adopted.

The research set out to identify an outstanding
example of a high-quality system to present as a case
history in the report. The installation was visited and
both developers and users were interviewed, so that
the quality approach adopted could be analysed in
depth.
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Users and suppliers of information systems are
seriously concerned about the quality of their sys-
tems, but are making few attempts to tackle the
problem from first principles. Over the next few years
the quality of systems will become as important a
competitive factor as it already is in other areas of
business life. To achieve quality, both in the develop-
ment of systems and in their performance for the
user, senior managers must be committed to the
pursuit of quality and must be prepared to invest the
time and effort required to build an environment in
which quality becomes ‘a way of life’.

No discussion of quality can ignore the overriding
emphasis on quality that is the keynote of Japanese
industrial success in so many consumer and capital
goods markets. Most of the product guality tech-
nigues pioneered by Japanese companies have been
adopted by their competitors in other countries, and
some of these techniques are applicable to inform-
ation systems building.

But software development also needs its own special
techniques of quality assurance and control. Certainly
it is no longer good enough to judge the success of
a system simply on the answers to the traditional
three questions: does it work, was it delivered on time
and was it delivered within budget? For information
systems, as for other products and services, the
simple measure of customer satisfaction acts as the
final proof of guality.

The keys to building better-quality systems are to:

—Recognise that quality is important.
—Accept that quality is difficult to measure.

— Realise that tools are the link between quality and
productivity.

—Establish clear responsibilities for quality
assurance.

In discussing these points (Chapter 8), the difficulty
of measuring quality is linked to the difficulty of
rewarding those who achieve quality in system
development. Hence attention to quality must begin
at the top of the organisation, and strategies for
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system development must concentrate on satisfying
user expectations.

Quality (and productivity) problems usually arise with
large and complex systems. Thus systems should be
designed for simplicity, making best use of a well-
defined development method and effective develop-
ment tools that focus on analysis and design.

Establishing a quality assurance function does not
necessarily mean setting up a separate quality con-
trol department. Responsibility for producing quality
should lie with those who produce systems, within a
balanced, helpful working environment.

The principles of achieving systems quality are
detailed in the first three chapters of the report. A
knowledge of conventional industrial approaches to
quality helps to put the subject in context, with ‘fitness
for purpose’ as an apt general definition.

Many factors contribute to the guality of computer-
ised systems: they include correctness, reliability,
efficiency, integrity, usability, maintainability,
testability, flexibility, portability, reusability and inter-
operability. In any given system, some factors will be
more important than others, and trade-offs between
quality factors may be necessary during develop-
ment. Systems quality can also be defined in terms
of the ease with which the system can be changed,
since some modification will be inevitable.

From the human standpoint, simplicity is the most
important prerequisite for good design. This implies
modularity. Yourdon’s structured method for analysis
and design is the best-known successful, systematic
application of relevant concepts for developing highly
modular, structured and flexible systems.

In industry in general, four main approaches to
achieving quality have evolved: quality management,
quality circles, zero-defect production and ‘quality as
a way of life’ (a concept which originated in the United
States with Edward Deming but which is now regar-
ded as a Japanese characteristic). Quality objectives
usually cannot be divorced from the overall manage-
ment objectives of an organisation, and industrial
experience has shown that the execution of most
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quality assurance functions should remain the direct
responsibility of the line managers concerned.

Quality in information systems involves three
separate characteristics: goals (of the organisation
and of system users), methods (policies, procedures,
standards and guidelines), and performance. The role
of quality assurance in today’s systems envifonment
is much wider than is customary in industry gener-
ally, and includes evaluating each of the three char-
acteristics. The mechanism for ensuring quality has
many parts, and everyone in the information systems
department needs to be aware of all the elements that
contribute to systems quality.

Three techniques are specific to quality assurance
in information systems: walkthroughs, inspections
and testing. Walkthroughs are organised reviews of
a system conducted by the system originator’s peers
with the aim of detecting errors. For success, this
technique demands an ‘ego-less environment’. The
inspection method was developed in the 1970s by
Michael Fagan of IBM as a form of technical review
that validates the quality and accuracy of a product,
and detects the errors. By applying this method at
points prior to system completion it is possible to
obtain early warning of problems and to correct errors
relatively inexpensively.

The inspection method does not itself provide sol-
utions to the problems. But significant improvements
in productivity and decreases in error rates in both
system programs and application programs have
been reported. This method is most widely applied
in the programming area, but can be useful also in
other phases of development. It requires a relatively
high investment prior to its introduction (in particular
for compiling checklists and error statistics), and is
more widely used in the United States than in Europe.

An important role of the systems quality assurance
function is to ensure that an adequate testing strategy
has been adopted. The report (Chapter 3) reviews the
various testing technigues that are available.

Chapter 4 of the report discusses the practical ex-
periences of some 30 companies, less than half of
which had established a formal systems quality func-
tion. Companies’ definitions of systems quality varied
considerably. In general, ‘quality control’ was seen
as a policing activity, checking correctness of work
and conformance with standards and highlighting
deviations. ‘Quality assurance’ was regarded as being
broader in scope, including methodologies and skills.

Six main types of problem had been encountered by

the companies in their attempts to set up a systems
quality function:

—Lack of management commitment.
—Management attitudes and understanding.
—Attitudes of development staff.

—Lack of influence of the systems quality function.
— Motivating systems quality staff.

— Difficulty of assuring quality of systems developed
by end users.

Companies had difficulty in quantifying the success
of their formal systems quality functions. But it
appeared that those organisations with formal broad-
based quality programmes were the most successful.

A Danish organisation, VP-Centralen, was extremely
successful in developing a major high-quality system
on time, with zero defects and within budget. This
project is described in detail in the report as a case
history (Chapter 5). The task was a highly demand-
ing one — to computerise Denmark’s primary
method of financing private housing, a system of
bonds which are issued by the financial institutions
and traded on the Copenhagen Stock Exchange.

The success of this project, we believe, stems from
the realisation that high quality is an integral
responsibility of management, and the fact that
VP-Centralen took this responsibility very seriously.
The management team deliberately built and main-
tained a high-productivity, high-performance work
environment, based on the zero-defect principle. Their
intimate knowledge of the development process
helped them to select excellent tools and methods
to support and control the work. As planners, they
opted for simplicity in both project and organisational
design. They demonstrated that quality can indeed
be made a way of life.

Overall, the main message to emerge from this report
is that the necessary tools to achieve systems quality
already exist — but to make effective use of them
requires a change in attitude concerning the way in
which systems are developed. Another prerequisite
for success is that the commitment to the pursuit of
quality must permeate from the top to become an
integral part of the corporate culture. Because these
lessons can apply only to new systems, the need for
managements to start thinking along these lines is
urgent. The longer the delay, the longer existing
poor-guality systems will survive.
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CHAPTER 1

THE MEANING OF SYSTEMS QUALITY

This report is concerned with all aspects of the quality

of systems — both with the quality of the final sys-
tem, and with quality assurance and guality control
during the development process.

Most organisations rely heavily on their information
systems, and so the quality of these systems will
affect the successful and efficient running — and
often the control — of the business. It might there-
fore be expected that the pursuit of quality would be
a major preoccupation of information systems depart-
ments. Undoubtedly, most such departments strive
to deliver the best systems they can within the con-
straints of time and budget. But the systematic and
rigorous pursuit of quality is not usually evident.

At present, the ‘success’ of a system tends to be
judged on three things:i_l

—Whether it ‘works’.
—Whether it was delivered on time.

—Whether it was delivered within budget (ignoring
the fact that most of the real cost will not be
incurred until after the system has been
implemented).

Quality control is usually equated with rigorous test-
ing, though whether a system does what it was
specified to do is only one aspect of quality. Quality
assurance, on the other hand, is often not even under-
stood, let alone practised.

This lack of understanding is partly a legacy of the
early days of data processing, when systems often
were delivered late and did not work properly. It also
stems in part from inadequate attention being given
to quality because the effects of poor quality are not
always immediately apparent. It is also a conse-
quence of managers not appreciating just what can
be done routinely to improve the quality of systems.

To clarify the issues associated with systems quality
we first look outside the information systems area to
identify the lessons that can be drawn from other
areas — areas that have been concerned with
delivering quality products for a generation or more.
In some disciplines the concept of quality is well

The Butler Cox Foundation
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understood and clearly defined. We begin, therefore,
by examining the concept of quality, drawing on the
experiences of other industries and disciplines. Later
in this chapter we relate the generally accepted defi-
nitions of quality to the specific field of information
systems.

THE MEANING OF QUALITY

To achieve quality in its goods and services an
organisation needs to be aware of:

—The need to make quality an important and gener-
ally recognised goal of the enterprise.

—The mechanisms by which guality is produced.

—The measures by which quality can be assessed
and evaluated.

In an industrial context the word ‘‘quality’’'refers to
the evaluation of a product (or service). To define
quality, it is therefore necessary to think in terms of
the use to which the product is put, and “fitness for
purpose’’ is a commonly used definition.

Formal industrial standards for quality describe the
quality of a product or service as “the totality of
features and characteristics that bear on its ability
to satisfy a given need”. These standards also
describe the respective determinants and measures
of the quality of products and of services (see Figures
1.1 and 1.2 overleaf).

The formal definitions imply that quality is so import-
ant that it might need to be ‘assured’, ‘controlled’ or
‘improved’. For these reasons, it is first necessary
{o be able to evaluate quality. The definitions also
require the features that determine the “fitness for
purpose’” of a product to be identified. These will
include economic factors as well as characteristics
such as specification and design, maintainability and
availability.

Quality assurance and quality control

Users and suppliers of a product have different
perceptions about its quality. The user is normally
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Figure 1.1 Some of the determinants and measures of the quality of a product
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(Source: BSI Handbook 22: 1983)

interested only in the quality of what he receives,
whereas the producer or supplier is interested also
in the reasons for poor quality and the ways to correct
the shortcomings. The supplier needs to consider the
elements that interact to produce quality:

—The raw materials.

—The specification and objectives of the product.
—Those who produce the goods.

—The process by which the product is made.
The supplier's need for regular high quality translates
into two different types of action:

—The need to consider all elements and the
complete process from inception to delivery.
This approach usually is referred to as quality
assurance. i

—The need to consider the manufacturing process
that produces the final article. Here, the supplier
uses statistical sampling to measure the occur-

rence of faults, inserts checkpoints in the process
to detect faults earlier, and inspects the product
randomly. This approach usually is called quality
control.

Quality assurance can therefore be defined as the
activities and functions that are concerned with
attaining quality. It is not concerned only with the pro-
vision of proof of quality, as implied by the word
“‘assurance"”. Thus quality assurance includes the
determination to achieve quality, the mechanisms for
producing it and the means of assessing it.

Quality control is the aspect of quality assurance that
is concerned with the practical means of ensuring
product or service quality as set out in the specifi-
cation. It is concerned with the operational tech-
niques and activities that ensure the product is
produced to the quality specified in the requirements.
The techniques may be applied either to the sys-
tem of control or to the product or service being
controlled.

TheButler Cox Foundation
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Figure 1.2 Some of the determinants and measures of the quality of a service

Determinants Measures
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(Source: BSI Handbook 22: 1983)
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Specification and design

Figures 1.1 and 1.2 indicate that specifications are
an important determinant of guality. Quality can be
prescribed and measured only if:

—The specification includes all characteristics of the
product that are deemed to be important.

—These characteristics can be measured.

The words *‘specification” and “‘design” as used in
an industrial quality context are more general than
in data processing. Specification, in the general
sense, is the document that describes in detail the
requirements with which the product or service has
to comply. Specification is of paramount importance
in the achievement of quality: in many cases poor
products or services are the result of inadequate,
ambiguous or imprecise specifications.

The design process is concerned with defining
products that fulfil the needs expressed in the specifi-
cation. Defining quality in terms of fitness for purpose
implies two important aspects of the design stage.
First there is the intrinsic quality built into the design
(“the quality of design’) and, second, there is the
extent to which this quality is achieved at the pro-
duction stage (‘the quality of conformance’’). Thus
the designer must specify the factors that contribute

Sl o e e e
e P HTREC2

© Reproduction by any method is strictly prohibited

to the quality of the product. The production function
then has the job of building the product according to
the design specification. If the design was right, any
deviation from it at the production stage can only
lower the quality.

Maintainability

Many items are designed to receive attention during
their life, either to compensate for the effects of wear,
or to replace consumable supplies. The ease with
which such work can be carried out is called “‘main-
tainability’’, and the operational function of the work
is called “maintenance’’. Maintainability is therefore
the ability of an item, under stated conditions of use,

to be retained in, or restored to, a state in which it

can perform its required functions. To carry out main-
tenance effectively, maintenance requirements and
characteristics need to be specified.

Availability

The ability of an item to perform its required function
is a combination of its reliability and maintainability.
The combination of these two elements is called
““availability”. The use of this term in this sense is
different from its use in connection with human or
physical resources. In quality terms, the availability
of an item does not necessarily imply that it is per-
forming, but that it is in a fit state to perform.
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THE PROOF oF QUALITY

THE MEASUREMENT OF QUALITY

Quality is a subjective characteristic, but a prerequi-
site to controlling and proving it is the ability to
measure it. Measurement of quality is important, not
as an end in itself, but for Comparative reasons. The
quality of two similar products can be compared only
on the basis of values associated with the quality of
similar features. And a Purpose-made product can be
judged only on the basis of relevant qualities or
features. These Qualities and features need to be
measured against some base, which represents the
assumed or required values of those features.

Today, it is fashionable to attach a numeric scale to
Opinions, thereby attempting to quantify the charac-
teristic features that contribute to quality. Such an
approach can be helpful, but it can also be mislead-
ing. High scores for irrelevant characteristics do not
ensure quality.

An alternative approach is to measure quality through
the potential effect its loss might create. Here, the
probability of loss of quality needs to be taken into
account together with the measured consequences
of any such loss. This approach is taken by auditors
and accountants when assessing the ‘quality’ of a
Company, its finance-related processes and the
validity of its accounts.

Specification can Serve as an dssessment of quality,
but the final judgement is rarely expressed as straight
numeric measurement. Rather, the assessment is
given in terms of a value judgement based on 3
weighted combination of the deviations.

When Quality is judged against a specification or stan-
Qard, there is always the danger that the Specifica-

One way of overcoming the difficulty of measuring
_quality iS to measure the quality of the product

original need for the Product — that is, the purpose

Precise measures for quality require a unit of meas-
urement that is related closely to the characteristics
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by which quality is perceived. Industries with a long
history of quality control have developed their own
unique measures. Even so, individual companies tend
to have their own interpretations of the measures.
And even in those industries that possess quality
measures associated with physical characteristics,
judgement seems to be an important part of proving
quality.

Experience shows that there are, in addition to a unit
of measurement, four other prerequisites for meas-
uring quality successfully. These are:

—The definition of quality for the particular product.

— The knowledge of when the product is ready to be
inspected for the desired quality.

—The description of the process by which the pro-
duct is being built.

—The process by which quality is measured.

If any one of these prerequisites is missing, true
measurement of quality is not possible.

QUALITY OF COMPUTERISED SYSTEMS

Computerised systems comprise hardware and soft-
ware, but are designed to provide a service to the
user. When a system is being developed, it may be
regarded as a ‘product’. Thus, its quality might be
perceived in terms of conformance and reliability.
Indeed, the software engineering approach encour-
ages this view. However, in the hands of the user,
the software and hardware, together with the way it
is operated, create a ‘service’. So a system that may
be viewed as a ‘product’ by the data processing
department will be viewed as a service by the user
department.

To complicate matters further, the organisation’s
customers will perceive the computer system as a
‘facility’ which affects the service provided by the
user department. The problem facing system
developers is that they need to consider all the
features of the system that will satisfy three guality-
related perspectives:

—The engineering-type ‘product’ view.
—The user-type ‘service’ view.

—The customer-type ‘facility’ view.

All of these features need to be included in the original
objectives and requirements for the system.

Sometimes it is difficult to define the requirements -

for commercial systems precisely and completely. In
turn, this makes it difficult to build systems to meet
the requirements. As a result, the quality of commer-

TheButler Cox Foundation
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cial systems is normally specified in terms of their
efficiency — how well they support the company’s
operations, for example, and how easy it is to adapt
them to changing circumstances — rather than in
terms of reliability.

Thus, the definition of quality for commercial systems
can be defined as the ‘fit’ of the system into its
workiiig environment, and can be measured by its
efficiency in changing circumstances. Provided the
requirements state very clearly the need for change,
adherence to low-level functional requirements might
be the necessary, but not always sufficient, measure
for high quality in commercial systems.

Quality factors and system characteristics

The factors most often quoted as relevant for the
quality of computerised systems are:

—Correctness, which is the extent to which a sys-
tem satisfies its specifications and fulfills the users’
objectives.

—Reliability, which is the extent to which a system
can be expected to perform its intended function
with required precision.

—Efficiency, or the amount of computing resources
required to perform a function.

— Integrity, which is determined by the extent to
which access to the system or data by
unauthorised persons can be controlled.

— Usability, or the effort required to learn, operate,
prepare input for, and interpret output from the
system.

— Maintainability, which is measured in terms of the
effort required to locate and fix an error in the oper-
ational system.

— Testability, or the effort required to test a system
to ensure that it performs its intended function.

— Flexibility, which is the effort required to modify
an operational system.

—Portability, which is measured by the effort
required to transfer a system from one hardware
configuration and/or software system environment
to another.

—Reusability, or the extent to which a system can
be used in other business environments or appli-
cations. This factor is related to the functionality,
packaging and scope of the functions from which
the system is built.

— Interoperability, which is the effort required to
couple one system with another.

There are no universal measures for these factors
because the relative importance of each one is
subservient to the overall characteristics of the sys-
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Figure 1.3 Relevant quality factors for specific system
characteristics

 System cheracteristic Quality factors
Human lives are affected = = | Reliability
> : : | Correctness -
i Testability
Long life cycle Maintainability
Eh s .| Flexibility -
- : - Portability
_ReaHime application =~ Efficiency
; e Reliability
Navigational computer application | Efficiency
: ) Reliability
Correctness
Processing classified information Integrity -
Interrelated systems Interoperability

(Source: W E Perry, Effective Methods of EDP Quality Assurance)

Figure 1.4 Relationships between software design
criteria and system quality factors

Design - Quality factor
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ness | bility | ability Usebimyhm ability
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(Source: W E Perry, Effective Methods of EDP Quality Assurance)

tem in question. Figure 1.3 shows typical system

characteristics that might require one or another of
the factors to be emphasised when assessing the
quality of the system. Quality factors for systems also
have strong links with software design criteria, as
shown by Figure 1.4. (The definitions of these criteria
can be found in Appendix 1.)

The importance of designing modular systems

In addition to conforming to functional objectives, a
high-quality system wili also be easy both to change

and to adapt to changing requirements. A system
designed to satisfy a fixed, static specification might
initially be acceptable but, inevitably, it will need to
be modified in some way or other. Systems quality
can therefore also be defined in terms of how easy
it is to change a system.

It is not sufficient to include as an objective ‘“‘ease
of modification™. Such an aim is far too general to
be helpful. Yet it is not possible to translate terms
such as "flexibility” and ‘‘changeability’” into
meaningful elements of the specification, because
these requirements can be met only by the process
of design. The focus therefore needs to be on the
design stage, not on the functional specification
stage.

Designing a high-quality system requires an under-
standing of the problems of complexity and structure.
Real understanding and real utility occur when the
number of ‘things’ to interrelate is relatively low. From
the human standpoint, simplicity is the most impor-
tant prerequisite for good design.

There are three interrelated means of reducing the
complexity of systems. First, the system should be
partitioned into identifiable and understandable parts,
where each part is defined by an inherent purpose,
objective or function.

Second, the parts should be interconnected by a
structure that provides order for command and
control of the partitioned parts. (Note that such a
structure implies a hierarchy, not a. network.)

Third, the independence of the parts should be
maximised by minimising their interdependence.

The first two are aids to comprehension, and the third
is the key to flexibility. A system comprising simple,
well-defined parts that interconnect loosely with each
other is relatively simple to change. Changes are
effected by decoupling from the structure parts that
will remain the same, adjusting the structure and
placing new, simple parts into it.

Two consequences arise from treating the parts and
the structure separately:

—A bug or error in the system cannot easily corrupt
the whole system because its effects will be
localised.

—“Maintenance” and *‘enhancement’” are two
separate activities. Maintenance is concerned with
repairing faults in existing modules. Enhancement
is concerned with making changes to the struc-
ture and replacing or discarding or rearranging
modules. Clearly, these enhancement activities
cannot be carried out without first reanalysing the
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whole structure. In other words, system modifi-
cations must be preceded by analysis and design.

The quality measures associated with good systems
design can therefore be defined in terms of the three
characteristics of systems simplicity:

— Partitioning.
—Control structure.

—Module independence.

Glen Myers and Ed Yourdon have developed such
measures for computerised systems (details can be
found in their books, which are listed in the bibli-
ography at the end of the report). The structured
method developed by Yourdon for analysis and
design is the best-known successful, systematic
application of these concepts for developing highly
modular, structured and flexible systems. The case
history reported in Chapter 5 is based on the Yourdon
methodology.

The impact of not specifying system quality
factors

During the development stages of a system there are
many opportunities to influence the quality of the final
system. However, the impact of not specifying or
measuring software quality factors during the devel-
opment process shows up much later in the systems
life-cycle, as Figure 1.5 illustrates. The effect is
usually low quality which manifests itself through
increased maintenance costs.

THE MEANING OF SYSTEMS QUALITY

During the development stage it may be necessary
to trade off quality factors against each other. For
example, high integrity often can be achieved only
by reducing the efficiency of the system. Some typical

quality-factor trade-offs are shown in Figure 1.6
(overleaf).

These trade-offs are possible because, in general,
quality factors are not independent. Figure 1.7 illus-
trates some of the relationships between quality
factors for systems.

In order to measure the quality of a system it is
necessary first to define the attributes that are crit-
ical to the system, and then to set the objectives for
achieving these during the development stage. Most
commercial system installations can develop ratings
and base-line measures for the most commonly
occurring factors that, in general terms, influence the
quality of their own systems.

Beyond these general factors the most important
quality factors (the functional objectives of systems),
can be described only in specific terms. This also
‘means that their measurement depends on the
precise definition of the objectives set for the system.
Tom Gilb’s work on Design by Objectives is con-
cerned with turning these objectives into measurable
quality characteristics and ensuring that an orderly
process of transformation is used to build these
characteristics into each relevant part of the system
during the development stage. Tom Gilb’s method has
previously been described in the transcript of the
Foundation Conference held in Venice in May 1980.

Figure 1.5 The impact of not specifying or measuring software quality factors
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CHAPTER 1 THE MEANING OF SYSTEMS QUALITY

Figure 1.6 Typical quality factor trade-ofis Figure 1.7 Some relationships between systems quality

factors

Factors
Correctness
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Efficiency
Integrity
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Flexibility
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Reusability
Interoperability

If a high degree of quality is present in one factor, the chart illus-
trates the degree of quality expected for the other.
O High
® = Low
Blank = No relationship or application dependent

(Source: W E Perry, Effective Methods of EDP Quality Assurance)

(Source: W E Perry, Effective Methods of EDP Quality Assurance)
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We now turn to the practical aspects of achieving Sys-
tems qguality. We begin by examining the lessons that
can be learnt from the experiences of other indus-
tries that have a long history of quality assurance and
quality control, and then we focus on the specific
issues for information systems.

APPROACHES TO INDUSTRIAL QUALITY
ASSURANCE

Formal quality control has its origins in mass produc-
tion methods. Assuming there is a market for them,
the goods can be sold, provided they are not defec-
tive — that is, they have no (or only a few) recognis-
able faults. In this situation, quality equates reason-
ably well with earnings: every faulty product that
cannot be sold represents a loss of revenue. This
means that the elusive characteristic of quality has
a financial value attached to it. Quality in this environ-
ment is measurable.

Quality in the above sense is important because it
is a key selling characteristic which helps to convert
the product into cash. This implies that the cost of
quality can also be calculated. Typically, this cost is
the amount of money that needs o be invested to
ensure either zero defects or that only a tolerable
number of defective items end up as scrap.

Interpreting quality in this way led to the original
approach to quality control used in industry, which
developed almost into a separate discipline. There are
two key characteristics of traditional quality control:

—Quality is measured in terms of physical charac-
teristics that can be inspected.

—~Quality is ensured by inspecting the article after
it has been produced.

The effects of this approach can be summarised as
follows:

—Control of quality is retrospective, where the emer-
gence of a fault is the signal to initiate corrective
action. But, as the damage has already occurred,
the action is directed to ensuring that it does not
continue to occur.
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—The incentive to produce true quality is reduced
because the emphasis is on not producing immedi-
ately recognisable defects. This can give rise to
various malpractices. Hence the need for a ‘poli-
cing’, suppressive type of quality control.

Most industrial economies (where suppressive
methods of control had been the norm) concentrated
for many years mainly on statistical sampling
methods for inspecting the final product. Further-
more, they invested as little in the process as was
possible. More recently, industry has recognised the
inadequacy of this approach to quality control and
has devised four main approaches to achieving
quality: quality management, quality circles, zero-
defect production and ‘quality as a way of life’. These
approaches are explained below.

Quality management

The need to manage quality came about as a result
of the recognition that those companies and coun-
tries doing best are the ones offering the best value
for money — that is, providing competitive quality at
a competitive price. Often price is negotiable but
quality is not, and the reputation for competitive
quality is recognised more arid more as a company’s
greatest asset. It has also been recognised that dra-
matic improvements in quality need not increase
costs unduly.

The management of quality is the sum of the follow-
ing elements:

—Knowing the customers’ needs.
— Designing to meet those needs.
—Constructing faultless products.
—Purchasing reliable components and sub-assemblies.

— Meeting certified performance and safety require-
ments.

—Producing clear instruction manuals.
—Ensuring that the products are suitably packaged.
—Ensuring that the products are delivered on time.

—Providing an efficient back-up service.
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— Taking account of feedback from field experiences.

These elements add up to ““fitness for purpose’” and
value for money. The aim is to create “‘ownership
satisfaction”, which brings customers back to buy a
company’s products and services again and again.

The four golden rules of managing quality can be
summarised as follows:

—Goods must be designed to meet customers’
needs and to make manufacture and maintenance
easy.

—Goods must be made exactly and consistently to
the specified design.

— Product marketing must ensure that advertising is
accurate, that deliveries are on time, that servic-
ing is efficient and that effective market research
is carried out and fed back into continual design
improvements.

—Above all, there must be a total and organised
commitment to quality. This can spring only from
the very top — from the chairman, managing
director or chief executive. In fact, quality should
be a way of life throughout the organisation.

Quality circles

Quality circles are problem-solving forums for those
who are involved in the day-to-day operation of the
business. They are based not on cash reward but on
satisfaction and recognition of achievement. A quality
circle is a group of people who meet voluntarily and
regularly to identify and solve their own work-related
problems — and then implement their solutions with
management approval.

In practice, small groups of employees, usually from
the same workplace and under the same supervisor,
volunteer to meet for problem-spotting and problem-
solving sessions. The participants examine problems
that occur in their work area and that affect their own
jobs. The group itself applies the solutions if they have
the authority to do so. Otherwise, management is
presented with the recommendations, and the de-
cision to implement the recommendations then rests
with management.

Quality circles concentrate on tasks and problems,
and their mode of operation is depicted in Figure 2.1.
Quality circles recognise the need both to increase

~ the importance of the role of the foreman and to draw
upon the knowledge and expertise available on the
shopfloor.

Quality circles were first introduced in Japan in the
1960s. The literal translation of the Japanese term
for quality circles is *‘the gathering of the wisdom of
the people". In the mid-1970s, industry in the United
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States and Europe began to show practical interest
in the technique. So far, however, quality circles seem
to work best in Japan, where they are a natural exten-
sion of corporate and trade union structures, and of
employee and management attitudes.

Experience has shown that quality circles do not work
when the idea is imposed from above, although
management's attitude is very important for their
successful operation. Beyond improving quality and
reducing costs, quality circles also improve communi-
cations between workers and management.

Zero-defect production

The concept of zero-defect production was formu-
lated by Philip Crosby, one of the major advocates
of quality in manufacturing. Crosby is chief executive
of PCA Inc., a Florida-based quality management con-
sultancy. Prior to founding PCA he was corporate vice
president for the ITT corporation where for 14 years
he was responsible worldwide for quality assurance.

His belief is that quality is the all-important catalyst
that makes the difference between success and
failure. In fact, he maintains that quality is free — it
is “un-quality’’ that costs money. The main task of
the production process is to make quality certain —
in other words to do things right the first time.

Crosby’s principles are simple:

—AQuality is the absence of faults and defects (qual-

ity in conformance to standards and specifi-
cations).

Figure 2.1 Mode of operation of quality circles
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—Quality is built in by the people who do the work.
Therefore quality is ultimately the responsibility of
those who manage the operations.,

—Quality problems are non-conformance problems
and these have to be prevented. But prevention
is a difficult idea to put over and manage suc-
cessfully.

Interestingly, Crosby implies that management'’s lack
of understanding contributes to a large extent to a
lack of quality. He advocates a quality organisation.
He sees an organisation's approach to quality
management evolving through five stages, as depic-
ted by the quality management maturity grid shown
in Figure 2.2.

Quality as a way of life

Many Western economies have lost markets to Japan
in recent years. The spectacular success of Japan
in the seemingly impenetrable European and North
American markets was the result of the consistent
high quality and reliability of Japanese products. The
remarkable achievement of Japan in producing high
quality for an acceptable price is due largely to a
philosophy of quality control that is different in many
respects from Western industrial practices. What is

CHAPTER 2 ACHIEVING SYSTEMS QUALITY

less well known is that the quality concept used by
the Japanese originated in the United States with
Edward Deming.

The heart of Deming’s approach to the production
of quality is the belief that quality is manufactured.
In other words, quality is built into a product through
a process. But defects are also built into a product
as the result of a faulty process. Mass inspection to
spot faulty products is expensive, and scrapping the
defective articles also costs money. This approach
to achieving quality does not improve the process or
the system that is the root cause of the defect.

Deming argued that, instead, industry should spend
money on ensuring that the system and the process
are right so that items are manufactured correctly
in the first place. To improve quality, the production
process needs to be subjected to statistical control,
and this implies that the process or system needs to
be regular. Thus, disturbances and haphazard inter-
ference with the process need to be eliminated.

Deming believes that quality failures are not always
caused by defective production processes; often,
they are caused by an inadequate system. The
responsibilities for poor quality therefore lie firmly with

Figure 22 Crosby’s quality management maturity grid

Measurement Stage 1: Stage 2: Stage3: | .8
Category Uncertainty Awakening Enlightenment | ..
Management No comprehension of Recognising that quality | While going through
understanding and qualityasa management may be of | quality improvement
attitude management tool. Tend | value but not willing to- | program learn more
to blame quality provide money or time | about quality -~ __
department for “quality | to make it all happen. management; becoming | pe
problems”. supportive and helpful. - | continuing
Quality organisation || Quality is hidden in A stronger quality leader | Quality department
status manufacturing or is appointed but main | reports to top : i
engineering emphasisisstilon
departments. Inspection | appraisal and moving
probably not part of '+ the product. Still part of
organisation. Emphasis | manufacturing or other.
on appraisal and sorting. |
Problem handiling Problems are foughtas | Teamsaresetupto
they occur; no attack major problems.
resolution; inadequate | Longrange solutions
definition; lots of yelling | are not solicited.
and accusations.
Cost of quality as % || Reported: unknown Reported: 3%
ofsales Actual: 20% Actuak 18% -
Quality Noorganised activities. | Tryingobvious
improvement No understanding of “mtivational” short- 1
actions such activities. ~ | range-efiorts. ¥
Summation of “We don't know why we | “lsitabsolutety .~ |-
company quality have problems with .| necessary fo always
posture quality.” have problems with |

(Source: Philip Crosby, Quality is Free)
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management. He makes the point that it is little use
exhorting workers to improve quality because most
things that contribute to quality — having the right
tools, adequate training, good materials, workable
production processes, a reasonable working
atmosphere — are largely outside their control.

Deming asserts that quality should be a way of life
for the whole organisation. He has summarised his

philosophy in 14 action points for managers (see
Figure 2.3).

ORGANISATIONAL ASPECTS OF QUALITY

The success of any undertaking directed at fulfilling
a specified need depends on the collective and
individual success of its several activities and func-
tions. Thus, all activities and all functions in any
undertaking, and all personnel engaged in them,
contribute to quality and are inherently involved in
quality assurance. The attainment of high quality
starts with recognising this fact through initiatives that
come from the top of the organisation. Conversely,
low quality is often associated with management’s
non-recognition of this fact, or management's abdi-
cation of its responsibility for quality.

Quality objectives usually cannot be divorced from
the overall management objectives of an organis-
ation. There are some well-documented case histo-
ries of long-established organisations going out of
business, primarily because of failures in quality —
not in the production or manufacturing area, but due
to a combination of shortcomings in planning, design
and development (optimistic forecasting and tender-
ing based on insufficient development engineering
and proving of a design, for example).

Placing quality assurance in the organisational
structure

Most organisations are structured in one or more of
the following ways:

— Groupings of personnel according to occupational
level (normal line management).

—Groupings of personnel according to subject of
specialisation.

—Groupings of personnel according to project (each
new product). '

—Groupings of personnel according to the phase of
each project.

These existing groupings are likely to be a governing
factor in deciding whether to establish a specialised
quality department. Where a department has been
established, its title can cause difficulties. For
example, where the term “‘quality control depart-

12

Figure 2.3 Deming’s fourteen action points for producing
quality

(Source: W E Deming, Quality Productivity and Competitive Position)

ment’* has been adopted, an undue emphasis on the
word "‘control’” can lead to interdepartmental diffi-
culties if other departments suspect there is a move
to usurp their functions. It is therefore rarely sufficient
merely to change the name of an established inspec-
tion department to “‘quality control’’ (or some similar
title) and then assume that the quality objectives of
an organisation will be attained.

Many recent investigations in industry suggest that
an integrated approach that involves the inspection
or quality control departments with the manufactur-
ing process is the best organisational model for
quality assurance. An added benefit is that the
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approach can lead to increased operator responsi-
bility, with the inspection or quality control department
being mainly concerned with monitoring, measuring
and guidance.

The effect of education and training

The scope and intensity of guality-related education
and training will help to determine the type of quality
assurance organisation that is established, in both the
national and corporate sense.

Where training has been extended beyond specialists
to managers at all levels, to supervisors and even to
non-supervisory staff, the coordination of quality
assurance activities will usually be carried out by the
line supervisors and managers in the regular chain
of command. In this situation, the role of any quality
specialist is mainly in reviewing, auditing and consult-
ing, and usually there is no need either to employ
large numbers of quality specialists or to establish
large, centralised quality assurance or quality con-
trol departments.

On the other hand, where intensive training in gual-
ity control methods has been restricted mainly to
specialists (such as quality control inspectors), a
strong, centralised quality assurance or guality con-
trol department is more likely to be formed. Although
its staff will be well trained in their speciality, the
department will sometimes experience difficulties in
its relationships with other depariments, because of
the disparity in training.

THE QUALITY MANAGEMENT ROLE

Industrial experience has shown that the execution
of most quality assurance functions should remain
the direct responsibility of the individual line man-
agers concerned. Rather than attempt to usurp these
responsibilities, the quality assurance manager should
advise and assist on all quality-related tasks and
should monitor and coordinate them throughout the
organisation. He will probably be directly responsible
far the following activities:

— Developing the quality assurance programme and
quality manual.

—Controlling incoming and defective materials.

—Operating the quality control system.

— Analysing defects and failures.

— Measuring the cost of achieving quality.

In addition, the manager of a quality department

might be required to train staff throughout the com- '

pany in matters relating to quality assurance, or to
coordinate such training.
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In this context, he is involved in developing the
relevant elements of quality management, and acts
as a reference point for them. These elements are:

—The quality manual, which sets out the general

quality policies, procedures, and practices of the
organisation.

—The quality system, which (in a quality context)
defines the organisation structure, responsibilities,
activities, resources and events that together pro-
vide organised procedures and implementation
methods to ensure that the organisation can meet
its quality requirements.

—The quality programme, which comprises a
documented set of activities, resources and events
serving to implement an organisation's quality
system.

—The quality plan, which is derived from the quality
programme (extended if necessary) and which sets
out the specific quality practices, resources and
activities relevant to a particular contract or
project.

THE QUALITY ASSURANCE FUNCTION FOR
SYSTEMS

~ We now turn our attention to the way in which the

general lessons of quality assurance can be applied
in the specific area of information systems.

in many countries the national standards body has
developed a formal approach to quality issues. The
standards usually relate to a wide range of issues and
typically are very general in nature. Nevertheless,
some of them can be useful in the quality assurance
of commercial systems development projects. In
particular, the standards can provide either a check-
list against which to compare current practices, or
a ‘shopping list’ that can be used when setting up a
quality assurance function.

Many of the formal approaches have their origins in
the military field, where the pioneering work done by
the United States Department of Defense is often
used as a model. For example, the United Kingdom
Ministry of Defence published a standard in February
1984 which relates exclusively to systems develop-
ment. (Appendix 2 contains a description of this
standard.)

Industrial experience shows that those organisations
that achieve a high level of quality in their products
and services first establish an acceptable level of
quality, and then build a mechanism to assure that
this level is maintained. Control of quality includes
more than simply evaluating the end product. It
begins by examining the raw materials and continues
throughout the entire manufacturing cycle. The impli-
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cation is that data processing organisations must first
assume the responsibility for determining an accept-
able level of quality for their systems, and then must
establish the mechanism to ensure that the level is
maintained.

CHARACTERISTICS OF THE SYSTEMS QUALITY
ASSURANCE FUNCTION

Quality in systems is associated with three separate
characteristics: goals, methods and performance.
Goals can be stated in terms of achieving the objec-
tives of both system users and the total organisation.
The goals of the organisation are primary; the goals
(or requirements) of system users are secondary. If
the user requirements conflict with the goals of the
organisation, the systems quality assurance function
must point this out. The goals of any one user also
should be in harmony with the goals of other users.

Standardised methods are needed to perform the
data processing function. These methods manifest
themselves as policies, procedures, standards and
guidelines.

Performance is concerned with optimising the use of
computer hardware and software when implementing
applications. This requires relevant business analysis,
proper systems design, the use of appropriate
programming and systems techniques, and the best
use of the available hardware and software.

Goals (users’ needs) can be better satisfied if
appropriate quality standards exist. But methods
should not interfere with goals, nor should methods
reduce performance. And goals should not override
performance. It is only through the use of appropriate
standards, however, that the proper balance between
goals, methods, and performance can be achieved.
If the organisation fails to set quality standards,
technical staff will set their own. Far too often,
management relies on technical staff setting stan-
dards, but provides them with little guidance on
overall objectives. As a consequence, management
later reprimands the technical staff for poor per-
formance.

In this context, the aims of the systems quality assur-
ance function are:

— To ensure compliance with the approved methods
of building applications.

—_To ensure a reasonable level of performance.

—To ensure that the goals of the organisation, and

especially those of the system user, are satisfied..

These aims can best be accomplished by establishing
a quality-oriented information systems environment.
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Most information systems departments have only just
begun to address the gquality issues associated with
computerised applications. In many organisations the
first stage of systems quality assurance will be to
define what is meant by systems quality in their
particular environment. Also, establishing a systems
guality assurance function might be regarded as an
evolutionary step along the path of moving data
processing from an art to a science. But a successful
systems quality assurance function requires that stan-
dards be established against which quality can be
measured. A key characteristic is that the function
should advise information systems personnel, but
should derive its authority from the top management
of the organisation.

ROLE OF THE SYSTEMS QUALITY ASSURANCE
FUNCTION

The role of quality assurance in today's systems
environment is essentially to assist system
developers successfully to face many differing
challenges. The role is seen to be much wider than
that normally associated with quality control.

In addition to providing guidance, there are three
broad roles the systems quality assurance function
can undertake:

—Applying the quality controls.

— Building an environment in which higher-quality
systems can be developed.

— Reviewing applications and systems.

A checklist of the tasks associated with the above
roles is given in Figure 2.4.

Applying controls

Quality assurance controls should apply both when
developing new systems and when enhancing old
ones. Irrespective of the way in which quality assur-
ance is implemented, the goals, methods and per-
formance of each system must be evaluated.

Evaluating system goals
For each system, the quality assurance function must
confirm that:

—The system meets the objectives and needs of the
user department(s) and other users.

—The system is consistent with the needs of other
users, so that a system built for one group of users
does not infringe on the rights of other systems
users.

—The goals are consistent with the objectives of the
organisation. In all cases, the organisation’s objec-
tives should have a higher priority than the goal
of an individual user.
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Figure 2.4 Systems quality assurance tasks
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(Source: W E Perry, Effective Methods of EDP Quality Assurance)

—The goals of the system match the objectives of
the information systems department. Any conflict
should be resolved before the system is
implemented.

—The goals of the system are consistent with indus-
try and government requirements.

—The system complies with the intent of manage-
ment (that is, controls are adequate) and the sys-
tem is auditable.

Evaluating system methods
When evaluating system methods, the systems qual-
ity function examines each project to determine that
it is following the organisation’s and the information
system department’s policies, procedures, standards,
and guidelines to ensure that:

— The policies conform with the broad-based course
of action selected by the organisation.

—The procedures conform with the particular
methods outlined by the organisation to accom-
plish its objectives.

—The standards and rules being used conform with
those set up by the organisation for the measure
of quantity or quality of work.

—The guidelines conform with the department’s
recommended methods for performing work.
(When a standard methodology is used, the local
guidelines are often referred to as *“codes of
practice™))
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Evaluating system performance

The performance-related aspects of the systems
quality assurance function consist of evaluating each
system to determine that its design is:

—Economical, by checking that the system is to
be operated in a way that incurs minimal costs.

— Effective, by confirming that the system will
accomplish the results desired with minimal effort.

— Efficient, by checking that the system is designed
to optimise the use of people and machines.

These three aspects of system performance are not
synonymous, and each requires a different evaluation
of the system or project. The economic evaluation
is concerned with value for money. Effectiveness
needs to consider the criteria of time and ease of
performing the task. Efficiency considers such things
as the choice of technology and its application,
whether all or parts of the system need to be com-
puterised, or whether the need can be met better by
a manual procedure.

Establishing the right environment

No matter how the systems quality assurance func-
tion is implemented, the emphasis should be on
establishing an environment in which quality can
flourish, rather than on reviewing individual applica-
tions. Reviewing a single application can only improve
the quality of that application; creating an environ-
ment that encourages quality can improve the quality
of all applications. Such an approach also places the
quality assurance function in a position where its
contribution is more visible. Establishing an environ-
ment that promotes quality is, in effect, no more than
drawing together all those functions that support and
improve the quality of systems.

Reviewing applications and systems

There are three aspects of project reviews: deciding
what to review; deciding when to do it; and determin-
ing the purpose of the review.,

Ideally, the quality assurance function should review
all systems in depth but in practice this is rarely
possible. A method is therefore required for determin-
ing priorities and allocating the time of the review
personnel. The most relevant criteria are:

—The type of application.
—The complexity of the application.

—The technology being utilised to implement the
application.

—The people involved in specifying and implement-
ing the system.
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Figure 2.5 lists the factors for each criterion that
should be considered when selecting an application
or a development project for review.

Formal reviews should be carried out at the major
decision points of system development:

— Before the decision is made to implement a sys-
tem solution (at the end of the feasibility study).

—Before any major expenditure is committed.

—After the technical development has been com-
pleted.

— After the trial period of live operations has been
completed.

—When the project is showing signs of being off-
course.

Systems should also be reviewed at the early stages
of development because this is the best time to
influence the quality of systems. Once the design of
a system has been determined, it is costly to make
significant changes because most development costs
occur after programming has commenced. Further-
more, management tends to become involved with
a system only when the cost becomes significant and
the implementation date approaches. Thus, paradoxi-
cally, management’s influence and concern often
come at the point in the systems development life
cycle where it is least able to influence the design.
A quality assurance focus early in the development
cycle can solve this problem.

For major systems that require large capital expen-
diture, reviews also need to be planned throughout
the operational phase of the life cycle. Large systems
often have an operational life span of ten years (or
more), and this period usually involves modifications,
adjustments and difficulties with operating an ageing
system. Regular, pre-planned reviews, carried out
with specific review criteria in mind, should indicate
the need for redevelopment and major adjustments.
(The life cycle of systems based on pre-planned
reviews was discussed in Foundation Report No. 25
— System Development Methods.)

A systems review is concerned with the total per-
formance of a project during its development stage,
and the performance of the system during its oper-
ational phase. Before carrying out a systems review,
it is important to specify its precise purpose. This
might be to test the conformance of the system and
the adequacy of the controls, validate the standards
and methods being used, and so forth.

Many systems will need to be reviewed as a matter
of course by the organisation's auditors. (Sometimes
the auditing firm may be asked to carry out a systems
review — or audit — independently of the regular
financial audit cycle.) Systems are rarely designed

Figure 25 Factors to consider when selecting a project
for review
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(Source: W E Perry, Effective Methods of EDP Quality Assurance)

with ease of auditing in mind. Special requirements
for audit control often are not recognised until the first
audit is carried out. Moreover, auditors find it difficult
to suggest appropriate standards that are specific to
computerised, as opposed to manual, procedures.

From the experiences of the organisations we talked
with during the research for this report it is clear that
system audits can be made easier by:

— Involving auditors in the early design of a system.
In this way the auditors can influence the design
as far as general financial or management con-
trol requirements are concerned. And they can
indicate special requirements that need to be
included as technical facilities for simplifying audit
work.

— Designing databases with easy data-extraction
facilities, so that the auditors can have easy and
independent access fo the data.

SUMMARY

Quality cannot be built into a product, or measured,
until it is defined. But quality cannot be universally
defined: it must be defined for the item in question
as a list of stated attributes and characteristics. This
means that quality in a data processing environment
must be defined by the organisation, and one organ-
isation's definition of quality may vary significantly
from another's. The main problem facing data
processing personnel is that systems technology is
not well understood by the organisation in general.

The Butler Cox Foundation
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If an application ‘works’, few people (if any) in the
business know whether the system developers did an
outstanding job or just a satisfactory job. There is a
clear need for a means of evaluating the excellence
of system development work, and a clear definition
of systems quality would help significantly in this area.

We have also established that the mechanism for
ensuring quality has many parts. The totality of the
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© Reproduction by any method i1s strictly pronhibited

CHAPTER 2 ACHIEVING SYSTEMS QUALITY

mechanism is called quality assurance, which is
different from formal quality control. Quality assur-
ance does not necessarily require a separate formal
organisation, but it does need to be initiated from the
top of the organisation. Everyone in the information
systems department needs to be aware of all the
elements that contribute to systems quality, and
quality assurance requires a focal point for the
activities by which quality is produced.
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CHAPTER 3

QUALITY ASSURANCE TECHNIQUES FOR INFORMATION SYSTEMS

Having described in general terms the characteris-
tics, objectives, role and tasks of the systems quality
assurance function, we now describe the specific
techniques that are available.

Most systems quality assurance techniques overlap
considerably with conventional management, project
management and development tasks. Three tech-
niques, however, are specific to systems quality
assurance:

—Walkthroughs.
—Inspections.
—Testing.

WALKTHROUGHS

A walkthrough is a structured review of a system or
program conducted by a group of the originator's
peers. The walkthrough technique derives from a
common human characteristic: the originator of any
creative work is often blind to any flaws there might
be in it. Yet the originator's peers, who are competent
to understand the product but do not have the
emotional involvement with it, can spot the flaws.
Many people initially resist the idea of subjecting their
work to scrutiny by their peers. Nevertheless,
experience shows that people can be persuaded to
take a positive approach to walkthroughs and over-
come the initial difficulties.

The aim of system walkthroughs is to ensure error-
free (that is, zero-defect) development. For walk-
throughs to be successful they must be organised
carefully in a constructive environment where open
criticism is possible.

The walkthrough technigue was developed following
some ten years of work by psychologists at IBM's
various programming workshops. The results were
documented by Gerry Weinberg in his book “The
Psychology of Computer Programming”. Since the
original work was carried out, it has been realised
that:

—Programming is not the only activity where walk-
throughs are relevant for zero-defect production.
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In fact, almost all creative act'ivity (such as deci-
sion making, analysis, design, and research) can
benefit from the technique.

—The technique works only if what is termed an
“‘ego-less environment” is maintained.

An ego-less environment aims to separate the
product of an activity from the producer. As long as
the producer regards the results of his activity as an
extension of his own ego, he will be hard put to find
his own errors. More importantly, he might be unable
to receive any assessment of the product con-
structively because he would regard any criticism as
a personal attack. In extreme cases he will be
reluctant to release the product for any inspection

for fear of criticism. Such an approach has two_

adverse effects:

— Faulty items might be produced without the errors
being detected early enough for effective cor-
rection.

— By receiving no feedback or by not being able to
receive constructive feedback on the errors,
producers are unlikely to improve their methods
of production.

The ego-less environment requires trust to be built
between those who regularly review each other's
work. This trust is built by encouraging the producer
to select his own reviewers.

Building trust also means that the documents result-
ing from the walkthrough are not deposited with the
quality assurance function or project librarian or the
personnel department. Using the results of walk-
throughs for direct or implied reviews of personal
performance is strongly discouraged by users of the
technique.

Organising a walkthrough

A walkthrough is conducted as a semi-formal meet-
ing between the producer (the reviewee) and his
peers (the reviewers) for the purpose of finding errors
in the producer’s work. The meeting is organised by
the producer of the work and is attended by those
whom he invites. The reviewers must perform the
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tasks specified for them by the reviewee. There are
only three regular tasks:

—Being a critic of the work.
—Being a scribe for the proceedings.

— Acting as a moderator when arguments are heated.

The reviewee has to circulate in advance all relevant
documents related to the work being reviewed, and
must also follow up the points suggested as a result
of the walkthrough.

Practical guidelines for walkthroughs are:

—Each participant should be a peer of the person
producing the product. '

—Each participant should receive the product and
any supporting materials before the walkthrough,
and should be given reasonable time to review
them.

—The reviewee should select the participants and
invite them to play the roles of scribe, moderator,
quality assurance champion, etc. The participants
should not regard their contribution as a favour to
the reviewee but as a positive aid that helps him
to avoid later problems with the product.

—The walkthrough is not the place for displays of
ego and assertive behaviour: comments should be
made as questions about the product, not as state-
ments about the producer.

—The scribe is responsible for noting the errors
found and the recommendations made. He is also
responsible for distributing the appropriate copies
to the walkthrough participants.

— The moderator is responsible for opening and
closing the walkthrough on time, maintaining a
sense of urgency, resolving conflicts, and stopping
any irrelevant discussion.

— Action points should state concerns that need
attention, rather than give solutions: ideas, sol-
utions, irreconcilable differences of opinion, etc.
should appear as ‘‘other notes’.

Guidance on conducting walkthroughs and providing
time in the project plans for walkthroughs appear to
be the major prerequisites for using the technique
effectively. :

Walkthroughs have produced some spectacular
results in the system development area. The case
history presented in Chapter 5 describes a project

where the only formal means of quality control was

the walkthrough. This was sufficient to achieve
zero-defect development in a large and complex
system.
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THE INSPECTION METHOD

The inspection method was developed in the early
1970s by Michael Fagan at IBM's laboratory in
Kingston, New York. Fagan outlined the method in
his article “Design and code inspections to reduce
errors in program development” published in the IBM
Systems Journal. Fagan is an engineer and he
developed the inspection method by applying
engineering quality control rules to software, in
particular to the designing and coding phases of
systems development.

The inspection method is a form of technical review
that validates the guality and accuracy of a product,
and detects the errors. In other words, it is used to
maintain quality control. By applying it at points prior
to system completion it is possible to obtain early
warning of problems and to correct errors relatively
inexpensively. The method may also be used to
ensure the completeness of a stage by checking that
the product meets the criteria specified for the end
of that stage.

The inspection method requires a team of people,
each of whom is assigned a specific role in the
inspection. An important feature of the method is the
use of checklists and statistics about the errors to
be searched for during the inspection process. These
lists and statistics are compiled by carefully analys-
ing both the experiences with similar pieces of work
and the results of previous inspections. The result of
an inspection meeting is an action report, and the
inspection process is completed when satisfactory
action has been taken on all the points.

The inspection team

The inspection team should have a minimum of two
members and a maximum of seven. The usual
number is four. Each member of the team must be
qualified to make a positive contribution. Some of the
team should ideally be from outside the project whose
product is being inspected.

The following participants are essential to the
success of the inspection method:

—The inspection moderator. The role of the mod-
erator is to lead the inspection process, and the
person chosen must have received appropriate
training.

—The author of the product being inspected.

—The user of the product being inspected. (In some
circumstances the author also plays the role of the
user.)

Other roles may be assigned if considered desirable.
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The inspection process

There are six steps in conducting an inspection, each
of which has specific objectives and involves specific
personnel:

—Planning: the moderator sets up the inspection
schedule and assembles the team.

—Qverview: relevant project and back-up document-
ation is distributed to the team members, together
with a high-level summary of the material to be
inspected.

— Preparation: the team members read and review
the documentation with the aid of checklists, and
they list any questions.

—Inspection meeting: the material is analysed, and
all the errors are noted. Checklists are used to
ensure the completeness of inspection. A problem-
definition report is produced, summarising all the
errors detected.

—Rework: the errors are corrected and the correc-
tions are implemented.

— Follow-up: the inspection team verifies that all
errors have been corrected, using the problem-
definition report as a checklist.

The inspection method has several special features,
including the following:

—The moderator, not the author of the material being
inspected, leads the inspection. Training courses
are available to train people to be effective inspec-
tion moderators. Most advocates of the technique
believe that this training is essential.

—Checklists also are an essential ingredient of the
inspection method. They ensure that attention is
focused on detecting problems and/or errors.
Checklists are used during preparation and during
the inspection meeting. When compiling the check-
lists, Fagan recommends that errors should be
classified by type, and ranked according to the
frequency with which they occur. In this way it is
possible to highlight the most serious types of
errors to look for during inspections. The analysis
of inspection results should be used to refine the
statistics.

Fagan expressed the rationale for using checklists
in these terms: ‘““Numerous experiences have shown
that people have to be taught or prompted to find
errors effectively. So it is prudent to condition them
to seek the high-occurrence, high-cost error types,
and to describe the clues which usually betray the
presence of each error type'’.

Preparation for an inspection meeting should take
between half an hour and half a day per team
member. The inspection meeting itself should last no
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more than two hours. If more time is required several
meetings should be scheduled.

It is important to hold as many inspections as are
required to produce a correct and good-quality
product. Where more than one inspection is neces-
sary, more than one inspection team may be involved.
IBM’s experience suggests that higher-quality sys-
tems are achieved if re-inspections are carried out
by a new team.

Finally, it is important also to remember that the aim
of the inspection process is to detect problems and/or
errors. It does not provide solutions to the problems.

Experiences with the inspection method

The inspection method was first used at IBM during
the programming phase of a development project for
a new operating system. Subsequently, IBM extended
its use to the programming phase of application
systems, to maintenance programming and to other
phases of development prior to programming.

The most widely quoted statistics on the success of
the inspection method are those produced by Fagan.
His stated improvements are based on the difference
between the results produced by inspections (and by
walkthroughs) and those produced by traditional
methods for similar development projects. For sys-
tem programs, the increase in productivity of the
coding operation is stated as 23 per cent. The reduc-
tion in discovered errors in seven months following
unit testing is stated as 38 per cent.

For application programs, the improvements quoted
by Fagan are:

—Twenty-five per cent saving in programmer
resources.

— Between 38 and 82 per cent reduction in the num-
ber of errors found per 1,000 statements before
unit test.

— Between eight and 18 per cent reduction in the
number of errors found per 1,000 statements
before acceptance test.

—Zero errors at acceptance test and in the first six
months’ use.

The inspection method is most widely applied in the
programming area (for which it was specifically
developed). Nevertheless, the method can be
adapted for use within other development phases, in
particular to assess the completeness, accuracy and
quality of the work being produced. Experience has
shown that the concept of inspections may be applied
to any functionally complete part of a system. The
method may be adapted for use at end-of-phase
checkpoints or at predefined checkpoints within a
phase.
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Gerry Weinberg's ‘‘Ethnotechnical Review Hand-
book'' provides guidelines and checklists to be used
with technical reviews such as the inspection method.
He considers the inspection method to be applicable
at all phases of development, including:

— Functional specification.
—Design.

—Coding.

— Documentation.

—Test plan.

—Tools and packages selection.

—OQperations and maintenance.

The inspection method requires a relatively high
investment prior to its introduction, in particular for
compiling checklists and error statistics. For this
reason, the method is more likely to be used for
software systems where the coding is complex,
rather than for application projects. Once implemen-
ted, however, the inspection method takes less time
to apply to application programs than to system
programs.

Many believe that the inspection method is also
particularly relevant to smaller projects and mainten-
ance activities. With smaller projects, the relative
importance of lower-level reviews is increased, and
the inspection method is an appropriate way of
conducting such reviews. The method is relevant to
maintenance activities because modified systems are
likely to contain a high number of errors.

The inspection method is more widely used in the
United States than in Europe. However, its use in the
United Kingdom is sufficiently wide for several
moderator training courses to be run — in particular
IBM's “Software Inspections: Moderator Training”,
which is run three times a year.

TESTING TECHNIQUES

Clearly, thorough testing is an important aspect of
producing a high-quality system. In practice, system
testing usually takes one of two distinct forms:

—_ Demonstration-type testing, which shows that tlhe
system works in a known environment using
selected inputs. '

— Exposition-type testing, which sets out to expose
hidden errors, by comparing system outputs with
values determined by an independent process.

Demonstration-type tests assume that the system
will work, and the test data will be chosen accord-
ingly. Exposition-type tests set out to prove that the
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system does not work and because of this they are
likely to be more rigorous and comprehensive than
demonstration tests. In a systems environment,
exposition testing is the nearest equivalent to con-
ventional industrial quality control.

If there is pressure to reduce costs, the bias will be
towards demonstration testing. But this type of
testing can lead to lower-quality systems because
it does not try to uncover hidden errors. On the other
hand, exhaustive exposition tests will be very expen-
sive to conduct and, beyond a certain level, such
tests may not provide any substantial extra benefits.

System testing can also take either a ‘black-box’ or
‘transparent-box’ approach. A black-box approach
assumes no knowledge about the internal working
of the system, whereas the transparent-box
approach considers the overall design of the system.

The traditional approach has been to test systems
comprehensively using the black-box approach.
There is an inherent weakness in this approach
because it only proves that the system works (or does
not work) under specific conditions — it does not
provide assistance in identifying in what way the
system is wrong or where the error is. Increasingly,
systems staff are realising that a transparent-box
approach is more efficient, especially where preci-
sion, time and cost are important factors.

Testing levels

Technical tests ensure that there are no defects in
the individual parts of a system. Tests at this level
may need to be repeated several times if there are
several sub-component levels. Examples of this type
of test are unit, module, program and sub-system
tests. At the technical exposition-testing level, much
detailed work has been done by hardware manufac-
turers and military-oriented government agencies. As
a result, manual and automatic methods for testing
program code have been developed, with the empha-
sis being on correctness and verification tests. We
question whether these efforts alone will lead to high-
quality systems being produced. There is ample
evidence to show that technically correct and verifi-
able programs do not necessarily produce usable
systems.

“The usability of a system depends as much on

whether its behaviour is predictable. This applies
particularly to interactive online systems, where users
will judge the quality of the system in this way. People
can learn to live with a system that behaves in a
predictable way, even though it may not be com-
pletely accurate. The implication is that system tests
will in future need not only to check for technical
correctness, but must also concentrate on the
behavioural, human-interaction aspects of systems
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to demonstrate that the system as a whole meets the
users' expectations. The term "‘system test” more
accurately describes this second level of testing but,
in practice, most system tests are usually technical
tests.

The impact of the development approach on
testing

The development approach influences the way sub-
assemblies of modules and programs can be tested.
With a top-down approach, the uppermost (and
usually the most important) control modules can be
tested first. Lower-evel modules can then be included
in the overall test plan after they have been unit-
tested. The advantages of a top-down testing
approach are that:

— Testing can proceed in parallel with development
activities, thereby reducing considerably the over-
all elapsed time.

—The top-level modules can act as a test-harness
for the rest of the system, thereby eliminating the
need for expensive test drivers.

—The top-level, critical, modules will be tested more
thoroughly than lower-level modules.

The case history in Chapter 5 clearly illustrates these
advantages.

The design approach adopted will also affect the way
in which system testing is carried out, particularly at
the behavioural, human-interaction level. People
relate the behaviour of a system to the function it per-
forms, and testing and identifying errors will cost
more if the system has been constructed from multi-
purpose units, because:,

— An additional level of testing is required to verify
that the functional requirements have been met.
This level of testing is not required if the system
was designed using modules that correspond with
a specific function (or sub-function), because a
module test will also test the functional correct-
ness of the module. In addition, the higher-level
function (made up of sub-functions) will also be
tested when lower-evel tests are performed.

— Investigation of an error will first identify the likely
functions associated with the failure. If multi-
purpose modules have been used, all parts of the
system associated with the function will be sus-
pect, and tracing the error will require more time
and effort.

The additional levels of testing necessary also means
that maintenance and system enhancements will
require more effort. The clear message is that the
quality of systems (and their costs) is influenced
strongly by the development approach and design
method adopted.
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Designing test cases

System tests can have one of three objectives:

—To test that the system as built maiches the
system as specified.

—To discover if the system as built behaves in ways
not included in the specification because the
developer has included additional features (deliber-
ately or accidentally).

— To demonstrate that selected inputs produce the
required outputs.

It is usually impractical to design test cases that cover
all possibilities, and the aim has always been to
reduce the number of cases to the minimum required
to test the system as comprehensively as possible,
so that the span of the tested behaviour very nearly
covers the span of the specified behaviour. Several
methods have been suggested for achieving this aim,
and some of them are reviewed briefly below.

Logic coverage

This method is designed to test the key logic com-
ponents of a system by testing the paths between
decision points. Test cases can be designed to test
every decision-to-decision path at least once. Alterna-
tively, the test cases may only test the paths between
the most significant decision points. Another variation
is to test the paths into and out of modules.

Equivalence partitioning

For each specified input condition there is a range
of cases (or classes) that are valid and invalid. These
classes need to be identified, and a test case
designed to test each one at least once.

Boundary value analysis

This type of testing stretches the system to its limits
by designing cases to test the boundary of the
specified behaviour.

Cause and effect graphing

The basis of this method is that inputs can be
regarded as causes and output as effects. Using a
simple decision table, the relationships between
causes and effects can be tabulated. An analysis of
the table will identify the number and nature of test
cases required.

Error guessing

Error guessing is used mainly to measure the effec-
tiveness of a testing tool, a test method or a test case.
The test is first performed as intended. A known error
is then deliberately introduced into the system and
the test is repeated. If the results are identical, the
test is not effective. Error guessing is also useful
when developing new test cases.
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Testing tools

Testing tools, in the form of test data generators and
testing harnesses, have been used for many years.
More recently, sophisticated automated tools have
become available with the aim of highlighting anoma-
lies in the software. These tools can take two forms:
static tools and dynamic tools.

Static tools

A static tool analyses the software itself and highlights
code that logically cannot be executed or data items
that will never be used. (According to recent studies,
many operational systems contain a significant
percentage of code that will never be executed.) At
present, static analysers are expensive, but the
Fortran-based Toolpack represents a step towards
the provision of inexpensive testing tools.

Toolpack is a set of Fortran testing tools created by
Leon Osterweil of the University of Colorado. One part
of the Toolpack environment is a static analyser that
_detects a wide class of program errors. Toolpack is
being developed by six universities and research
institutes in the United States, together with the
British Algorithm Group. It should be available as a
commercial product during 1985.

Dynamic tools

Dynamic testing tools are used as the program under
test is being executed. Their primary purpose is to
measure the effectiveness of test data. Many such
tools work by inserting ‘software probes’ that report
on how much of the program has been executed. The
effectiveness of the test data is measured by the
number of program statements oOrf segments
executed.
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One problem with dynamic testing tools is that state-
ment coverage is not necessarily an indication of the
thoroughness of a test. Research has shown that
errors may still be present even if every statement
in a program has been exercised by the test data.

New developments

A new development in the field of testing tools is
symbolic execution, which analyses the logic of a
program by executing it not with data but algebraic-
ally. Instead of numerical results, the tool produces
an algebraic representation of the program output.

Two of the leading researchers in symbalic execution,
Lori Clarke and Deborah Richardson at the Univer-
sity of Massachusetts, are attempting to use the
technique to build automatic test data generators.

Another new development is an attempt to automate
the error-guessing technique mentioned earlier.
Timothy Budd at the University of Arizona is pioneer-
ing this work.

Dynamic testing tools are also being developed in the
United Kingdom by Mike Hemmel at Liverpool Data
Research Associates. His linear code sequence and
jump (LCSAJ) technique also tests the thoroughness
of the test and the adequacy of the test data.

Summary

Without clear objectives and careful planning, test-
ing can easily become haphazard and misdirected,
and can result in wasted effort and resources. -An
important role for the system quality assurance
function is to ensure that an adequate testing strategy
has been adopted. Another is to ensure that system
developers are aware of, and have received training
in, the various testing techniques.

23




CHAPTER 4

PRACTICAL EXPERIENCE OF SYSTEMS QUALITY ASSURANCE

During our research we discussed systems quality
assurance with representatives of about 30 compa-
nies. In this chapter we present an overview of their
experiences, which are drawn from both the software
development functions of suppliers and the infor-
mation systems functions of user organisations.

In broad terms, a significant minority of organisations
are trying to apply traditional quality assurance
techniques to information systems work. A few are
applying general quality programmes, normally
following the introduction of company-wide quality
programmes initiated by top management. This latter
group comprises mainly information technology
suppliers (both hardware and software) — usually
companies who have either suffered from, or felt
increasingly threatened by, Japanese competition.

RECOGNITION OF THE NEED FOR SYSTEMS
QUALITY

Most of those we spoke with recognised that some
aspects of the work their organisations undertake
could be considered to be some form of quality
assurance or quality control. However, less than half
of the companies had established a formal systems
quality function. Furthermore, very few such functions
have been in existence for more than three years
(less than ten per cent in our sample). Even those
information technology suppliers with a reputation for
high quality may have established formal functions
only within the last three to four years.

Our research confirmed that there are considerable
variations in the definition of systems quality. Many
of those we talked with used terminology borrowed
from the manufacturing environment, using the
fitness-for-purpose or meeting-requirements defini-
tions of quality. Others described quality in terms of
quality factors, such as reliability and maintainability.
A few equated the word quality with concepts (such
as ‘‘a way of life”’) that appear to originate from the
works of quality specialists such as Deming and
Crosby.

Although there were some minor differences of
interpretation, there was more general agreement on
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the meaning of quality assurance and quality control
in a systems context. Quality control was seen as a
policing activity, checking correctness of work and
conformance to standards and highlighting devi-
ations. Quality assurance was regarded as being
broader in scope, giving attention to aspects such as
methodologies and skills. Some regarded quality

assurance as ensuring that quality control is carried
out.

ORIGINS OF FORMAL SYSTEMS QUALITY
FUNCTIONS

We identified five origins for the formal systems
quality functions that companies had established:

1. Company-wide programmes
Some companies had established a formal systems
quality function as a consequence of company-wide
quality programmes. These companies were all
information technology suppliers.

2. New methodologies

Many systems development methodologies, such as
Arthur Andersen’s Method/1, include quality assur-
ance and/or quality control activities. Implementing
these methodologies often includes establishing a
systems quality function to carry out the relevant
activities.

3. Attention to standards

Sometimes, a formal systems quality function has
been established following the creation of a formal
standards unit. This move is often seen as a natural
progression to ensure that the standards are followed.
On the other hand, establishing a formal systems
quality function can identify the need for a standards
unit to be set up.

4. Commercial reasons

Companies supplying software or systems develop-
ment services, particularly to government defence
departments, have found that a prerequisite is to

~ establish a formal systems quality function.

5. Acceptance testing
Several companies have set up a systems quality
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function that is quite separate from the systems
development function. The main aim of such a func-
tion is to test systems prior to operational use. This
may be by undertaking compiete testing in order to
establish that the system meets the specified require-
ments, or by focusing on the operational acceptability
of systems, particularly with respect to operational
performance.

ORGANISATIONAL POSITION OF SYSTEMS
QUALITY FUNCTIONS

Most formal systems quality functions report either
to the head of systems development or to the head
of the technical services or support function (about
40 per cent in each case). The remaining 20 per cent
had a variety of reporting relationships, such as direct
to the head of the information systems function or
to a staff function, such as planning or strategic
programmes.

Quite often the systems quality function was
associated with the standards function, and was
usually positioned two or three levels below the head
of the information systems function. Some companies
believed that organisationally separating the systems
quality and systems development functions was
crucial to the success of the quality function, despite
the fact that political difficulties were likely to ensue.

QUALITY FOCUS

Organisations varied in the particular focus they
adopted for their systems quality activities, irrespec-
tive of whether a formal function had been estab-
lished. We identified six different approaches. Some
organisations were using a combination of two or
three of these approaches.

1. Line management focus

The major characteristic of this approach to quality
assurance is that it clearly places the responsibility
for quality on the line managers of the various operat-
ing units. Our research showed that this approach
was being used in the information systems depart-
ments of some large organisations where the depart-
ment had been established as a separate operating
unit or company. In these cases the whole group or
organisation was committed to quality, and the
information systems company's quality approach was
in line with the group’s philosophy and practices for
quality.

The quality focus is achieved by appointing a quality
manager at a very senior level, usually reporting to
the managing director. The quality manager’s re-
sponsibility is to see that line managers adopt the
appropriate practices and mechanisms for ensuring

The Butler Cox Foundation

© Reproduction by any method is strictly prohibited

quality in their own areas, and his role is mainly one
of informing, guiding and monitoring. He provides
advice on company policy and practices and on
available methodologjes and training facilities. He
also acts as a high-level consultant for quality issues.

2. Planning focus

Where the systems quality resources were limited
and the emphasis was on quality assurance rather
than on quality control, some organisations had
chosen to pay close attention to the project manage-
ment aspects of systems projects. This attention may
be limited to the initiation stage of projects or may
be directed to the start of every stage of development.
The intention was to ensure that the way the project
was set up (manning levels and the skills deployed,
for example) matched the nature of the project and
gave it a good chance of fulfilling its mission.

Some organisations’ standards required project
managers to prepare periodic quality plans. These
plans identified the measures that would be taken to
produce and ensure quality, and were a principal
focus of attention for the systems quality function.

3. Process focus

We identified two types of process focus, depending
on whether the emphasis is on quality assurance or
quality control.

Most organisations that have adopted a process
focus emphasise quality control. Their approach is
a policing one, ensuring adherence to methodologies
and standards. The intention is to ensure the com-
pleteness of a system rather than to examine its
content. Freguently, the policing is undertaken in
formal reviews, typically by two-man teams who
spend two to three days examining documents.
Pre-review briefing meetings and post-review meet-
ings (about four to six weeks later) are also held.

A minority of organisations with a process focus
emphasise quality assurance. The focus here is on
trying to understand, measure and improve the devel-
opment process itself.

4. People focus

A few organisations have included responsibility for
some aspects of staff training in their quality assur-
ance or quality control functions. The emphasis
usually was on improving quality by making good any
weaknesses in skills or knowledge.

Those who were operating a broad quality pro-
gramme tended to focus on providing managers with
training both in quality concepts and in techniques
that would help them assess their own and their
staff’'s quality performance. Other organisations
provided all staff with training about quality concepts,
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usually supported by a poster campaign. Hewlett-
Packard, for example, makes a point of emphasising
to its software development personnel that they must
assume that the products of their labours will go
straight to the customer without further checking.
The company provides its staff with what it terms
*‘customer-satisfaction” training.

5. Product focus

Some organisations placed their quality emphasis on
“fitness for purpose”. We identified two types of
focus, depending mainly on the resources available.

Those with limited resources focus on examining
what is being proposed following an initial feasibility
study. The prime aim of this approach is to make sure
that the proposal makes good business sense, and
that the development risks, if any, are acceptable.

Those with greater resources pay most attention to
testing the system prior to operational implemen-
tation, to ensure it meets the specified requirements.

Interestingly, we found no organisation with a product
focus putting its formal systems quality effort into the
intermediate stages of the development process.

6. Tools and techniques focus

Some systems quality functions concentrated on try-
ing to find or develop tools and techniques that would
help to build quality systems. Included in this group
were companies using techniques such as walk-
throughs and inspections, either on a selective or
mandatory basis.

One organisation was using quality circles on an
optional basis in its management services function.
Quality circles were used as a platform for staff to
identify and consider ways in which quality could be
improved, and only matters directly concerned with
quality could be discussed. This was done to avoid
a recurring problem with quality circles where
specific quality issues are neglected as wider issues
become the focus of the work. The danger is that the
emphasis of quality circles can change to providing
staff with opportunities for involvement rather than
with opportunities to focus on quality matters.

Yet another organisation was placing particular
emphasis on developing automated tools for testing,
which is generally regarded as being one of the least
well-supported aspects of systems work.

FACTORS AFFECTING QUALITY

We asked the representatives of the organisations

involved in the research to identify the factors that
they believed affected the quality of the systems that
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were developed. The responses to our question were
very varied, but the following list indicates the types
of factors that were cited:

— Availability of well-trained development staff and
quality assurance (or quality control) staff.

—Existence of good project control procedures,
formal reporting lines and well-structured projects.

—Use of techniques such as walkthroughs and
regular project-team meetings.

— Use of good basic techniques for data analysis and
structured systems analysis.

— Use of effective change-management procedures.

— Availability of good tools for supporting testing
activities.

— Availability of programmers’ workbenches and
automated development aids.

— Availability of adequate typing and word process-
ing capacity.

STAFFING THE SYSTEMS QUALITY FUNCTION

The number of staff employed in systems quality
assurance or quality control functions was generally
quite low — typically one or two people, represent-
ing about two per cent of the total development
resources. We believe that those with a broad quality
focus, rather than a quality assurance or quality
control focus, were getting the best results, mostly
from one person working with managers (providing
them with awareness training, for example).

One organisation, however, has a systems quality
function with a staff level equivalent to about 25 per
cent of the staff in the development area.

Recruiting suitable staff for the systems guality func-
tion was generally regarded as a problem. The ideal
was someone who had development experience, was
well respected by his peers, and was diplomatic.
Typically, such staff were seconded to the systems
quality function from the development area for a
period of one or two years. Some organisations used
outside consultants and others worked on the basis
of temporary short-term (two to three weeks) assign-
ments where people were assigned to perform a
particular role in one specific quality assurance or
quality control activity.

Those organisations engaged in a broad quality
programme tended not to be as concerned about the
need for previous development experience. What
seemed to be more important was to have a good
understanding of quality concepts and principles, and
to be able to apply them.
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COSTS OF THE SYSTEMS QUALITY FUNCTION

The costs attributed to the systems quality function
varied considerably across the organisations that
participated in the research. Much of this variation
can be explained by the varying awareness of what
all the systems quality costs might be. Even so, there
was a general consensus that the cost of the func-
tion was usually about two per cent of the total infor-
mation systems budget, though we were told of cases
where it was as low as one per cent and as high as
eight per cent. The major exceptions were those
organisations where the quality focus was on accep-
tance testing, where costs were as high as 25 per
cent of the total information systems budget.

When indirect quality assurance or quality control
efforts (that is, those carried out by line personnel)
were included, estimated costs were put typically at
between 30 and 40 per cent of development costs.

MEASURING SYSTEMS QUALITY

Although some research (particularly that by Tom
Gilb, the independent specialist) has attempted 1o
define possible measures for assessing levels of
quality in systems (often referred to as quality
metrics), we did not encounter any company that was
using them. Nevertheless, the few organisations that
were undertaking broad quality improvement
programmes had devised their own practical and
simple measures. For example, IBM’s internal sys-
tems development function uses the following
measures:

—_Number of faults per thousand lines of code,
although this was soon to be replaced by number
of faults per function point.

— Number of faults per system-user per month.
— Number of user complaints (of all types).
— Number of computer service hours lost.

— Number of network hours lost.

Hewlett-Packard, on the other hand, takes a broad
view about metrics. Any measure that indicates a
poor or decreasing performance is an indicator of
some failure to produce quality. For example,
Hewlett-Packard tracks actual and anticipated
completion dates against originally planned dates on
what it calls “‘bug-charts” (see Figure 4.1).

QUALITY FACTORS

We also asked about the guality factors that were
judged to be important. The following factors were
identified:

2 e i R

© Reproduction by any method Is strictly prohibited

—The project meets its planned timescales within
budgeted costs.

—The system meets the performance requirements
for which it was designed.

—The conduct of the project and its documentation
conform to the laid-down standards.

— The resources and skills deployed on the project
are sufficient and appropriate.

—The project is properly organised.

There were other factors that most companies
believed important, but few, if any, of the companies
were able to judge these objectively. The most
frequently mentioned factors were functionality (the
degree to which the system provides the functions
that are required), maintainability, reliability (the tradi-
tional system quality factor), operability (the degree
to which the system is easy to operate and use), and
acceptability (how much users like the system and
can understand it).

Although this list of factors seems reasonable, we
found that in most cases systems quality assurance
or quality control functions did not focus on any
particular factors. Part of the problem appears to be
the lack of suitable metrics.

PROBLEMS ENCOUNTERED

Six issues were frequently mentioned when we asked
about the problems that had been encountered in
setting up a systems quality function.

Figure 41 Hewlett-Packard’s bug chart

Targeted Actual
completion Current completion
date date date
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1. Lack of management commitment

The most frequently voiced problem concerned the
lack of management commitment, in particular in
those organisations that had not introduced their
systems quality function as a part of a corporate
programme. In this situation, the systems quality
function is vulnerable to budget cutbacks, and its
existence has to be constantly justified. Quality
functions appear to be particularly at risk in infor-
mation systems departments with a strong focus on
keeping to deadlines. It is also recognised that it is
difficult to recruit the right staff in such circum-
stances. Those who are successfully addressing this
problem are paying particular attention to educating
their managers.

On the other hand, the general level of management
commitment is not a problem in those organisations
that have introduced quality programmes from the
top. Formal quality-awareness training for managers
is usually undertaken at the beginning of the
programme, and is built into standard management
training courses. Managers may also be trained to
use techniques that help them identify the costs of
correcting poor-quality work.

2. Management attitudes and understanding

Management attitudes to, and understanding of, qual-
ity issues can be an inhibiting factor, even in those
organisations whose senior management is com-
mitted to a company-wide quality programme. A few
examples of the problems illustrate some of the
concerns.

Quality programmes attempt to draw attention to
areas in which people may be failing in order to
initiate corrective action. People usually are not happy
to talk abcut these areas, particularly if the failings
influence the next performance appraisal (and related
salary increase).

Substantial effort is usually required to identify the
costs associated with quality failures. Managers may
be reluctant to expend this effort, particularly if they
are sensitive about the failures.

One organisation found it particularly difficult to
motivate its managers to think in terms of prevent-
ing quality failures. This was similar to the problem
experienced by others of getting managers to identify
and understand the costs associated with quality
failures.

3. Attitudes of development staff

The problem of getting managers to be open about
quality failures is also evident in development staff.

A few organisations encourage what is termed an
“ego-less environment”. In such environments,
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people welcome the views of their peers and others,
so as to improve the quality of the work they produce.
Problems are openly discussed so that possible
training needs and/or changes in procedures can be
identified.

4. Lack of influence

Many systems quality functions would like to have
more influence, in order to prevent development
projects from proceeding when quality failures have
been identified. This issue is of particular concern to
organisations operating a quality control process in
which reviews or inspections are undertaken. Recom-
mended corrective action is not always carried out
because, typically, deadlines are regarded as more
important.

5. Motivating systems quality staff

Many organisations find it difficult to motivate their
systems quality staff, particularly those whose main
role is to check the work of others by using check-
lists. This difficulty can be overcome to some extent
by making it clear that staff are assigned to the
systems quality function for relatively short periods.
However, such assignments are not perceived by the
staff as opportunities for personal advancement.
Indeed, staff may feel they run the risk of missing
out on opportunities that might arise in their normal
place of work.

Some organisations recognise that the lack of a
career path for systems quality staff is a problem, but
one interviewee regarded a period in systems quality
assurance or quality control as an important aspect
in general staff development or training.

6. End-user computing

Several systems quality functions expressed concern
about assuring the quality of systems developed by
end users. We found no organisation with a satis-
factory answer to this problem.

SUCCESS OF SYSTEMS QUALITY FUNCTIONS

The representatives of the companies involved in our
research had difficulty in pinpointing and quantifying
the successes associated with the existence of
formal systems quality functions. By contrast, IBM’s
internal systems development function could point
specifically to systems in which no error had arisen
following their installation. IBM also has charts that
show a downward trend in the number of faults
arising in operational systems.

Other organisations gave their overall impressions of
the success of systems quality assurance and quality
control by pointing to such things as the successful
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introduction of new methodologies and standards,
and obtaining new business as a result of having a
formal systems quality function.

All companies possessing a formal systems quality
function believe they can justify its existence in
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gualitative terms, and can identify signs of its
success. However, those organisations with formal
broad-based quality programmes seem to be achiev-
ing more success, and seem better placed to create
an environment in which that success is likely to be
sustained.
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CHAPTER 6

BUILDING QUALITY SYSTEMS: A CASE HISTORY

This case history describes the development and
early operational phases of a major system that
computerised Denmark’s primary method of financ-
ing private housing. The project is noteworthy
because the quality of the system was a key con-
sideration from the outset. The case history illustrates
how a high-quality system can be developed on time,
with zero defects and within budget.

The system is operated by VP-Centralen on behalf of
240 financial institutions (commercial and savings
banks and independent brokers). It went live in April
1983 when, within the space of a few days, the
46 million paper bonds, with a total value of $80
billion, traded on the Copenhagen Stock Exchange
were eliminated and replaced by an automated
electronic system.

During the research for this report we met the project
director, Dines Hansen, then vice president of
VP-Centralen, now deputy general manager of BRF,
one of Denmark’s biggest mortgage credit institutes,
and asked him to describe the mechanisms and
methods used for building a quality system. (His book
“Up and Running’’ describes the project in detail.)
We also met both with key members of the original
development team and with current operators and
users of the system to find out:

— How they originally perceived quality.

— How they ensured that quality would be built into
and delivered with the system.

—How they now see quality manifesting itself
through the system, more than a year after it went
into full operation.

BACKGROUND TO THE PROBLEMS

The Danish finance sector can be regarded as the
equivalent of a huge company consisting of 240
divisions (the financial institutions), governed by a
board (formed from government and finance sector
representatives). The data processing department of
the ‘company’ is VP-Centralen, but all the ‘divisions’
have their own local computing facilities. Some of the
smaller divisions have joined forces and opened local
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data centres. They all make their own decisions, using
various, and sometimes incompatible hardware, and
they jealously guard their operations and data. Their
systems communicate with each other through
networks of different kinds.

Private housing in Denmark is financed through a
bond system. Bonds are issued by the various finan-
cial institutions and are held by these institutions on
behalf of the owners and traded on the Copenhagen
Stock Exchange. The problem of bond handling
became a major issue during the early 1970s as the
number of bonds in circulation increased rapidly.
Between 1968 and 1982 the monetary value of bonds
increased from $9 billion to $80 billion. By the late
1970s some 45 million bonds were registered in
Denmark, representing in value about 1.5 times the
gross national product of the country. On an average
day about 16,000 individual sales and purchases of
bonds were recorded, equivalent to three to four
transactions per bond each year.

The totally manual system of issuing and handling
bonds was cumbersome. Registration and changes
of ownership meant that many pieces of paper had
to be circulated. In addition, the coupon sheets
showing the interest payable twice a year to the
bearer had to be cut physically. The costs of printing
and distributing the coupons had risen to $2 per bond,
equivalent to an annual handling charge of $8 million.
An estimated three per cent of all those employed
in the finance sector were engaged in bond handling.

After five years of debate between the ‘divisions’ and
the ‘board’, the decision was made in 1980 to replace
the old manual system. There was really no choice,
because the manual system was so costly and
cumbersome that it would soon have caused the
‘company’ to collapse.

At the start of the project, there were only four people
in the data processing department, and one of these
was an administrator. Needless to say, all the div-
isions had unique requirements and their existing
systems would require differing and slightly incom-
patible interfaces with the new system.

Development of the new system would therefore
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benefit by recruiting or seconding divisional staff. But
the divisions were reluctant to release their per-
sonnel. They each had their own data processing
salary structure, making it difficult to assign staff to
the central data processing department.

Ancther problem to be faced was that the changeover
from a completely manual to a completely automated
operation would require all the divisions to change
long-established working practices.

Once the decision was made to proceed with the
automated system, it had to be installed to a very tight
timescale. The system could go live only during the
Easter break. The target date was Easter 1983, which
allowed only two years and three months to develop,
test and implement the design. [f this date was
missed, the system would be delayed by a year.

To complicate the issue further, there was no way
of returning to the old system once the new one was
installed. Should the new system fail, it would
bankrupt the ‘company’.

There were also stringent financial constraints on the
project. No direct, corporate funds were available to
finance the new system. All development and oper-
ational costs were to be met from ‘divisional’ budgets.

THE REQUIREMENTS

The financial institutions of Denmark realised that
radically new procedures were needed for issuing,
trading and storing the bonds. The solution was
clearly an approach that would reduce, or preferably
eliminate, paper handling.

The system for bond handling had to satisfy the
following requirements. Approximately 240 organis-
ations would be connected to the system for bond
registration and trading. About 1.2 million investors’
accounts had to be registered and the system would
need to handle about 22,000 trading transactions a
day. The system would have to make five to six million
dividend payments annually. Interest was to be
calculated 30 days before due date on a fixed per-
centage of the nominal bond value, and transferred
automatically on the due date 10 the investor's bank
account. Dividends and the capital repayable on
maturity would need to be handled in the same way.
Bondholders needed to receive a statement annually,
and ad hoc statement enquiries also would have to
be accommodated. Cash transfers between the
various issuing and holding institutions and banks
would go through an existing electronic funds trans-
fer system. Direct electronic Stock Exchange dealing,
however, was not a requirement of the system.

The system would have to accommodate several
access methods: large investors and major bond
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dealers would need to access the system via their
own terminals, and must be able to initiate inter-
account transactions. Other users would enter the
system either through their own terminals or through
some 30 existing regional data centres, run by groups
of savings banks in different parts of the country.
Altogether, about 15,000 terminals in the various

financial networks would require access to the
system.

There were two additional and very important
requirements:

—The system had to be fair — that is, it should not
compete with the financial institutions and it should
allow free competition amongst the participating
financial companies.

—The system should not disrupt the normal dealing
between the financial institutions and their cus-
tomers (the investors and bond OWnErs).

HISTORY OF THE PROJECT

In 1975 the Ministry of Housing formed a committee
of representatives of the finance sector to develop
a comprehensive solution to the bond-dealing
problem. The committee published in 1979 “Yellow
Report No. 793", in which it analysed the legal,
technical and economic aspects of establishing a
centralised computer system to replace physical
securities. The proposal was to set up a centre for
trading electronic bonds, and to include in the
centre’s work all registration, interest and dividend
payment activities related to the handling of bonds.
In 1978, a small team (the secretariat) consisting of
four members was established to plan the project.

Between 1978 and 1980 the secretariat developed
preliminary definitions of requirements and a project
plan for the estimated 250 man-years of development
work. This strategic planning phase also included
some detailed planning of the development environ-
ment. In particular, the project organisation and the
framework for the very complex and entirely new
development approach were defined. A software
engineering approach was selected. This clearly
defined the systems life cycle and specified the
analysis, design and implementation techniques to be
used. The software configuration for supporting with
automated tools the development and future opera-
tions of the system were therefore established well
before the hardware configuration was selected.
Those involved with the project believe that this was
a key factor in its subsequent success.

In July 1980 the Danish Parliament passed the Act
that allowed the establishment of VP-Centralen, a
non-profit-making organisation for handling the exist-
ing paper securities by electronic means. VP-Cen-
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tralen is governed by the Mortgage Credit Council,
the Copenhagen Stock Exchange, the Danish Banks
Association, the Association of Danish Savings
Banks, the Insurers’ Society and the Danish Central
Bank, through a central board whose chairman is
appointed by the Minister for Trade and Industry.

A new data processing centre was built near Copen-
hagen and opened in May 1981. Its staff grew from
the original secretariat of four in 1980 to 24 by
January 1981. Among the first positions established
were those of the data administrator, the database
administrator, the four key project leaders and the
necessary clerical personnel. The total staff at the
centre was originally planned to be 107. By January
1982 there were B5 employees, and this had risen
to 100 by January 1983. By late 1984, the number
of staff had stabilised at 105.

The system development effort was scheduled for the
period March 1981 to March 1983, with live oper-
ations 10 commence in April 1883. The deadline set
for the users (the 240 different organisations) to agree
how ta modify their own systems to interface with the
centre was July 1981. VP-Centralen steadfastly
refused to consider solutions suggested by the user
community. Instead, it demanded that users state
their requirements in the form of a problem to be
solved. VP-Centralen's staff believe strongly that it is
their own responsibility to develop the best solution
for a given problem. Nevertheless, the user organis-
ations put in about 500 man-years of effort to make
their own systems compatible with VP-Centralen's
system.

In September 1981 a prototype of the complete
VPCentralen system was presented to the users,
showing all the major system functions and ensuring
that all user requirements were identified. Two more
prototypes were presented in December 1981 and
in March 1982. At the same time, selected users
began testing VP-Centralen’s terminal system. The
final version of the user manual was produced in July
1982 on the basis of these tests, well before the full
system was completed. The manual described all
legal, clerical and technical aspects of the system
from the users’ perspective.

From July 1982 onwards VP-Centralen conducted an
intensive public information campaign using news-
papers, television advertising and specially printed
booklets to inform investors and the public at large
of the project, its aims, schedules, plans, and the
likely etfect of the development on securities, trading
and investment.

The operational environment was ready in Septem-
ber 1982, and interface and selective application
testing began in October 1982. Overall system test-
ing, involving 29 data centres and 500 terminals,
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started in November 1982 and was completed in six
weeks. (This timescale was possible because the
technical system at VP-Centralen was already oper-
ational and had been tested for six months prior to
external system testing.)

The decision to ‘go live’ was taken by the board after
it evaluated the results of three different kinds of
systems tests that were performed during November
and December 1982. Surprisingly few (and only
minor) errors were detected during the take-on phase
and no major disaster halted the build-up of the
system.

The system was ‘inspected’ closely from the start of
the systems test and a rigorous problem-recording
systemn was instituted. During the mandatory tests up
to January 1983, 681 problems were recorded, and
50 of these remained unsolved, although none of
them was critical to the operation of the system.
These were resolved during January 1983. VP-Cen-
tralen specified strict acceptance criteria for
individual data centres’ systems before they were
allowed to connect up for full operations.

The gradual take-on of the workload began at the end
of January 1983 with the conversion to the system
of two small mortgage credit institutes. These two
institutes handle about 60,000 accounts and about
5 per cent of the bonds in circulation.

In April 1983 the Copenhagen Stock Exchange
suspended operations for a few days so that the
remnants of the old manual system could be cleared
away before switching over to the completely auto-
matic new system. During this period there were
several sudden changes in the Danish political and
economic environment. In addition, the Danish
Central Bank announced that foreign investors would
be allowed to purchase government bonds. As a
result, there was a substantial increase in activity on
the Stock Exchange during the first day on which the
new system was used for trading bonds. The system
had to handle up to three times the maximum load
that it was designed for. (A similar situation caused
the Stockholm Stock Exchange to shut down for ten
days in May 1983.)

During the first six weeks of live operations it was
realised that a major business policy had originally
been incorrectly stated. The system had been built
to match this faulty policy statement causing, in the
event, major congestion at a certain part of the
system. This had a cumulative effect, which halted
the system completely. VP-Centralen’s mandate did
not allow it to change the system of its own accord.
The financial institutions and brokers had to reverse
their earlier decision before technical modification of
the system was possible. The decision of the finance
sector to change the policy was taken quickly and
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was unanimous — partly because of the clear explan-
ation provided by VP-Centralen for the cause of the
problem. The system changes (which by any standard
would be classified as major) were implemented in
three days.

At the end of 1984, the users were delighted with the
system. The annual cost of running the centre was
about $10 million, which compared very favourably
with the costs of the old manual system. Staffing
levels, operational efficiency, running costs and the
level of maintenance were all exactly as planned in
1980. An extension of the system for handling shares
and other securities was being considered, and a
contract has been signed to export the system to
Norway.

THE QUALITY APPROACH ADOPTED

From the beginning of the project, the planning team
realised that the quality of the services provided
would depend on the organisation and management
control within the centre. The team also realised that
VP-Centralen's overall performance depended on
keeping software costs down. This meant that
people's productivity had to be increased and the
need for maintenance had to be decreased. Thus, the
overall objectives were to maximise development
productivity and minimise the maintenance workload.
The quality of the system was therefore related to the
level of maintenance required after development: high
quality meant no maintenance, and this emphasised
the need for zero-defect development.

As a consequence, the approach to quality adopted
by VP-Centralen had the following characteristics:

—The planning team carefully analysed the most
common defects in systems and identified the
ways in which system development projects
usually go wrong.

—The organisation of VP-Centralen was designed to
support the development and operation of the
system.

— The system development and operations processes
were deliberately designed to help the creation of
a quality system and the provision of a quality
service.

The main reason for the length of the initial planning
phase was to ensure that developers and operators
would have the optimal arrangement, the most
appropriate tools and the best management support
for carrying out their work. The centre’s management
saw that its prime responsibility was to create and
maintain such an environment. Management believed
that, without this environment, there was little chance
of success.
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Six guiding principles were laid down to ensure that
a quality system was built, and to prevent quality
deteriorating in the future. They were to:

— Resist the temptation of “‘re-inventing the wheel".

— Resist the temptation of using short cuts in the sys-
tem and quick fixes in the maintenance process.

— Eliminate repetitive manual processes that were
likely to introduce human error.

—_Simplify the processes within the system, and opt
for simple and reasoned development, mainten-
ance and operations methods.

— Resist the temptation of allowing people to special-
ise and allowing specialist skills to be segregated.

—Choose a reasoned organisational structure that
harmonised all the interactive elements of work:
people, automated tools and methods.

VP-Centralen recognised that there are four key
potential causes of low systems quality:

— Large and complex system projects.

—Complex system functions, and complex data
handling and access procedures.

— A multitude of highly specialised technical develop-
ment skills segregated into separate units.

— Systems as implemented deviating from the speci-
fied user requirements.

VP-Centralen's approach to combating these poten-
tial problems was therefore to simplify the project,
reduce the system’s complexity, decrease the
amount of specialisation and insist on user require-
ments being satisfied. The ways in which each of
these aims was achieved are explained below.

Simplifying the project

Many system development problems occur with large
and complex projects, and VP-Centralen's system, by
its very nature, promised to be large and complex.
Despite this, the planning team deliberately set out
to make the development project as simple as
possible by breaking it down into smaller, simpler,
controllable units. VP-Centralen also needed to design
and institute a mechanism by which these simpler
parts could be coordinated and controlled. The
organisational challenges posed by adopting such an
approach were met by paying great attention to
planning.

Reducing the system’s complexity

 VP<Centralen believed that a modular systems design

is a prerequisite for maintainability. Furthermore,
systems complexity can be reduced by understand-
ing the structure of the interactions between the parts
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(or modules). The modules themselves have iwo
important quality parameters:

—Coupling, or the level of dependence of one mod-
ule on other modules. This parameter should be
as low as possible in order to provide a high level
of independence. In data processing terms this
means that only the minimum amount of data
should pass between modules.

—Cohesion, or the internal strength of the module.
This parameter should be as high as possible to
provide a specific purpose for the module. In data
processing terms this means that the module
should perform a single, well-defined function.

Designing modules which possess these characteris-
tics reduces the potential impact of any sysiem
changes, because any change will be limited either
to a single module or to a well-defined subset of the
modules. The change process therefore becomes
predictable and can be defined. Changes can be
implemented without generating unforeseen side
effects.

At VP-Centralen, the design method was chosen to
aid modular design. In addition, every part of the
developing system was evaluated for modularity,
coupling and cohesion, as these were recognised as
being the key design characteristics associated with
good quality.

The team also realised that the use of maintainability
as the prime measure of quality meant that the data
handling and data access procedures had to be as
simple as possible. Using traditional methods, many
system errors can be introduced because:

— The data handling and data access instructions are
miscoded.

— The data relationships, codes, sequences, etc. are
misunderstood.

The first problem can be solved by using a database
management system that allows the required data to
be accessed by a single command. This feature has
the added benefit that, compared with conventional
file handling techniques, it reduces the number of
lines of code typically by between 50 and 60 per cent.

The key to solving the second problem is to use a
data dictionary. In addition to providing a central
definitive description of data structures and inter-
relationships, a data dictionary is also the key to
controlling the analysis activities. The data dictionary
may be used to record the definitive descriptions of
processes and dataflows, together with their com-

ponents and inter-relationships. VP-Centralen decided.

to use its data dictionary for this wider purpose.

The design method chosen and the need to simplify
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data handling not only dictated the choice of
methodology and tools, but also had important
implications for productivity, maintainability and
organisational structure. As a consequence, the data
management function became a central position in
VP-Centralen’s organisational structure.

Decreasing the level of specialisation

Using individuals with specialised skills in a project
means that additional management time has to be
expended on coordinating people, skills and activities.
As a result, individual assignments often are not
supervised properly. Yet many of the highly special-
ised areas in data processing result from using a
development approach that sets out to provide
bespoke solutions to a single, static problem which
is not expected to change.

To avoid these problems, VP-Centralen adopted a
different approach, encouraging overlapping skills
and making little distinction between analysts,
designers, programmers and other specialists.
Development work was organised in small multi-
disciplinary teams. For future enhancements and
maintenance, the developers were organised into four
large teams, each of which included all data process-
ing development disciplines. Short-term specific skill
requirements were satisfied by the temporary use of
external consultants.

Ensuring users’ requirements are met

The most common system development problems are
caused by deviating from the users’ requirements.
Often, the assumption is that only the users know
what they need, so the work focuses on the users’
perception of a data processing solution, rather than
on providing an accurate description of the work
process that, potentially, needs to be computerised.
In other professions (such as architecture), however,
models are used to provide specific reference points
between the professional and the client. This concept
can be applied to systems development projects in
two obvious ways:

—First, by building models of the processes and
information flows that the user has or needs.

—Second, by implementing these models precisely
in the technical environment.

The importance of building models was taken very
seriously at VP-Centralen. The analysis phase was
devoted solely to building models of the system at
different levels of detail. Development teams, users
and management were all involved in checking and
re-checking the accuracy of the models.

The methods and tools chosen supported the build-
ing and documentation of the models, and ensured
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that they were then implemented in an orderly step-
by-step way which permitted no deviation.

THE ORGANISATIONAL APPROACH ADOPTED

The planning team adopted a highly analytical
approach to organising VP-Centralen so that it would
produce the highest-guality work. The internal organ-
isation of VP-Centralen was set up to match the
demand for control in the context of the four key
areas detailed above. The emphasis on data manage-
ment and multi-disciplinary teams meant that the
three key organisational positions, reporting direct to
the director of system development, were:

—The data administrator.
—The database administrator.

—The development project leaders.

Development staff were assigned as required to the
various development projects, but reported on
general matters to the director of operations (see
Figures 5.1 and 5.2). Interaction with the various user
organisations was coordinated by the director of user
liaison and was organised through various commit-
tees (see Figure 5.3).

A separate maintenance section was not established.
The original estimates for staff were based on the
belief that it was possible to reverse the normal 20:80
per cent relationship between the development and
maintenance workload. The argument was that a well-
planned, well-structured, well-developed system,

Figure 5.1 VP-Centralen’s organisation chart

supported by extensive automatic aids, would not
require traditional maintenance activities. The plan-
ners believed it was possible to create a zero-defect
development environment. New system requirements
and adjustments to the system brought about by
external changes need genuine development effort,

Figure 5.2 VP-Centralen’s matrix organisation

Project
resources

DA = Data administrator
DBA = Database administrator

Figure 5.3 Organisation for interactions between the
users and VP-Centralen
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and these tasks should be handled by those who have
an intimate knowledge of the system, not by a separ-
ate maintenance section.

For similar reasons, a separate quality assurance
section or position was not set up. The planners
believed that quality was built into the system by the
deliberate efforts of the developers, and not by an
external inspectorate. Instead of spending funds on
quality assurance personnel, special methods and
tools were acquired and training was provided to help
the developers. An unusual feature of the training was
that all levels of management were the first to be
trained in the technigues that were to be employed.
The rationale was that, without a common under-
standing of how the project should be carried out,
management would not be in control. Understanding
of new approaches and techniques is best acquired
by intensive training, and not by committee dis-
cussions.

DEVELOPMENT AND MAINTENANCE
CONCEPTS

Three interesting concepts were used to speed up
development and to ease the burden of future main-
tenance. They were:

—The unusual development sequence.

—The parallel method’df development using version
control.

—The level and form of documentation kept for the
system.
Sequence of development

The developers believed that the firstdine and most
important user is the system operator. As soon as
the major system architecture was completed, their
first priority was to establish a satisfactory ‘system’
for the operator — the operational environment.

This approach led to three benefits:

—The operational procedures were tested more
often than any other parts of the system.

—The operational environment acted as a test-
harness for the applications systems as they were
being developed.

—The operational environment could be used as a
prototype of the future system.
Parallel development

The applications systems were developed in an
iterative manner. The main line of thought here was
to get away from the linear concept of the lifecycle.

This was achieved by using two conventional con-

36

cepts in new ways. First, the developers believed that
analysis and design are techniques to be used
throughout the whole of the life-cycle model, and not
just in the analysis and design phases of the develop-
ment process. Second, they did not insist on com-
pleting all the analysis before starting the design
phase, and they did not require all of the design to
be completed before starting the implementation
phase. The analysis and design were carried out in
a top-down manner to a level where implementation
of some part of the system was possible. The devel-
opers then proceeded with further analysis, design
and implementation at lower levels. In this way,
several versions of the system appeared, each
complete at the higher levels but lacking some details
at lower levels. The development plan was specified
in terms of these versions.

Two benefits were gained from this approach:

— Parallel development became possible, reducing

considerably the overall elapsed development
time.

—System and user acceptance testing on various
parts of the system was carried out much earlier
than it would normally have been.

System documentiation

Documentation for the chosen structured method-
ology is simple, concise and can be automated,
provided the right tools are available. VP-Centralen
took full advantage of this by using their document-
ation tools to the full extent. The developers also
believed that:

—_The structured design phase should be concerned
with merely re-packaging the results of the struc-
tured analysis phase (the specification) and there-
fore should not introduce any new ideas.

— Programs should be coded exactly as they were
designed.

As a conseqguence, it is not necessary to document
detailed design considerations, and it is not necessary
to include comments in programs. Any such docu-
ments and comments are redundant because they
duplicate information available elsewhere. VP-Cen-
tralen therefore decided that:

— Design documents would not be retained after the
testing of a module or subsystem had been com-
pleted.

— Programs would not be allowed to include com-
ments and explanatory notes.

- Two immediate benefits resulted from this approach:

—The amount of documentation kept was reduced
considerably.
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— Because no other documents were available, any
modifications to the system hiad to go through the
analysis, design and coding phases.

In summary, the approach to development and main-
tenance used well-known concepts and technigues,
but they were used in a new way. It is worth noting
that on the only occasion when someone bypassed
the strict procedures laid down for modifications, a
solitary bug was introduced into one of the programs.
The result was that ondine operations had to be
suspended for ten hours.

THE DEVELOPMENT METHODS AND TOOLS
USED

During the strategic preparations for VP-Centralen,
the original team members debated the possibility of
using structured development methods. Their main
concerns were in two areas:

—Very few of the development team (who had yet
to be recruited) were likely to be familiar with these
methods.

— Without tools to support the method, the method
chosen would not be efficient enough to meet the
challenge posed by developing a high-quality sys-
tem in the required time.

From the start, the team decided to select interactive
tools that would support the chosen development
method. Furthermore, the team believed that the
management of the centre must be responsible for
selecting the method and tools, and so it set about
evaluating the products available on the market.
Some specialists were used in this process, such as
a consultant who evaluated available database sys-
tems, but the assignment was performed within a
framework of firm objectives set by the management
team.

The strategic planning team chose the Yourdon
method, and adopted the life-cycle model suggested
by Yourdon as the standard for the system. Every
member of the centre's staff has subsequently been
trained in the method. Yourdon consultanis were
asked to provide the initial training and then to return
regularly to inspect VP-Centralen’'s progress.

The choice of this methodology led to four major
benefits:

—The high-level analysis and design performed
during the survey stage enabled the developers to
prototype the system. This allowed them to try out
various hardware and software environments
before making their final choice.

—The dataflow diagrams, minispecs and structure
charts, which are an integral part of the method-
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ology, were all held in electronic form, thereby

eliminating manual, paper documentation of the
system.

—The elapsed time for development was greatly
reduced by subdividing the system into small,
controllable units. This was made possible by
top-down functional decomposition and by using

the life-cycle model recursively on smaller parts
of the system.

—The small, well-documented, mainly unifunctional,

highly cohesive, loosely coupled modules of the
system were easy to modify.

In addition, the early analysis of data flows and data
stores resulted in a completely normalised data
structure, which helped greatly in the selection of the
eventual database management system.

The analysis-of-requirements stage took ten months
and provided the criteria for selecting the software
and hardware tools required for the development and
operations stages. The problem that faced the devel-
opers was the need to assemble a compatible toolkit

right at the start. For the development stage this
meant:

— A highly automated library for all system documen-
tation.

—An on-line program development environment,
including a text editing facility.

In addition, the future operational environment was
envisaged as being totally automated, and required
integration with the rest of the tools. This needed:

—An efficient database management system.

— An automated operational control and operations
management system.

The eventual system needed a complex communi-
cations subsystem to interconnect with a variety of
machines and communications networks. These
were:

—CICS and IMS, using the Intersystem Communica-
tion Feature.

—CICS standards (with standard terminal control).
— 3270 protocols.

—_JES || standards for the rest of the eventual users.

All of these tools had to be supported by appropriate
hardware to allow the terminal network to operate
with SNA-type standards for communicating with the
240 user organisations. Readers with experience of
implementing SNA-based communications systems
will appreciate that the VP-Centralen plans were very
ambitious.
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The final choice for the database management sys-
tem was between Intel’s System 2000 and Software
AG's Adabas. IBM’s IMS was also considered, but
was estimated to require between three and four
times as much coding as the other systems. System
2000 was chosen together with iDIS, the System 2000
database information system that allows microcom-
puters to manipulate small sections of the database
away from the mainframe. PL/1 was chosen as the
development language because it was judged to be
the best conventional language for a structured
approach.

PL/1 was complemented by IBM's TSO/SPF for pro-
gram development, ADR's Librarian for document
filing and IBM’s DCF for text editing. For controlling
the automatic operational environment, Universal
Computing’s UCC-7/11 was chosen. MSP’s Data-
manager was used to provide the data dictionary
facility and to integrate the tools.

Hardware was chosen by carrying out full-scale
simulations of the critical operations of the future
system, using the full set of the chosen software kit.
Co-operation between Intel technicians and IBM's
Munich laboratory made it possible to run the first
prototype of the system on one of the first 4300
processors shipped by |BM.

Two hardware proposals were considered — from
IBM and from National Advanced Systems (NAS).
Initially, three machines were installed (two 4341s and
an NAS 6050), and these were used for system devel-
opment work and system implementation. Because
of the sudden and unforeseen increase in the num-
ber of transactions, the configuration was later
upgraded to an IBM 3083E and a plug-compatible
NAS 8040. The communications processor selected
was an |BM 4341. In addition, some Intel hardware
was installed, including a 3805 solid-state ‘disc’ that
speeds up the processing of on-line transactions.

All of the hardware has been installed in the base-
ment of VP-Centralen’s computer centre. Operations
are controlled remotely through terminals installed in
the control room, and the flow of transaction traffic
is monitored by the various managers through their
own terminals. Each desk at the centre has a work-
station terminal that supports operations, analysis,
design, programming and administrative activities.
The people at VP-Centralen have, in effect, implemen-
ted the paperless office in their own environment.

THE QUALITY ASSURANCE METHOD USED
The key method for assuring quality becams the
review, and the walkthrough technique was used to

ensure that a zero-defect system was implemented.
All development activities were continually reviewed
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and monitored for quality. Work was reviewed at five
different levels, as described below.

Development project reviews

The purpose of reviews at this level was to detect
faults. During the analysis phase this meant check-
ing the accuracy of the system models. At the design
stage, the key characteristics of modularity were
scrutinised and the design was checked to ensure
no deviation from the original model. During the
implementation stage, reviews concentrated on
ensuring that details had been accurately transcribed
and that testing and documentation were complete.
in addition, no code was accepted for operations
unless someone other than the author could read and
understand it.

Data administration reviews

Through the data dictionary, the data administrator
maintained an independent consistency check on all
parts of the system. He attended project walk-
throughs to maintain continuous liaison with the
developers and to control the overall logical use of
data.

Database administration reviews
The physical data stores were regularly reviewed for
consistency with the specifications for using the data.

Project management reviews

Development projects were subjected to periodic
reviews where the actual results were compared with
the various plans.

Management reviews

The directors of system development and user liaison
regularly reviewed the implementation of user
requirements to check that the stated business
policies were being implemented through the system.
(An early discrepancy between the system and the
user manual was discovered by a review at this level.)

Introducing the walkthrough technique

There were two prerequisites for introducing walk-
throughs and reviews:

— The sole purpose of work-review meetings was to
concentrate on the quality of what was produced,
and not on the personality of the producer.

— Management needed to understand the approach
fully. VP-Centralen believed that staff could not be
expected to use the walkthrough technique if the
managers did not understand the underlying
psychological factors. The best way for manage-
ment to acquire such understanding was by
practical experience. Walkthroughs were therefore
first used by the management team.

It took VP-Centralen'’s staff nine months to accept the
walkthrough technique. The most common problems
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encountered during the initial period of using walk-
throughs were:

—No involvement by the participants because they
did not feel responsible for someone else’'s work.

— No formal evaluation of the guality of the material
reviewed and no follow-up actions specified.

—Too much material presented for review at a single
walkthrough.

— Lack of discipline during the walkthrough meetings.

Others who have been involved in the introduction
of walkthroughs confirm that these are the most
common early reactions to an ego-less development
environment and walkthrough technigues.

SYSTEM SECURITY AND AUDIT

Denmark does not have a tradition of auditing data
processing systems, but the financial sector needed
to satisfy itself that the system and VP-Centralen’s
processes were sound. As well as conforming to strin-
gent financial and security requirements, the system
had to be right the first time. Danish law and the
country's financial practices had to be changed for
the new operations, and there was no possibility of
returning to the old system after converting the paper
bonds to an electronic medium.

Despite these stringent requirements, VP-Centralen
did not set up a separate security function. The argu-
ment was that, by establishing such a function, the
responsibility for developing a secure and high-quality
system would be removed from the developers.
Management believed that such a move would take
away the incentive to carry out the right kind of
development work. The test of time has proved that
management made the right decision.

The strict financial control requirements were built
into the system by specifying them as a separate set
of requirements. In addition to building in these
control requirements, the developers took account
of the need to make the system available for inspec-
tions and audits of the centre’s operations. Although
the specific rules for auditing an on-ine, interactive
transaction-processing system had, in the main, to
be invented as the project progressed, the facilities
were planned for from the beginning. For example,
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iDIS the small relational database information system
which co-exists with System 2000, was acquired for
use by the auditors. With iDIS, auditors can load a
selected subset of the system files onto a microcom-
puter for interrogation and manipulation. In addition
to making extracted data easily available, separate

functions for audit and control were also built into the
system.

Audit and control requirements were developed by
a special group formed jointly from the auditors of
the user institutions. Both the developers and the
auditors recall their work together as trouble-free and
highly enjoyable. The system team developed a high
regard for the auditors, because they were the only
committee that stated problems and expected the
system team to come up with solutions. The auditors
believe that they are provided with far more from
VP-Centralen’s system than they are from the various
systems in their own companies.

SUMMARY

This case history documents the successful develop-
ment and implementation of a system in a highly
demanding and challenging situation. We believe that
the main reason for this success was the belief that
high quality is an integral responsibility of manage-
ment, and that VP-Centralen’s management team
took this responsibility very seriously. The manage-
ment team deliberately built and maintained a high-
productivity, high-performance work environment,
based on the zero-defect principle.

In addition, their intimate knowledge of the develop-
ment process helped them to select excellent tools
and methods for supporting and controlling the work
of the centre. As planners, they opted for simplicity,
both for project and organisational design. The out-
come has been to minimise the effort required at the
centre: development has taken a minimum amount
of time and the relatively simple organisation employs
a minimum number of people. The organisational
complexity is low because authorities and respon-
sibilities are placed at the lowest possible level and
are not divorced from actually carrying out the work.

Through its decisions and actions, the management
team made quality a way of life at VP-Centralen. And
this, we believe, is the key to its success.



CHAPTER 6

THE KEYS TO BUILDING BETTER-QUALITY SYSTEMS

The principal finding from our research is that the
quality of systems is important, but insufficient
attention is given to quality issues, mainly because
systems quality is difficult to measure. A formal
quality assurance department is not necessary for the
production of quality systems, but top-level support,
a good overall knowledge of the development process
and good project management and development
tools are essential. We also found that quality and
development productivity are closely linked through
the use of system development tools. As a con-
sequence, it is not, or should not be, difficult to start
producing better-quality systems. In this final chapter
of the report we highlight the implications of our
findings for Foundation members.

RECOGNISE THAT QUALITY IS IMPORTANT

Foundation members, software and hardware
suppliers, government agencies and official bodies
all told us that they were deeply concerned about the
quality of their systems. Evidence of this concern
emerged also in the results of a recent survey of top
information systems professionals in 54 companies
in a variety of United States industries. The survey
was conducted jointly by the Society for Information
Management and the MIS Research Center, School
of Management, University of Minnesota. Improved
system quality was ranked as the fourth most impor-
tant issue, ahead of other issues such as data
management, telecommunications, decision support,
office automation, graphics and artificial intelligence.
(According to the survey, the three most important
issues were improved information systems planning;
end-user computing; and integrating data processing,
office automation and telecommunications.)

In other industries there is also great concern about
the quality of goods and services. Quality manage-
ment, quality circles, and zero-defect development
and manufacturing represent ideas and practices
that have been developed as aids to competitiveness,
including differentiation through quality rather than
price. We have found that companies in the IT supply
industry are adopting these approaches and prac-
tices, and that commercial information systems
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departments are also adopting them as a result of
company-wide quality programmes.

ACCEPT THAT QUALITY IS DIFFICULT TO
MEASURE

The difficulty of measuring quality is not unique to the
systems area. Other industries face the same
problem. But, if there is no metric, it is hard to
encourage quality production because it will be hard
to reward the achievement of gquality. This difficulty
manifests itself in the systems area in a particular
way. Systems personnel usually are employed
because of their technical competence, and they are
promoted because of technical and fiscal successes.
The latter means that personal advancement is linked
strongly with meeting deadlines and staying within
budgets, and both of these are reasonably easy to
measure. There is no equivalent reward or recogni-
tion for achieving quality in the process of system
development.

Industry in general also recognises the importance
of deadlines and budgets. But in strong competitive
situations, where all other factors are nearly equal,
the quality of goods and services becomes the issue
that determines success or failure. The simple meas-
ure of customer satisfaction acts as the final proof
of quality. Equally, the real measure of systems
quality lies in the user being satisfied with the sys-
tem. Of course it is not easy to monitor user satis-
faction systematically, nor is it possible to evaluate
it, like a budget. The key to satisfying user expect-
ations is to pay greater attention to the users’ case
by concentrating more on analysis and implement-
ation, by not deviating from specifications for tech-
nical convenience, and so forth. Such an approach
assumes technical and fiscal competence as a mini-
mum prerequisite.

A recent survey conducted by two Canadian univer-
sities set out to identify the criteria that determine
a quality system. The survey found that recognising
the success factors from the users’ perspective, and
subsequently evaluating the tangible benefits of the
system based on these factors, were the most
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important criteria. The results of another survey of
32 business applications were presented at the 1984
conference of the Administrative Science Association
of Canada. These indicated that projects where the
analysis phase took longer required less time for
implementation, and resulted in greater user satis-
faction. Moreover, they met the specified budgets and
deadlines.

We draw two very different but important conclusions
from these findings. First, the difficulty of measuring
and rewarding quality achievements means that
attention to quality can be seriously established only
if the expectation and encouragement come from the
top of the organisation. The information systems
director whose only concern is meeting deadlines and
staying within budgets is as unlikely to achieve high
quality and lasting success as the company execu-
tive whose main focus is on profit and balance-sheet
figures.

Second, a desire for a quality focus in the systems
area implies there are preferred strategies for sys-
tem development. In turn, this implies that, to be
successful, the strategies have to be managed and
controlled.

REALISE THAT TOOLS ARE THE LINK
BETWEEN QUALITY AND PRODUCTIVITY

For several years, the strategy adopted in systems
departments has been largely determined by the
rising cost of systems. Hence the productivity of
system development staff has became an important
issue. But the word “‘productivity” is misleading. It
is not sufficient solely to carry out the same activi-
ties faster than before, or to motivate better the sys-
tems development staff. The problems are more likely
to be caused by unresolved complexity in the project
and in the system design.

Large projects, and systems designed with com-
plexity rather than simplicity in mind, inevitably cause
problems. A system that was wrongly conceived is
likely to contain errors and will need higher levels of
maintenance, and so its quality is unlikely to be high.
Moreover, the re-work required to correct the faults
reduces the productivity of development staff.

Reducing the complexity of systems will therefore
increase both the productivity of development staft
and the quality of systems, because parts of the work
will not need to be repeated several times. The key
to increasing both productivity and quality is straight-
forward — it is to get the system right first time. There

is a simple set of procedures that will help to achieve -

this aim:

—Create small, manageable organisational units for
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development activities and provide these units with
clear responsibilities for producing quality.

— Use a simple but well-defined and well-understood
development method.

—Select a set of interactive development tools,
preferring those that reduce or eliminate internal
documentation.

— Ensure that the developers themselves carry out
regular reviews of the work.

Selecting an appropriate method and the tools to
support it should create an environment that
encourages development staff to spend more time
on the intellectual activities of analysis and design
and less time on the repetitive activities of coding,
documenting, searching for references, and so forth.
In some circumstances it will be possible to eliminate
altogether some of the latter stages.

We believe that producing high-quality output from
systems work requires less innovation than most
people believe. Moreover, the development process
can actually be speeded up. Most organisations now
use a well-defined procedure for developing their
systems. They have also realised that small develop-
ment teams are better than large ones. It is relatively
easy to introduce regular walkthroughs and reviews
in small groups — it is only the large, bureaucratic,
hierarchical organisations that resist the introduction
of such frank and open practices.

The tools selected to support the chosen method are
a key element of producing high-quality systems. The
really useful tools are those that help with the routine
tasks of system development. These tools do not
apply only to individual phases of development.
Instead, they help to reduce the burden caused by
the large number of system parts that need to be
recorded and interlinked. They also help to produce
the text and diagrams that any large project gener-
ates, These tasks are common to all phases of the
development process, irrespective of the lifecycle
model adopted.

The case history in Chapter 5 showed how the
sensible packaging and specific use of conventional
tools can help to produce quality systems. We
conclude that the tools required to build quality
systems already exist. What is lacking in many
organisations is the will and the intent to use these
tools to the best purpose.

We believe, therefore, that the prerequisites for
producing quality systems are already present in most
organisations, and that they are more-or-less the
same as the tools for increasing development pro-
ductivity. We must emphasise, however, that this
approach to building quality systems applies only to
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new systems. Existing systems will continue to
experience the problems inherited from their original
development approach, and will continue to do so
until they are redeveloped.

ESTABLISH A QUALITY ASSURANCE
FUNCTION

Our research showed that establishing a formal
guality control department does not necessarily
ensure the production of high-quality systems. Con-
versely, we found that high-quality systems can be
produced where there is no formal quality control
section. The keys to success are the attention given
to the development process and its control, and the
existence of an environment in which quality pro-
duction is possible.

These aims can be achieved by:

— Giving responsibility for producing quality to those
who produce systems, and providing them with
appropriate incentives.

—Building a balanced and helpful working environ-
ment by providing the relevant tools for the job (and
the training to use them), encouraging open
reviews of system problems through regular walk-
throughs, and ensuring that development staff
have a thorough understanding of the system
development process.

Such an environment can best be created and main-
tained by establishing a quality assurance function
(as opposed to a quality control department). The
precise form of the quality assurance function will
depend on the type of organisation and its systems.
Financially oriented organisations such as banks and
insurance companies will probably need to establish
a separate department whose role is to inspect and
police the quality aspects of systems development.

Other organisations will choose to entrust the quality
function to one person whose role will be to ensure
that the quality culture of the organisation is re-
inforced and promoted within the information systems
department. This approach requires that every line
manager in the information systems department has
very clearly defined quality objectives.

Those organisations that are just beginning to focus
on systems quality issues may first need to set up
a separate department whose role is to establish stan-
dards and procedures for development and quality
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assurance. Once the necessary discipline has been
introduced, and training provided, the emphasis may

well evolve to quality issues being primarily the
concern of line managers.

Whatever form it takes, the quality assurance func-
tion has three roles:

—To establish a focus for quality issues by develop-
ing quality objectives.

—To provide the prerequisites for quality work: stan-
dards; codes of practice; selection of relevant tools
and methods; provision of training, checklists for
walkthroughs, statistics on usual errors and guide-
lines on how to avoid them.

—To assist in the production of quality by helping
those in line positions to adopt practices that con-
form to the quality objectives; by giving practical
help to developers in understanding the develop-
ment process and in using standards, codes of
practice and tools; and by taking part in reviewing
the work produced.

The actual work of any quality assurance function is
likely to focus more on one or another of these roles
at different times, and organisations will need to
decide for themselves the approach that best suits
their current stage of development.

CONCLUSION

The main message of this report is deceptively
simple. Achieving quality in the systems area is not
difficult. The necessary tools already exist — but to
make effective use of them requires a change of
attitude concerning the way in which systems are
developed. Given that change in attitude, there is no
reason why better (that is, quality) systems cannot
be produced.

A prerequisite for success, however, is that the
organisation as a whole must be committed to the
pursuit of quality in everything it does. That commit-
ment must originate from the top of the organisation,
and it must be an integral part of the corporate
culture.

Nevertheless, the lessons learnt from this report can
be applied only to new developments. The poor
quality inherited from past systems will remain until
they are eventually scrapped, and then replaced
using the methods and tools we have outlined.
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APPENDIX 1

DEFINITIONS OF SOFTWARE DESIGN CRITERIA

Traceability: The attribute that provides a thread from
the requirements to the implementation with respect
to the specific development and operational
environment.

Completeness: The attribute that provides full im-
plementation of the functions required.

Consistency: The attribute that provides uniform
design and implementation.

Accuracy: The attribute that provides the required
precision in procedures, calculations and outputs.

Error tolerance: The atiribute that provides continuity
of operation under non-nominal conditions.

Simplicity: The attribute that provides implementation
of functions in the most understandable manner.
(Usually avoidance of practices that increase com-
plexity — i.e. multi-functionality, complex interfaces,
etc.)

<) Reproduction by any method is strclly prohibited

Modularity: The attribute that provides a structure of
highly independent modules.

Self-descriptiveness: The attribute that provides

explanation of the implementation or operation of a
function.

Operability: The attribute that determines the ease
of operations.

Training: The attribute that provides transition from
current operation or initial familiarisation.

Communicativeness: The attribute that provides
useful inputs and outputs that can be assimilated.

Communications commonality: The attribute that
helps the use of standard protocols and interface
routines.

Data commonality: The attribute that aids the use of
standard data representations.

Conciseness: The attribute that provides for clarity
with a minimum amount of information.
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APPENDIX 2

DEF STAN 00-16: GUIDE TO THE ACHIEVEMENT OF QUALITY IN SOFTWARE

Because the United Kingdom Ministry of Defence is
a large user of bought-in software, it published a
standard in February 1984 that relates exclusively to
systems development (Def Stan 00-16 — Guide to
the Achievement of Quality in Software). This guide
brought together the work that had been done on
quality by the Ministry and several other national
groups (including the British Standards Institute), to
show how quality can be obtained during systems
development.

Specifically, it provides guidance on the methods and
procedures necessary to establish confidence in the
quality of software for computer systems used in
operational defence applications. Defence applic-
ations of this type have a very great need for com-
plete accuracy — a requirement that does not
necessarily apply to other application development
projects. Nevertheless, the basic principles of the
quide are of general application, although great
emphasis is placed on the ‘contract’ between the
purchaser and the developer of the project. This
emphasis implies a level of requirements specific-
ation and planning not usually undertaken in the
majority of in-house system developments.

QUALITY CONCEPTS ADOPTED

The guide follows closely the common approach used
for other quality-related national standards. The
concepts of quality and quality assurance have a
common definition in the United Kingdom national
standards. Quality is defined as the “totality of
features and characteristics of a product or service
that bear on its ability to satisfy a need’’. Thus, the
all-embracing idea of “‘fitness for purpose” is being
used, rather than other concepts such as “degree
of excellence”’, where products are ranked on a
relative basis, or ‘‘quality level”, which measures
product quality quantitatively. The implication is that
the needs of all phases of a project (development,
design and implementation) must be met. Also, the
initial specification should be sufficient to ensure that
the end-product will be “fit’.

“Quality assurance' is defined as “all activities and
functions concerned with the attainment of quality”’.
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Thus, the scope of quality assurance is extensive,
affecting all aspects of the life cycle of systems
development projects (including the post-implement-
ation phase), and also incorporating the determination
and assessment of quality.

The standards also universally subscribe to the
“way-of-life’’ concept of quality assurance (described
in Chapter 2 of this report). In essence, this means
that if “‘quality assurance’ is used as the title of a
department, this department’s authority and activi-
ties should not supplant or reduce the responsibilities
of other departments to contribute to quality, and
that quality is an inherent part of the whole process.

The various standards also suggest a common
approach to the task of guality-assuring systems. This
approach involves four aspects.

Specifying a standard. At the start of a project, a
detailed specification of requirements should be
generated and agreed by all participants, particularly
the end user. This can then be used as a ‘standard’.

Planning the project. Detailed plans showing how the
project will be managed and how quality will be
assured should be developed.

Developing codes of practice. The codes of practice
describe generally the activities and functions that
need to be performed in the development process
and how they should be performed.

Specifying quality assurance procedures. These
procedures control and monitor the way in which
activities are performed.

These four aspects interact to form an iterative
process (depicted in Figure A.1), which ensures both
the development of quality systems and the estab-
lishment and maintenance of quality standards.
During the planning process, the requirements
specification will be used to help determine which
activities and functions from the code of practice
should be used. Any issues or problems raised while
developing systems can be fed back into the codes
of practice to ensure the continuing attainment of
quality. ;

The Butler Cox Foundation
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We now discuss Def Stan 00-16 in terms of the four
aspects of the common approach.

SPECIFYING REQUIREMENTS

Because the Ministry of Defence typically purchases
software from external suppliers, it perceives the
attainment of quality though requirements specific-
ation differently from most commercial organisations.
It recommends the following procedure.

—The user (or customer) prepares a detailed state-
ment of requirements that specifies, for example,
the function of the system, the performance
required, any environmental or design constraints,
etc.

—The supplier responds point-by-point to this state-
ment of requirements, detailing both how it would
meet the requirements and how it would plan and
manage the project and assure project quality.

—If the supplier’s response is accepted, a mutually
agreed ‘procurement specification’ is produced
specifying how the software will be supplied and
what the criteria for acceptance will be.

Obviously, this procedure offers considerable value
to a company buying in development effort, but it
would also be useful, in a modified form, when
developing in-house systems. It emphasises the
agreement between developer and user on what
exactly is to be achieved, by when and how.

PLANNING

Two types of plans are recommended by the Ministry
of Defence:

Figure A1 British standards — the quality assurance
approach

Determines | Project |  Influences Code ot
Specification Feeds back
e Eeveloped necessary
requirements of changes
Y
Initiates _ | Individual < |= Quamy
| proiect | control/ control .
monitoring/
feedback

¥ L bl
TheButler Cox Foundation
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—A L:‘.oftware life-cycle management plan which
defines the total system and identifies major
events (or milestones) in the project’s life.

—A software quality plan which specifies quality
targets or milestones, such as design reviews or
audits.

The two plans sholuld be separate and independent,
but both should be developed with the co-operation
of users, project management staff and quality
management staff. The concept of a quality plan
is particularly useful to commercial organisations.

CODES OF PRACTICE AND QUALITY
ASSURANCE PROCEDURES

Codes of practice and quality assurance procedures.
should be used in the software development process.

Both relate to every stage of software development,

from the initiation of a project to the installation of

a system and its use by the end user.

Codes of practice

Codes of practice are the documented standards that
explain what procedures, methods, methodologies,
etc. have to be applied at every stage in the develop-
ment of a system. There are five aspects of codes
of practice implicit in Def Stan 00-16:

—The codes of practice are a documented set of
‘best practices’ that are expected to be achieved
in each project.

—Their development should be undertaken separately
from project development, with input from exter-
nal sources as well as from the best in-house
practice.

— They establish the basic ‘rules and regulations’ for
system development, but they should be used
flexibly in different projects. The same emphasis
is not necessary for a short project as would be
required for very large projects.

—Feedback from their use in projects should be
incorporated into the codes of practice so that any
difficulties in using them are removed, and any
insights achieved are built in.

—Codes of practice should evolve continuously as
improved methods and methodologies are incor-
porated.

The clearest example of a code of practice is the one
suggested by the Ministry of Defence for the
programming activity. It suggests that a program-
mers’ manual should be produced in which pro-
gramming techniques and methods are defined and
documented. The manual should describe both
approved and prohibited programming practices,
explaining the reasons behind these decisions. A
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section on programming languages should include,
or refer to, a full definition of both the language and
the compiler and their use. Other sections should
include information about programming conventions,
debugging aids, etc.

Quality assurance procedures

Quality assurance procedures are required at various
stages of a project, depending on its size and impor-
tance. The procedures consist of a mix of direct
action and involvement, and the auditing of project
activities. Auditing should be based on the codes of
practice. Again, the clearest example of quality
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assurance procedures lies in the programming area,
where the Ministry of Defence recommends that:

—The quality assurance function should ensure

programming techniques and methods are clearly
defined.

—During the project, checks should be made to
ensure programming standards are being com-
plied with.

—An acceptable level of standardisation should be
achieved across a project.

Often these quality assurance procedures are
referred to as “'quality control".

=
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