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Abstract

Many organisations are concerned aboutthe quality
of their information systems but are unsure how to
set about building better-quality systems. This report
reviewsthetraditionalindustrial approachesto quality
assurance and assessestheir suitability ina systems
context. It also describes specific systems quality
assurance techniques.
The report concludes that achieving systems quality
is notdifficult. The necessary tools already exist, but
a change ofattitude concerning the way in which systems are developed is required to make effective use
of them.

Research Method

The research for this report was carried out during
the second half of 1984 and was led by Elisabeth
Somogyi, a principal consultant with Butler Cox
specialising in all aspects of information systems

management.

In addition to an extensiveliterature search (which
included reviewing the application of formal quality
control and assurance techniques in an industrial
context), the research team also held group discussions with Foundation members and conducted more
than 60 in-depth interviews. The enquiries had three

purposes:

To understand the general principles of quality in
an industrial context.

To meet with representatives of professional,
government and standards bodies active in the
quality assurancefield.

To meetwith IT suppliers and user organisations
andto identify the different approaches to systems
quality being adopted.
The research set out to identify an outstanding
example of a high-quality system to present as a case

history in the report. Theinstallation was visited and

both developers and users wereinterviewed, so that
the quality approach adopted could be analysedin
depth.
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Users and suppliers of information systems are
seriously concerned about the quality of their systems, but are making few attempts to tackle the
problem from first principles. Over the next few years
the quality of systems will become as important a
competitive factor as it already is in other areas of
businesslife. To achieve quality, both in the development of systems and in their performance for the
user, senior managers must be committed to the
pursuit of quality and must be preparedto invest the
time and effort required to build an environmentin
which quality becomes a wayoflife .
No discussion of quality can ignore the overriding
emphasis on quality that is the keynote of Japanese
industrial success in so many consumer and capital
goods markets. Most of the product quality techniques pioneered by Japanese companies have been
adopted by their competitors in other countries, and
some of these techniques are applicable to information systems building.
But software development also needsits own special
techniquesof quality assurance and control. Certainly
it is no longer good enough to judge the success of
a system simply on the answers to the traditional
three questions: doesit work, wasit delivered on time
and wasit delivered within budget? For information
systems, as for other products and services, the
simple measure of customer satisfaction acts as the
final proof of quality.
The keys to building better-quality systems are to:
Recognise that quality is important.

Accept that quality is difficult to measure.

Realise that tools are the link between quality and
productivity.

Establish clear responsibilities for quality

assurance.

In discussing these points (Chapter 6), the difficulty
of measuring quality is linked to the difficulty of
rewarding those who achieve quality in system
development. Henceattention to quality must begin
at the top of the organisation, and strategies for
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system development must concentrate on satisfying
user expectations.
Quality (and productivity) problems usually arise with
large and complex systems. Thus systems should be
designed for simplicity, making best use of a welldefined development method andeffective development tools that focus on analysis and design.
Establishing a quality assurance function does not
necessarily mean setting up a separate quality control department. Responsibility for producing quality
should lie with those who produce systems, within a
balanced, helpful working environment.
The principles of achieving systems quality are
detailed in the first three chapters of the report. A
knowledge of conventional industrial approaches to
quality helps to put the subject in context, with fitness
for purpose as an apt general definition.
Manyfactors contribute to the quality of computerised systems: they include correctness, reliability,
efficiency, integrity, usability, maintainability,
testability, flexibility, portability, reusability and interoperability. In any given system, somefactors will be
more important than others, and trade-offs between
quality factors may be necessary during development. Systems quality can also be defined in terms
of the ease with which the system can be changed,
since some modification will be inevitable.
From the human standpoint, simplicity is the most
important prerequisite for good design. This implies
modularity. Yourdon s structured method for analysis

and design is the best-known successful, systematic

application of relevant concepts for developing highly
modular, structured and flexible systems.
In industry in general, four main approaches to
achieving quality have evolved: quality management,
quality circles, zero-defect production and quality as
a wayoflife (a concept whichoriginatedin the United
States with Edward Deming but which is now regarded as a Japanese characteristic). Quality objectives
usually cannot be divorced from the overall management objectives of an organisation, and industrial
experience has shown that the execution of most

REPORT SYNOPSIS
quality assurance functions should remain the direct
responsibility of the line managers concerned.

Quality in information systems involves three
separate characteristics: goals (of the organisation
and of system users), methods(policies, procedures,
standards and guidelines), and performance. The role
of quality assurance in today s systems environment
is much wider than is customary in industry generally, and includes evaluating each of the three characteristics. The mechanism for ensuring quality has
many parts, and everyonein the information systems
department needsto be awareofall the elements that
contribute to systems quality.

Three techniques are specific to quality assurance
in information systems: walkthroughs, inspections
and testing. Walkthroughs are organised reviewsof
a system conductedby the system originator's peers
with the aim of detecting errors. For success, this
technique demands an ego-less environment . The
inspection method was developed in the 1970s by
Michael Faganof IBM asa form oftechnical review
that validates the quality and accuracyof a product,
and detects the errors. By applying this method at
points prior to system completion it is possible to
obtain early warning of problems and to correct errors
relatively inexpensively.

The inspection method doesnotitself provide solutions to the problems. Butsignificant improvements
in productivity and decreases in error rates in both
system programs and application programs have
been reported. This method is most widely applied
in the programming area, but can be useful also in
other phases of development. It requiresa relatively
high investmentprior to its introduction(in particular
for compiling checklists and error statistics), and is
more widely used in the United States than in Europe.
An important role of the systems quality assurance
function is to ensure that an adequatetesting strategy
has been adopted. The report (Chapter 3) reviews the
various testing techniques that are available.

Chapter 4 of the report discusses the practical experiences of some 30 companies, less than half of
which had established a formal systems quality function. Companies definitions of systems quality varied

considerably. In general, quality control was seen
as a policing activity, checking correctness of work
and conformance with standards and highlighting
deviations. Quality assurance was regarded as being
broader in scope, including methodologies and skills.

Six main types of problem had been encountered by

the companies in their attempts to set up a systems
quality function:
Lack of management commitment.

Management attitudes and understanding.

Attitudes of developmentstaff.

Lack ofinfluence of the systems quality function.

Motivating systems quality staff.

Difficulty of assuring quality of systems developed
by end users.

Companieshaddifficulty in quantifying the success
of their formal systems quality functions. But it
appeared that those organisations with formal broadbased quality programmeswere the most successful.
A Danish organisation, VP-Centralen, was extremely
successful in developing a major high-quality system
on time, with zero defects and within budget. This
Project is describedin detail in the report as a case
history (Chapter 5). The task was a highly demanding one
to computerise Denmark s primary
method of financing private housing, a system of
bonds which are issued by the financial institutions
and traded on the Copenhagen Stock Exchange.

The successofthis project, we believe, stems from
the realisation that high quality is an integral
responsibility of management, and the fact that
VP-Centralen took this responsibility very seriously.
The managementteam deliberately built and maintained a high-productivity, high-performance work
environment, based on the zero-defectprinciple. Their
intimate knowledge of the development process
helped them to select excellent tools and methods
to support and control the work. As planners, they
optedfor simplicity in both project and organisational
design. They demonstrated that quality can indeed
be made a wayoflife.
Overall, the main message to emerge from this report
is that the necessary tools to achieve systemsquality
already exist
but to makeeffective use of them
requires a changein attitude concerning the wayin
which systems are developed. Another prerequisite
for successis that the commitmentto the pursuit of
quality must permeate from the top to become an
integral part of the corporate culture. Because these
lessons can applyonly to new systems, the need for
managements to start thinking along theselines is
urgent. The longer the delay, the longer existing
poor-quality systems will survive.

The Butler Cox Foundation
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CHAPTER 1
THE MEANING OF SYSTEMS QUALITY

This report is concerned with all aspects ofthe quality
of systems
both with the quality of the final system, and with quality assurance and quality control
during the developmentprocess.
Mostorganisations rely heavily on their information
systems, and so the quality of these systems will
affect the successful and efficient running
and
often the control
of the business. It might therefore be expected that the pursuit of quality would be
a major preoccupation of information systems departments. Undoubtedly, most such departmentsstrive
to deliver the best systems they can within the constraints of time and budget. But the systematic and
rigorous pursuit of quality is not usually evident.
At present, the success
judged on three things: _

of a system tends to be

Whether it works .

Whether it was delivered on time.

Whether it was delivered within budget (ignoring
the fact that most of the real cost will not be
incurred until after the system has been
implemented).

Quality control is usually equated with rigorous testing, though whether a system does what it was
specified to do is only one aspectof quality. Quality
assurance, on the other hand, is often not even understood, let alone practised.
This lack of understanding is partly a legacy of the
early days of data processing, when systemsoften
weredelivered late and did not work properly. It also
stemsin part from inadequate attention being given
to quality because the effects of poor quality are not
always immediately apparent. It is also a consequence of managers not appreciating just what can
be doneroutinely to improve the quality of systems.
To clarify the issues associated with systems quality
wefirst look outside the information systems area to
identify the lessons that can be drawn from other
areas
areas that have been concerned with
delivering quality products for a generation or more.
In some disciplines the concept of quality is well
|
The
Butler Gax Fou
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understood andclearly defined. We begin, therefore,
by examining the conceptof quality, drawing on the
experiencesof other industries and disciplines. Later
in this chapter we relate the generally accepted definitions of quality to the specific field of information
systems.

THE MEANING OF QUALITY
To achieve quality in its goods and services an
organisation needs to be awareof:
The need to makequality an important and generally recognised goal of the enterprise.
The mechanismsby which quality is produced.

The measuresby which quality can be assessed
and evaluated.

In an industrial context the word quality refers to
the evaluation of a product (or service). To define
quality, it is therefore necessary to think in terms of
the use to which the productis put, and fitness for
purpose is a commonly used definition.
Formal industrial standards for quality describe the
quality of a product or service as
the totality of
features and characteristics that bear on its ability
to satisfy a given need . These standards also
describe the respective determinants and measures
of the quality of products and of services (see Figures
1.1 and 1.2 overleaf).
The formal definitions imply that quality is so importantthat it might need to be assured , controlled or
improved . For these reasons, it is first necessary
to be able to evaluate quality. The definitions also
require the features that determine the fitness for
purpose
of a product to be identified. These will

include economic factors as well as characteristics

suchasspecification and design, maintainability and
availability.

Quality assurance and quality control

Users and suppliers of a product have different
perceptions aboutits quality. The user is normally

CHAPTER 1
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Some of the determinants and measuresof the quality of a product
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interested only in the quality of what he receives,
whereasthe producer or supplier is interested also
in the reasons for poor quality and the waysto correct
the shortcomings. The supplier needs to consider the
elements that interact to produce quality:
The raw materials.

The specification and objectives of the product.

Those who produce the goods.

Theprocess by which the product is made.
The supplier's need for regular high quality translates
into two different types of action:
The need to consider all elements and the
complete process from inception to delivery.
This approach usually is referred to as quality

assurance.

The need to consider the manufacturing process
that producesthe final article. Here, the supplier
uses statistical sampling to measure the occur-

renceof faults, inserts checkpoints in the process
to detect faults earlier, and inspects the product
randomly. This approach usually is called quality

control.

Quality assurance can therefore be defined as the
activities and functions that are concerned with
attaining quality. It is not concerned only with the provision of proof of quality, as implied by the word
assurance . Thus quality assurance includes the
determination to achieve quality, the mechanismsfor
producing it and the meansof assessingit.
Quality control is the aspect of quality assurance that
is concerned with the practical means of ensuring
product or service quality as set out in the specification. It is concerned with the operational techniques and activities that ensure the product is
produced to the quality specified in the requirements.
The techniques may be applied either to the system of control or to the product or service being

controlled.

The Butler Cox Foundation
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Figure 1.2

THE MEANING OF SYSTEMS QUALITY

Some of the determinants and measures of the quality of a service
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Specification and design

Figures 1.1 and 1.2 indicate that specifications are
an important determinant of quality. Quality can be
prescribed and measured onlyif:

Thespecification includes all characteristics of the
productthat are deemed to be important.
These characteristics can be measured.

The words specification and design as used in
an industrial quality context are more general than
in data processing. Specification, in the general
sense, is the document that describesin detail the
requirements with which the productor service has
to comply. Specification is of paramount importance
in the achievement of quality: in many cases poor
products or services are the result of inadequate,
ambiguous or imprecise specifications.

The design process is concerned with defining
productsthatfulfil the needs expressedin the specification. Defining quality in termsof fitness for purpose
implies two important aspects of the design stage.
First there is the intrinsic quality built into the design
( the quality of design ) and, second, there is the
extent to which this quality is achieved at the production stage ( the quality of conformance ). Thus
the designer must specify the factors that contribute

©Reproduction by any method is strictly prohibited

to the quality of the product. The production function
then hasthe job of building the product according to
the design specification. If the design was right, any
deviation from it at the production stage can only
lower the quality.

Maintainability

Manyitems are designed to receive attention during
their life, either to compensatefor the effects of wear,
or to replace consumable supplies. The ease with
which such work canbe carriedout is called maintainability , and the operational function of the work
is called maintenance . Maintainability is therefore
the ability of an item, under stated conditionsofuse,
to be retained in, or restored to, a state in whichit
can perform its required functions. To carry out maintenanceeffectively, maintenance requirements and
characteristics need to be specified.

Availability

The ability of an item to perform its required function
is a combination ofits reliability and maintainability.
The combination of these two elements is called
availability . The use of this term in this sense is
different from its use in connection with human or
physical resources. In quality terms, the availability
of an item does not necessarily imply thatit is performing, but thatit is in a fit state to perform.

CHAPTER1
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THE MEASUREMENT OF
QUALITY

Quality is a subjective charac
teristic, but

a prerequisite to controlling and Pro
ving it is the ability to
measureit. Measurement
of quality is important, not
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by which quality is perceived. Industries with a long

history of quality control have developed their own

unique measures. Even so,individual companies tend

to have their own interpretations of the measures.
And even in those industries that possess quality
measures associated with physical characteristics,
judgement seemsto be an important part of proving

quality.

Experience showsthat there are, in addition to a unit

of measurement, four other prerequisites for measuring quality successfully. These are:
The definition of quality for the particular product.

The knowledgeof when the product is ready to be
inspected for the desired quality.

Thedescription of the process by which the product is being built.
The process by which quality is measured.

lf any one of these prerequisites is missing, true
measurement of quality is not possible.

QUALITY OF COMPUTERISED SYSTEMS
Computerised systems comprise hardware and software, but are designed to provide a service to the
user. When a system is being developed, it may be
regarded as a product . Thus, its quality might be
perceived in terms of conformance and reliability.
Indeed, the software engineering approach encourages this view. However, in the handsof the user,
the software and hardware, together with the wayit
is operated, create a service . So a system that may
be viewed as a product by the data processing
departmentwill be viewed as a service by the user
department.
To complicate matters further, the organisation's
customers will perceive the computer system as a
facility which affects the service provided by the
user department. The problem facing system
developers is that they need to consider all the
features of the system that will satisfy three qualityrelated perspectives:
The engineering-type product

Theuser-type service view.

view.

The customer-type facility view.

All of these features need to be includedin theoriginal
objectives and requirements for the system.
Sometimesit is difficult to define the requirements
for commercial systems precisely and completely. In
turn, this makesit difficult to build systems to meet
the requirements. As a result, the quality of commer-

The Butler Cox Foundation
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THE MEANING OF SYSTEMS QUALITY

cial systems is normally specified in terms of their
efficiency
how well they support the company s
operations, for example, and how easyit is to adapt
them to changing circumstances
rather than in
terms ofreliability.
Thus, the definition of quality for commercial systems
can be defined as the fit of the system into its
workiiig environment, and can be measured byits
efficiency in changing circumstances. Provided the
requirements state very clearly the need for change,
adherence to low-level functional requirements might
be the necessary, but not always sufficient, measure
for high quality in commercial systems.

Quality factors and system characteristics

The factors most often quoted as relevant for the
quality of computerised systemsare:

Correctness, which is the extent to which a system satisfies its specifications andfulfills the users
objectives.

Reliability, which is the extent to which a system
can be expectedto perform its intended function
with required precision.
Efficiency, or the amount of computing resources
required to perform a function.

Integrity, which is determined by the extent to
which access to the system or data by
unauthorised persons can be controlled.
Usability, or the effort required to learn, operate,
prepare input for, and interpret output from the

system.

Maintainability, which is measuredin termsof the
effort required to locate and fix an errorin the operational system.

Testability, or the effort required to test a system
to ensure that it performs its intended function.

Flexibility, which is the effort required to modify
an operational system.

Portability, which is measured by the effort
required to transfer a system from one hardware
configuration and/or software system environment
to another.
Reusability, or the extent to which a system can
be usedin other business environments or applications. This factor is related to the functionality,
packaging and scopeofthe functions from which
the system is built.

Interoperability, which is the effort required to
couple one system with another.
There are no universal measuresfor these factors
because the relative importance of each one is
subservient to the overall characteristics of the sys-

CHAPTER 1
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Figure 1.4

Relationships between software design
criteria and system quality factors
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Designing a high-quality system requires an understanding of the problems of complexity andstructure.
Real understanding andrealutility occur when the
numberof things to interrelate is relatively low. From
the humanstandpoint, simplicity is the most important prerequisite for good design.
There are three interrelated means of reducing the
complexity of systems. First, the system should be
partitioned into identifiable and understandable parts,
where each part is defined by an inherent purpose,
objective or function.

Third, the independence of the parts should be
maximised by minimising their interdependence.

Modularity

Training

design stage, not on the functional specification
stage.

Second, the parts should be interconnected by a
structure that provides order for command and
control of the partitioned parts. (Note that such a
structure implies a hierarchy, not a network.)

e

Self-descriptiveness

and to adapt to changing requirements. A system
designedto satisfy a fixed, static specification might
initially be acceptable but, inevitably, it will need to
be modified in some way or other. Systems quality
can therefore also be defined in terms of how easy
it is to change a system.

e

(Source: W Perry, Effective Methods of EDP Quality Assurance)

e
e

Thefirst two are aids to comprehension, andthethird
is the key to flexibility. A system comprising simple,
well-defined parts that interconnect loosely with each
other is relatively simple to change. Changes are
effected by decoupling from the structure parts that
will remain the same, adjusting the structure and
placing new, simple parts intoit.
Two consequencesarise from treating the parts and

tem in question. Figure 1.3 shows typical system

characteristics that might require one or another of

the factors to be emphasised when assessing the
quality of the system. Quality factors for systemsalso

have strong links with software design criteria, as

shownbyFigure 1.4. (The definitions of these criteria

can be found in Appendix 1.)

The importance of designing modular systems

In addition to conforming to functional objectives, a
high-quality system will also be easy both to change

the structure separately:

A bug or error in the system cannot easily corrupt
the whole system becauseits effects will be
localised.

Maintenance and enhancement are two
separate activities. Maintenance is concerned with
repairing faults in existing modules. Enhancement
is concerned with making changesto the structure and replacing or discarding or rearranging
modules. Clearly, these enhancementactivities
cannot be carried out withoutfirst reanalysing the

The Butler Cox Foundation
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CHAPTER 1
whole structure. In other words, system modifications must be precededby analysis and design.
The quality measures associated with good systems
design can therefore be defined in termsof the three
characteristics of systems simplicity:
Partitioning.

Control structure.

Module independence.

Glen Myers and Ed Yourdon have developed such
measures for computerised systems (details can be
found in their books, which are listed in the bibliography at the end of the report). The structured
method developed by Yourdon for analysis and
design is the best-known successful, systematic
application of these concepts for developing highly
modular, structured and flexible systems. The case
history reported in Chapter 5 is based on the Yourdon
methodology.

The impact of not specifying system quality
factors

During the development stages of a system there are
many opportunities to influence the quality of thefinal
system. However, the impact of not specifying or
measuring software quality factors during the development process shows up muchlaterin the systems
life-cycle, as Figure 1.5 illustrates. The effect is
usually low quality which manifests itself through
increased maintenancecosts.
Figure 1.5

THE MEANING OF SYSTEMS QUALITY

During the development stage it may be necessary
to trade off quality factors against each other. For
example, high integrity often can be achieved only
by reducing the efficiency of the system. Sometypical
quality-factor trade-offs are shown in Figure 1.6
(overleaf).
These trade-offs are possible because, in general,
quality factors are not independent. Figure 1.7 illustrates some of the relationships between quality
factors for systems.
In order to measure the quality of a system it is
necessary first to define the attributes that are critical to the system, and then to set the objectives for
achieving these during the development stage. Most
commercial system installations can develop ratings

and base-line measures for the most commonly
occurring factors that, in general terms, influence the
quality of their own systems.

Beyond these general factors the most important
quality factors (the functional objectives of systems),
can be described only in specific terms. This also
means that their measurement depends on the
precise definition of the objectives set for the system.
Tom Gilb s work on Design by Objectives is concerned with turning these objectives into measurable
quality characteristics and ensuring that an orderly
process of transformation is used to build these
characteristics into each relevant part of the system
during the development stage. Tom Gilb s method has
previously been described in the transcript of the
Foundation Conference held in Venice in May 1980.

The impact of not specifying or measuring software quality factors

e
e

@

eo

Reusability

@
e
e
e
eo.
8
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@ = wherequality factors should be measured

X = where impact of poor quality is realised

(Source: W E Perry, Effective Methods of EDP Quality Assurance)
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Figure 1.6
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Typical quality factor trade-offs

Figure 1.7

Some relationships between systems quality
factors

Factors

Correctness

Reliability

Efficiency
Integrity

Usability

Maintainability

Testability
Flexibility

Portability

Reusability

Interoperability

lf a high degree of quality is present in one factor, the chart illustrates the degree of quality expected for the other.

High
Oo
@ = low
Blank = Norelationship or application dependent

(Source: W E Perry, Effective Methods of EDP Quality Assurance)

(Source: W Perry,Effective Methods of EDP Quality Assurance)
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Wenowturn to the practical aspects of achieving systemsquality. We begin by examiningthe lessonsthat
can be learnt from the experiences of other industries that have a long history of quality assurance and
quality control, and then we focus on the specific
issues for information systems.

APPROACHES TO INDUSTRIAL QUALITY
ASSURANCE
Formal quality control hasits origins in mass production methods. Assuming there is a market for them,
the goods can besold, provided they are not defective
thatis, they have no (or only a few) recognisable faults. In this situation, quality equates reasonably well with earnings: every faulty product that
cannot be sold represents a loss of revenue. This
meansthat the elusive characteristic of quality has
a financial value attachedtoit. Quality in this environment is measurable.
Quality in the above sense is important becauseit
is a key selling characteristic which helps to convert
the product into cash. This implies that the cost of
quality can also be calculated. Typically, this cost is
the amount of money that needs to be invested to
ensure either zero defects or that only a tolerable
number of defective items end up as scrap.
Interpreting quality in this way led to the original
approach to quality control used in industry, which
developed almost into a separate discipline. There are
two key characteristics of traditional quality control:

Quality is measured in terms of physical characteristics that can be inspected.

Quality is ensured by inspecting the article after
it has been produced.
The effects of this approach can be summarised as

follows:

Control of quality is retrospective, where the emergenceofa fault is the signal to initiate corrective
action. But, as the damage has already occurred,
the action is directed to ensuring that it does not
continue to occur.

The Butler Cox Foundation
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Theincentive to produce true quality is reduced
because the emphasis is on not producing immediately recognisable defects. This can give rise to
various malpractices. Hence the needfor a policing , suppressive type of quality control.

Most industrial economies (where suppressive
methodsof control had been the norm) concentrated
for many years mainly on statistical sampling
methods for inspecting the final product. Furthermore, they invested aslittle in the process as was
possible. Morerecently, industry has recognised the
inadequacy of this approach to quality control and
has devised four main approaches to achieving
quality: quality management, quality circles, zerodefect production and quality as a wayoflife . These
approaches are explained below.

Quality management

The need to manage quality came about asa result
of the recognition that those companies and countries doing bestare the onesoffering the best value
for money
thatis, providing competitive quality at
a competitive price. Often price is negotiable but
quality is not, and the reputation for competitive
quality is recognised more and more as a company s
greatest asset. It has also been recognised that dramatic improvements in quality need not increase
costs unduly.
The management ofquality is the sum ofthe following elements:
Knowing the customers

needs.

Designing to meet those needs.

Constructing faultless products.

Purchasing reliable components and sub-assemblies.

Meeting certified performance and safety requirements.

Producing clear instruction manuals.

Ensuring that the products are suitably packaged.

Ensuring that the products are delivered on time.

Providing an efficient back-up service.
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Taking accountof feedback from field experiences.
These elements add up to fitness for purpose and
value for money. The aim is to create
ownership
satisfaction , which brings customers back to buy a
company s products and services again and again.
The four golden rules of managing quality can be
summarised as follows:

Goods must be designed to meet customers
needs and to make manufacture and maintenance

easy.

Goods must be made exactly and consistently to
the specified design.

Product marketing must ensure that advertising is
accurate, that deliveries are on time, that servicing is efficient and that effective market research
is carried out and fed back into continual design
improvements.

Above all, there must be a total and organised
commitment to quality. This can spring only from
the very top
from the chairman, managing
director or chief executive. In fact, quality should
be a wayoflife throughout the organisation.

Quality circles

Quality circles are problem-solving forums for those
whoare involved in the day-to-day operation of the
business. They are based not on cash reward but on
satisfaction and recognition of achievement. A quality
circle is a group of people who meetvoluntarily and
regularly to identify and solve their own work-related

problems
and then implementtheir solutions with
management approval.

In practice, small groups of employees, usually from
the same workplace and under the same supervisor,
volunteer to meet for problem-spotting and problemsolving sessions. The participants examine problems

States and Europe began to showpractical interest
in the technique. So far, however, quality circles seem
to work best in Japan, wheretheyare a natural extension of corporate and trade union structures, and of
employee and managementattitudes.
Experience has shownthatquality circles do not work
when the idea is imposed from above, although
management's attitude is very important for their
successful operation. Beyond improving quality and
reducing costs, quality circles also improve communications between workers and management.

Zero-defect production

The concept of zero-defect production was formulated by Philip Crosby, one of the major advocates
of quality in manufacturing. Crosby is chief executive
of PCA Inc., a Florida-based quality management consultancy. Prior to founding PCA he wascorporate vice
president for the ITT corporation wherefor 14 years
he was responsible worldwide for quality assurance.
His belief is that quality is the all-important catalyst
that makes the difference between success and
failure. In fact, he maintains that quality is free
it
is un-quality that costs money. The main task of
the production processis to make quality certain
in other words to do things right the first time.
Crosby s-principles are simple:

(Quality is the absenceof faults and defects (qual-

ity in conformance to standards and specifications).
Figure 2.1

Brainstorm
en problems

that occur in their work area and that affect their own

jobs. The groupitself applies the solutionsif they have
the authority to do so. Otherwise, managementis
presented with the recommendations, and the decision to implement the recommendationsthen rests
with management.
Quality circles concentrate on tasks and problems,
and their mode of operation is depictedin Figure 2.1.

Quality circles recognise the need bothto increase

the importanceof the role of the foremanand to draw
upon the knowledge and expertise available on the
shopfloor.
Quality circles werefirst introduced in Japan in the
1960s. The literal translation of the Japanese term
for quality circlesis the gathering of the wisdom of
the people . In the mid-1970s, industry in the United
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Mode of operation of quality circles
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Select
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by circle
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Quality is built in by the people who do the work.
Therefore quality is ultimately the responsibility of
those who managethe operations.

Quality problems are non-conformance problems
and these have to be prevented. But prevention
is a difficult idea to put over and manage successfully.

Interestingly, Crosby implies that management's lack
of understanding contributes to a large extent to a
lack of quality. He advocates a quality organisation.
He sees an organisation's approach to quality
managementevolving through five stages, as depicted by the quality management maturity grid shown
in Figure 2.2.

Quality as a wayoflife

Many Western economieshavelost markets to Japan
in recent years. The spectacular success of Japan
in the seemingly impenetrable European and North
American markets was the result of the consistent
high quality and reliability of Japanese products. The
remarkable achievementof Japan in producing high
quality for an acceptable price is due largely to a
philosophyof quality controlthat is different in many
respects from Western industrial practices. Whatis
Figure 22
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less well knownis that the quality concept used by
the Japaneseoriginated in the United States with
Edward Deming.
The heart of Deming s approach to the production
of quality is the belief that quality is manufactured.
In other words, quality is built into a product through
a process. But defects are also built into a product
as the result of a faulty process. Massinspection to
spot faulty products is expensive, and scrapping the
defective articles also costs money. This approach
to achieving quality does not improvethe process or
the system that is the root cause of the defect.
Deming argued that, instead, industry should spend
money on ensuring that the system and the process
are right so that items are manufactured correctly
in the first place. To improve quality, the production
process needsto be subjectedto statistical control,
and this implies that the process or system needs to
be regular. Thus, disturbances and haphazardinterference with the process needto be eliminated.
Demingbelieves that quality failures are not always
caused by defective production processes; often,
they are caused by an inadequate system. The
responsibilities for poor quality thereforelie firmly with

Crosby s quality management maturity grid

Measurement
Category

Management

understanding and
attitude

Stage 1:
Uncertainty

Stage 2:
Awakening

No comprehension of

Recognising that quality

While going through

management tool. Tend
to blame quality
department for quality

value but not willing to
Provide money or time
to make it all happen.

program learn more
about quality
management; becoming

Quality is hidden in
manufacturing or

Astrongerquality leader Quality department
is appointed but main
reports to top

probably not part of

the product. Still part of

Problems are fought as__|

Tears are set up to

resolution; inadequate

Long-range solutions

quality as a

Quality organisation
status

management may be of

problems .

engineering

they occur; no

Cost of quality as %
of sales
~

Quality

improvement

Reported: unknown
Actual: 20%

No organised activities.
Nounderstanding of

actions.

suchactivities.

Summation of
company quality
posture

We don't know why we
have problems with
quality."

(Source: Philip Crosby, Quality is Free)
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Reported: 3%
Actual 18%

|

supportive and helpful.
management,all

attack major problems.

definition; lots of yelling

quality improvement

emphasis is still on

departments.Inspection appraisal and moving
organisation. Emphasis
on appraisal and sorting.

Problem handling

Stage 3:
Enlightenment

Trying obvious

motivational short-

range efforts.

'Is it absolutely necessary to always
have problems with
quality?

appraisal is

incorporated and

company.

Corrective action

communication

established. Problems

are faced openly and.

resolved in an orderly

way.

2

_ Reported: 8%
Actual:12%

Implementationofthe.

i

14-step program with.

thorough understanding

establishment of .

eachstep,.

Through management
commitment and quality
improvement we are
| identifying andresolving

ourproblems.

ct
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management. He makesthepointthatit is little use
exhorting workers to improve quality because most

things that contribute to quality

having the right

tools, adequate training, good materials, workable
production processes, a reasonable working
atmosphere
are largely outside their control.

Figure 2.3

Deming s fourteen action points for producing
quality

Deming asserts that quality should be a wayoflife
for the whole organisation. He has summarised his
philosophy in 14 action points for managers (see
Figure 2.3).

ORGANISATIONAL ASPECTS OF QUALITY
The successof any undertaking directed atfulfilling
a specified need depends on the collective and

individual successof its several activities and functions. Thus, all activities and all functions in any
undertaking, and all personnel engaged in them,
contribute to quality and are inherently involved in
quality assurance. The attainment of high quality
starts with recognising this fact throughinitiatives that
come from the top of the organisation. Conversely,
low quality is often associated with management's

non-recognition of this fact, or management's abdi-

cation of its responsibility for quality.

Quality objectives usually cannot be divorced from
the overall management objectives of an organisation. There are some well-documented casehistoties of long-established organisations going out of
business,primarily becauseoffailures in quality
not in the production or manufacturing area, but due
to a combination of shortcomings in planning, design
and development(optimistic forecasting and tendering based oninsufficient development engineering
and proving of a design, for example).

Placing quality assurance in the organisational
structure
Mostorganisations are structured in one or more of
the following ways:
Groupings of personnel according to occupational
level (normal line management).

Groupings of personnel according to subject of
specialisation.
Groupings of personnel according to project (each
new product).

Groupingsof personnel according to the phaseof
each project.
These existing groupingsarelikely to be a governing

factor in deciding whether to establish a specialised

quality department. Where a department has been

established, its title can cause difficulties. For
example, where the term

12

quality control depart-

(Source: W E Deming, Quality Productivity and Competitive Position)

ment has been adopted, an undue emphasis on the
word control can lead to interdepartmentaldifficulties if other departments suspect there is a move
to usurp their functions.It is therefore rarely sufficient
merely to change the nameof an established inspection departmentto quality control (or somesimilar
title) and then assumethat the quality objectives of

an organisationwill be attained.

Manyrecentinvestigations in industry suggest that
an integrated approach that involves the inspection
or quality control departments with the manufacturing process is the best organisational model for
quality assurance. An added benefit is that the
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approach can lead to increased operator responsi-

bility, with the inspection or quality control department
being mainly concerned with monitoring, measuring
and guidance.

The effect of education andtraining

The scope andintensity of quality-related education
andtraining will help to determine the type of quality
assurance organisation thatis established, in both the
national and corporate sense.
Wheretraining has been extended beyondspecialists
to managersatall levels, to supervisors and even to
non-supervisory staff, the coordination of quality
assuranceactivities will usually be carried out by the
line supervisors and managersin the regular chain
of command. In this situation, the role of any quality

specialist is mainly in reviewing, auditing and consult-

ing, and usually there is no need either to employ
large numbers of quality specialists or to establish
large, centralised quality assurance or quality control departments.

On the other hand, whereintensive training in quality control methods has beenrestricted mainly to
specialists (such as quality control inspectors), a
strong, centralised quality assurance orquality control department is morelikely to be formed. Although
its staff will be well trained in their speciality, the
departmentwill sometimes experiencedifficulties in
its relationships with other departments, because of
the disparity in training.

THE QUALITY MANAGEMENT ROLE
Industrial experience has shownthat the execution
of most quality assurance functions should remain
the direct responsibility of the individual line managers concerned. Rather than attempt to usurp these
responsibilities, the quality assurance manager should
advise and assist on all quality-related tasks and
should monitor and coordinate them throughoutthe
organisation. He will probably be directly responsible
for the following activities:

Developing the quality assurance programme and
quality manual.

Controlling incoming and defective materials.
Operating the quality control system.
Analysing defects and failures.

Measuring the cost of achieving quality.

In addition, the manager of a quality department
might be required to train staff throughout the company in matters relating to quality assurance, or to
coordinate such training.
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In this context, he is involved in developing the

relevant elements of quality management, and acts
as a reference point for them. These elements are:

The quality manual, which sets out the general
quality policies, procedures, and practices of the
organisation.

The quality system, which (in a quality context)

defines the organisation structure, responsibilities,
activities, resources and events that together provide organised procedures and implementation

methods to ensurethat the organisation can meet
its quality requirements.

The quality programme, which comprises a
documentedsetof activities, resources and events
serving to implement an organisation s quality
system.

Thequality plan, which is derived from the quality
programme(extended if necessary) and which sets
out the specific quality practices, resources and
activities relevant to a particular contract or
project.

THE QUALITY ASSURANCE FUNCTION FOR
SYSTEMS
Wenowturn our attention to the way in which the
generallessons of quality assurance can be applied
in the specific area of information systems.
In many countries the national standards body has
developed a formal approach to quality issues. The
standards usually relate to a wide range ofissues and
typically are very general in nature. Nevertheless,
someof them canbe useful in the quality assurance
of commercial systems development projects. In
particular, the standards can provideeither a checklist against which to compare current practices, or
a shopping list that can be used whensetting up a
quality assurance function.
Many of the formal approaches havetheir origins in
the military field, where the pioneering work done by
the United States Department of Defense is often
used as a model. For example, the United Kingdom
Ministry of Defence published a standard in February
1984 which relates exclusively to systems develop-

ment. (Appendix 2 contains a description of this
standard.)

Industrial experience showsthat those organisations
that achieve a high level of quality in their products
and servicesfirst establish an acceptable level of
quality, and then build a mechanism to assure that
this level is maintained. Control of quality includes
more than simply evaluating the end product. It
begins by examining the raw materials and continues
throughout the entire manufacturing cycle. The impli-
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cation is that data processing organisations mustfirst

assume the responsibility for determining an acceptable level of quality for their systems, and then must

establish the mechanism to ensure that the levelis
maintained.

CHARACTERISTICS OF THE SYSTEMS QUALITY
ASSURANCE FUNCTION
Quality in systems is associated with three separate
characteristics: goals, methods and performance.
Goals can be stated in terms of achieving the objec-

tives of both system users andthetotal organisation.

The goals of the organisation are primary; the goals
(or requirements) of system users are secondary. If
the user requirements conflict with the goals of the
organisation, the systems quality assurance function
mustpoint this out. The goals of any one user also
should be in harmony with the goals of other users.

Standardised methods are needed to perform the

data processing function. These methods manifest
themselves as policies, procedures, standards and
guidelines.
Performance is concerned with optimising the use of
computer hardware and software when implementing
applications. This requires relevant business analysis,
proper systems design, the use of appropriate
programming and systems techniques, and the best
use of the available hardware and software.
Goals (users needs) can be better satisfied if
appropriate quality standards exist. But methods
should notinterfere with goals, nor should methods
reduce performance. And goals should not override
performance. It is only through the use of appropriate
standards, however, that the proper balance between
goals, methods, and performance can be achieved.
If the organisation fails to set quality standards,
technical staff will set their own. Far too often,
management relies on technical staff setting standards, but provides them with little guidance on
overall objectives. As a consequence, management
later reprimands the technical staff for poor performance.

In this context, the aims of the systems quality assurance function are:

To ensure compliancewith the approved methods
of building applications.

Mostinformation systems departments have only just
begun to address the quality issues associated with
computerised applications. In many organisations the
first stage of systems quality assurance will be to
define what is meant by systems quality in their
particular environment. Also, establishing a systems
quality assurance function might be regarded as an
evolutionary step along the path of moving data
processing from anart to a science. But a successful
systems quality assurance function requires that standards be established against which quality can be
measured. A key characteristic is that the function
should advise information systems personnel, but
should derive its authority from the top management
of the organisation.

ROLE OF THE SYSTEMS QUALITY ASSURANCE
FUNCTION
The role of quality assurance in today s systems
environment is essentially to assist system
developers successfully to face many differing
challenges. The role is seen to be much wider than
that normally associated with quality control.
In addition to providing guidance, there are three
broad roles the systems quality assurance function
can undertake:
Applying the quality controls.

Building an environment in which higher-quality
systems can be developed.

Reviewing applications and systems.

A checklist of the tasks associated with the above
roles is given in Figure 2.4.

Applying controls

Quality assurance controls should apply both when
developing new systems and when enhancing old
ones. Irrespective of the way in which quality assurance is implemented, the goals, methods and performance of each system must be evaluated.
Evaluating system goals
For each system, the quality assurance function must
confirm that:
The system meetsthe objectives and needsof the
user department(s) and other users.

To ensure a reasonable level of performance.

Thesystem is consistent with the needs of other
users, so that a system built for one group of users
does notinfringe on the rights of other systems

These aims can best be accomplished byestablishing
a quality-oriented information systems environment.

Thegoals are consistent with the objectives of the
organisation. In all cases, the organisation s objectives should have a higher priority than the goal
of an individual user.

Toensure that the goals of the organisation, and
especially those of the system user, are satisfied.
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Figure 2.4

Evaluating system performance
The performance-related aspects of the systems
quality assurance function consist of evaluating each
system to determine that its design is:

Systems quality assurance tasks

Providing guidance about:
Methods, tools and standards
Training needs
:

Economical, by checking that the system is to
be operated in a way that incurs minimal costs.

Project performance, reviewwand control -

¢
eS
Technology
Audit requirements:
:
SO i
Organisation of technical staff
G
Recurting errors and how to avoid them
Applying controls:
:
Project initiation, planningand |weriodng
_ Interpreting maraont control andauidit

Effective, by confirming that the system will
accomplish the results desired with minimal effort.
3

requirements

Ensuring that policies aa standards are
< adhered to

Building the environment:

Develop quality objectives
Develop standards and guidelines

é

Selectlife-cycle model and methods for sscloprae
Select development and maintenance tools

Reviewing systems:

Initiating reviews
Evaluating methods
Assessing technical criteria
Assessing projects (cost performance, ceplesion
identifying quality, technical and costproblems:

(Source: W Perry, Effective Methods of EDP Quality Assurance)

The goals of the system match the objectives of
the information systems department. Any conflict
should be resolved before the system is
implemented.

Thegoals of the system are consistent with industry and government requirements.

The system complies with the intent of management(that is, controls are adequate) and the system is auditable.

Evaluating system methods

When evaluating system methods, the systems quality function examines each project to determine that
it is following the organisation's and the information
system department's policies, procedures, standards,
and guidelines to ensure that:

Thepolicies conform with the broad-based course
of action selected by the organisation.

The procedures conform with the particular
methods outlined by the organisation to accomplish its objectives.

Thestandards and rules being used conform with
those set up by the organisation for the measure
of quantity or quality of work.
The guidelines conform with the department's
recommended methods for performing work.
(When a standard methodologyis used, the local
guidelines are often referred to as codes of
practice )
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Efficient, by checking that the system is designed
to optimise the use of people and machines.

These three aspects of system performance are not
synonymous, and each requires a different evaluation
of the system or project. The economic evaluation
is concerned with value for money. Effectiveness

needs to consider the criteria of time and ease of

performing the task. Efficiency considers such things
as the choice of technology and its application,
whether all or parts of the system need to be computerised, or whether the need can be metbetter by
a manual procedure.

Establishing the right environment

No matter how the systems quality assurance function is implemented, the emphasis should be on
establishing an environment in which quality can
flourish, rather than on reviewing individual applications. Reviewing a single application can only improve
the quality of that application; creating an environment that encouragesquality can improve the quality
of all applications. Such an approachalsoplaces the
quality assurance function in a position where its
contribution is more visible. Establishing an environmentthat promotes quality is, in effect, no more than
drawingtogether all those functions that support and
improve the quality of systems.

Reviewing applications and systems

There are three aspects of project reviews: deciding
what to review; deciding when to do it; and determining the purpose of the review.
Ideally, the quality assurance function should review
all systems in depth but in practice this is rarely
possible. A method is therefore required for determining priorities and allocating the time of the review
personnel. The mostrelevantcriteria are:
Thetype of application.

The complexity of the application.

The technology being utilised to implement the
application.

Thepeople involved in specifying and implementing the system.
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Figure 2.5 lists the factors for each criterion that

should be considered when selecting an application
or a development project for review.

Figure 2.5

Factors to consider whenselecting a project
for review

Formal reviews should be carried out at the major
decision points of system development:

Before the decision is made to implement a system solution (at the end of the feasibility study).
Before any major expenditure is committed.

After the technical development has been com-

pleted.

After the trial period of live operations has been
completed.

Whenthe project is showing signs of being off-

course.

: | Lowlevel of internal audit

Systemsshould also be reviewedat the early stages

of development because this is the best time to
influence the quality of systems. Once the design of

a system has been determined, it is costly to make

significant changes because most development costs
occur after programming has commenced. Furthermore, management tends to becomeinvolved with
a system only when the cost becomessignificant and
the implementation date approaches. Thus, paradoxically, management s influence and concern often
comeat the point in the systems developmentlife

cycle whereit is least able to influence the design.

A quality assurance focusearly in the development
cycle can solve this problem.

For major systems that require large capital expenditure, reviews also need to be planned throughout
the operational phaseof thelife cycle. Large systems
often have an operationallife span of ten years (or
more), and this period usually involves modifications,
adjustments anddifficulties with operating an ageing
system. Regular, pre-planned reviews, carried out
with specific review criteria in mind, should indicate
the need for redevelopment and major adjustments.
(The life cycle of systems based on pre-planned
25
reviews was discussed in Foundation Report No.
s.)
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and methods being used, and so forth.
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of cours
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financial audit cycle.) Systems are rarely designed

_ Limited skill tevelof project team _

(Source: W E Perry, Effective Methods of EDP Quality Assurance)

with ease of auditing in mind. Special requirements
for audit control often are not recognised until thefirst
audit is carried out. Moreover, auditorsfindit difficult
to suggest appropriate standards that are specific to
computerised, as opposed to manual, procedures.

From the experiencesof the organisations wetalked

with during the researchforthis report it is clear that
system audits can be made easier by:

Involving auditors in the early design of a system.
In this way the auditors can influence the design
as far as general financial or management control requirements are concerned. And they can
indicate special requirements that need to be
included as technicalfacilities for simplifying audit
work.

Designing databases with easy data-extraction
facilities, so that the auditors can have easy and
independent accessto the data.

SUMMARY

Quality cannot be built into a product, or measured,
until it is defined. But quality cannot be universally
defined: it must be defined for the item in question

as list of stated attributes and characteristics. This

meansthat quality ina data processing environment
mustbe defined by the organisation, and one organisation s definition of quality may vary significantly
from another s. The main problem facing data
processing personnel is that systems technology is
not well understood by the organisation in general.
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CHAPTER 2.
\f an application works , few people (if any) in the
business know whether the system developers did an
outstanding job or just a satisfactory job. There is a
clear need for a meansof evaluating the excellence
of system development work, and a clear definition
of systemsquality would help significantlyin this area.

We have also established that the mechanism for
ensuring quality has many parts. The totality of the

d
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ACHIEVING SYSTEMS QUALITY

mechanism is called quality assurance, which is
different from formal quality control. Quality assurance does not necessarily require a separate formal
organisation, but it does needto beinitiated from the
top of the organisation. Everyone in the information
systems department needs to be aware ofall the
elements that contribute to systems quality, and
quality assurance requires a focal point for the
activities by which quality is produced.
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Having described in general terms the characteristics, objectives, role and tasks of the systems quality
assurance function, we now describe the specific
techniques that are available.
Most systems quality assurance techniques overlap
considerably with conventional management, project
management and development tasks. Three techniques, however, are specific to systems quality

assurance:

Walkthroughs.

Inspections.
Testing.

WALKTHROUGHS
A walkthrough is a structured review of a system or
program conducted by a group of the originator s
peers. The walkthrough technique derives from a
common human characteristic: the originator of any
creative work is often blind to any flaws there might
be in it. Yet the originator s peers, who are competent
to understand the product but do not have the
emotional involvement with it, can spot the flaws.
Manypeople initially resist the idea of subjecting their
work to scrutiny by their peers. Nevertheless,
experience showsthat people can be persuadedto
take a positive approach to walkthroughs and overcometheinitial difficulties.
The aim of system walkthroughs is to ensure errorfree (that is, zero-defect) development. For walkthroughs to be successful they must be organised
carefully in a constructive environment where open
criticism is possible.
The walkthrough technique was developed following
some ten years of work by psychologists at IBM s
various programming workshops. The results were
documented by Gerry Weinberg in his book The
Psychology of Computer Programming . Since the
original work was carried out, it has been realised
that:

Programmingis not the only activity where walkthroughs are relevant for zero-defect production.
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In fact, almost all creative activity (such as decision making, analysis, design, and research) can
benefit from the technique.

The technique works only if what is termed an
ego-less environment
is maintained.

An ego-less environment aims to separate the
productof an activity from the producer. As long as
the producer regardsthe results of his activity as an
extension of his own ego, he will be hard put to find
his ownerrors. More importantly, he might be unable
to receive any assessment of the product constructively because he would regard anycriticism as
a personal attack. In extreme cases he will be
reluctant to release the product for any inspection
for fear of criticism. Such an approach has two.

adverse effects:

%

Faulty items might be produced withoutthe errors
being detected early enough for effective correction.
Byreceiving no feedback or by not being able to
receive constructive feedback on the errors,
producers are unlikely to improve their methods
of production.

The ego-less environment requires trust to be built
between those who regularly review each other's
work. This trust is built by encouraging the producer
to select his own reviewers.
Building trust also means that the documentsresulting from the walkthrough are not deposited with the
quality assurancefunction or projectlibrarian or the
personnel department. Using the results of walkthroughs for direct or implied reviews of personal
performanceis strongly discouraged byusersof the
technique.

Organising a walkthrough

A walkthrough is conducted as a semi-formal meeting between the producer (the reviewee) and his
peers(the reviewers)for the purposeoffinding errors
in the producer s work. The meeting is organised by
the producer of the work and is attended by those
whom heinvites. The reviewers must perform the
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tasks specified for them by the reviewee. There are

only three regular tasks:

Being a critic of the work.

Being a scribe for the proceedings.

Acting as a moderator when argumentsare heated.

The revieweehasto circulate in advanceall relevant

documents related to the work being reviewed, and
must also follow up the points suggested as a result
of the walkthrough.

Practical guidelines for walkthroughs are:

Each participant should be a peer of the person
producing the product.

Eachparticipant should receive the product and
any supporting materials before the walkthrough,
and should be given reasonable time to review
them.

The reviewee should select the participants and
invite them to play the roles of scribe, moderator,
quality assurance champion, etc. The participants
should not regard their contribution as a favour to
the reviewee but as a positive aid that helps him
to avoid later problems with the product.

The walkthrough is not the place for displays of
ego and assertive behaviour: comments should be
made as questions about the product, notas statements about the producer.

The scribe is responsible for noting the errors
found and the recommendations made. Heis also
responsible for distributing the appropriate copies
to the walkthrough participants.

The moderator is responsible for opening and
closing the walkthrough on time, maintaining a
sense of urgency, resolving conflicts, and stopping
any irrelevant discussion.

Action points should state concerns that need
attention, rather than give solutions: ideas, solutions, irreconcilable differences of opinion, etc.
should appear as other notes .

Guidance on conducting walkthroughs and providing
time in the project plans for walkthroughs appear to
be the major prerequisites for using the technique
effectively.

Walkthroughs have produced some spectacular
results in the system development area. The case
history presented in Chapter 5 describes a project
wherethe only formal means of quality control was
the walkthrough. This was sufficient to achieve
zero-defect development in a large and complex
system.
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THE INSPECTION METHOD
The inspection method was developed in the early
1970s by Michael Fagan at IBM s laboratory in

Kingston, New York. Fagan outlined the method in

his article Design and code inspections to reduce
errors in program development published in the IBM
Systems Journal. Fagan is an engineer and he
developed the inspection method by applying
engineering quality control rules to software, in
particular to the designing and coding phases of
systems development.
The inspection method is a form of technical review
that validates the quality and accuracyof a product,
and detects the errors. In other words, it is used to
maintain quality control. By applying it at points prior
to system completionit is possible to obtain early
warning of problems and to correct errors relatively
inexpensively. The method may also be used to
ensure the completenessof a stage by checking that
the product meetsthe criteria specified for the end
of that stage.
The inspection method requires a team of people,
each of whom is assigned a specific role in the
inspection. An important feature of the method is the
use of checklists and statistics about the errors to
be searchedfor during the inspection process. These
lists and statistics are compiled by carefully analysing both the experiences with similar pieces of work
and the results of previous inspections. The result of
an inspection meeting is an action report, and the
inspection process is completed when satisfactory
action has been taken on all the points.
The inspection team

The inspection team should have a minimum of two
members and a maximum of seven. The usual
number is four. Each member of the team must be
qualified to makea positive contribution. Some of the
team should ideally be from outside the project whose
product is being inspected.
The following participants are essential to the
success of the inspection method:

The inspection moderator. The role of the moderator is to lead the inspection process, and the
person chosen must have received appropriate
training.

The author of the product being inspected.

Theuser of the productbeing inspected. (In some
circumstances the authoralso plays the role of the
user.)

Other roles maybe assignedif considereddesirable.
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The inspection process

There aresix steps in conducting an inspection, each
of which has specific objectives and involves specific

personnel:

Planning: the moderator sets up the inspection

schedule and assembles the team.

Overview: relevant project and back-up documentation is distributed to the team members, together
with a high-level summary of the material to be
inspected.

Preparation: the team members read and review
the documentation with the aid of checklists, and
they list any questions.

Inspection meeting: the material is analysed, and
all the errors are noted. Checklists are used to
ensure the completenessof inspection. A problem-

definition report is produced, summarisingall the
errors detected.

Rework: the errors are corrected and the corrections are implemented.

Follow-up: the inspection team verifies that all
errors have been corrected, using the problemdefinition report as a checklist.

The inspection method hasseveral special features,

including the following:

The moderator, not the author of the material being
inspected, leads the inspection. Training courses
are available to train peopleto be effective inspection moderators. Most advocates of the technique
believe that this training is essential.

Checklists also are an essential ingredient of the
inspection method. They ensure that attention is
focused on detecting problems and/or errors.
Checklists are used during preparation and during
the inspection meeting. When compiling the checklists, Fagan recommendsthat errors should be
classified by type, and ranked according to the
frequency with which they occur. In this wayit is
possible to highlight the most serious types of
errors to look for during inspections. The analysis
of inspection results should be usedto refine the
statistics.

Fagan expressedthe rationale for using checklists
in these terms: Numerous experiences have shown
that people have to be taught or prompted to find
errors effectively. So it is prudent to condition them
to seek the high-occurrence, high-cost error types,
and to describe the clues which usually betray the
presence of each error type .

Preparation for an inspection meeting should take
between half an hour and half a day per team

member. The inspection meeting itself should last no

more than two hours. lf more time is required several
meetings should be scheduled.
It is important to hold as many inspections as are
required to produce a correct and good-quality
product. Where more than oneinspection is necessary, more than one inspection team maybe involved.
IBM s experience suggests that higher-quality systems are achievedif re-inspections are carried out
by a new team.

Finally, it is important also to remember that the aim
of the inspection processis to detect problems and/or
errors. It does not provide solutions to the problems.

Experiences with the inspection method

The inspection method wasfirst used at IBM during
the programming phase of a developmentproject for
a new operating system. Subsequently, IBM extended
its use to the programming phase of application
systems, to maintenance programming and to other
phases of development prior to programming.
The most widely quoted statistics on the successof
the inspection method are those produced by Fagan.
His stated improvements are based onthedifference
between the results producedby inspections (and by
walkthroughs) and those produced by traditional
methods for similar development projects. For system programs, the increase in productivity of the
codingoperation is stated as 23 per cent. The reduction in discovered errors in seven months following
unit testing is stated as 38 per cent.

For application programs, the improvements quoted
by Fagan are:
Twenty-five per cent

resources.

saving

in programmer

Between 38 and 82 per cent reduction in the number of errors found per 1,000 statements before
unit test.

Between eight and 18 per cent reduction in the
number of errors found per 1,000 statements
before acceptance test.

Zero errors at acceptancetest and in the first six
months use.

The inspection method is most widely applied in the
programming area (for which it was specifically
developed). Nevertheless, the method can be
adapted for use within other developmentphases,in
particular to assess the completeness, accuracy and
quality of the work being produced. Experience has
shownthat the conceptof inspections may be applied
to any functionally complete part of a system. The
method may be adapted for use at end-of-phase
checkpoints or at predefined checkpoints within a
phase.
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Ethnotechnical Review Hand-

book" provides guidelines and checklists to be used

with technical reviews suchas the inspection method.

He considers the inspection method to be applicable
at all phases of development, including:
Functional specification.
Design.

Coding.

Documentation.

Test plan.

Tools and packages selection.
Operations and maintenance.

The inspection method requires a relatively high
investment prior to its introduction, in particular for
compiling checklists and error statistics. For this
reason, the method is more likely to be used for
software systems where the coding is complex,
rather than for application projects. Once implemented, however, the inspection method takes less time
to apply to application programs than to system

programs.

Many believe that the inspection method is also
particularly relevant to smaller projects and maintenance activities. With smaller projects, the relative
importance of lower-level reviews is increased, and
the inspection method is an appropriate way of
conducting such reviews. The methodis relevant to
maintenance activities because modified systems are
likely to contain a high number of errors.

The inspection method is more widely used in the
United States than in Europe. However, its use in the
United Kingdom is sufficiently wide for several
in particular
moderator training courses to be run
Training ,
tor
Modera
ions:
IBM's Software Inspect
year.
a
times
three
run
which is

TESTING TECHNIQUES

Clearly, thorough testing is an important aspect of
producing a high-quality system. In practice, system
testing usually takes one of two distinct forms:
Demonstration-type testing, which shows that the
system works in a known environment using

selected inputs.

se
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system doesnot work and becauseofthis they are
likely to be more rigorous and comprehensive than
demonstration tests. In a systems environment,
exposition testing is the nearest equivalent to con-

ventional industrial quality control.

If there is pressure to reducecosts, the biaswill be
towards demonstration testing. But this type of
testing can lead to lower-quality systems because
it does not try to uncover hidden errors. On the other
hand, exhaustive exposition tests will be very expensive to conduct and, beyond a certain level, such
tests may not provide any substantial extra benefits.

System testing can also take either a black-box or
transparent-box approach. A black-box approach
assumes no knowledge about the internal working
of the system, whereas the transparent-box
approachconsidersthe overall design of the system.
The traditional approach has been to test systems
comprehensively using the black-box approach.
There is an inherent weakness in this approach
becauseit only provesthat the system works (or does
it does not
not work) under specific conditions
provide assistance in identifying in what way the
system is wrong or where the error is. Increasingly,
systems staff are realising that a transparent-box
approach is moreefficient, especially where precision, time and cost are important factors.

Testing levels

Technical tests ensure that there are no defectsin
the individual parts of a system. Tests at this level
may need to be repeated severaltimes if there are
several sub-componentlevels. Examplesofthis type
of test are unit, module, program and sub-system
tests. At the technical exposition-testing level, much
detailed work has been done by hardware manufacturers and military-oriented government agencies. As
a result, manual and automatic methods for testing
program code have been developed, with the emphasis being on correctness and verification tests. We
question whether these efforts alonewill lead to highquality systems being produced. There is ample
evidence to showthat technically correct andverifiable programs do not necessarily produce usable

systems.

The usability of a system depends as much on

whether its behaviour is predictable. This applies

particularly to interactive online systems, where users
will judge the quality of the system in this way. People
can learn to live with a system that behaves in a
predictable way, even though it may not be completely accurate. The implication is that system tests
will in future need not only to check for technical
correctness, but must also concentrate on the
behavioural, human-interaction aspects of systems
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to demonstrate that the system as a whole meets the
users expectations. The term
system test more

accurately describes this second level of testing but,

in practice, most system tests are usually technical

tests.

The impact of the development approach on
testing

The development approach influences the way subassemblies of modules and programs can be tested.
With a top-down approach, the uppermost (and
usually the most important) control modules can be
tested first. Lower-level modules can then be included
in the overall test plan after they have been unittested. The advantages of a top-down testing
approach are that:

Testing can proceedin parallel with development
activities, thereby reducing considerably the overall elapsed time.

Thetop-level modules can act asa test-harness

for the rest of the system, thereby eliminating the
need for expensive test drivers.

Thetop-level, critical, moduleswill be tested more
thoroughly than lower-level modules.

The casehistory in Chapter 5 clearly illustrates these
advantages.

The design approach adoptedwill also affect the way
in which system testing is carried out, particularly at
the behavioural, human-interaction level. People
relate the behaviour of a system to the functionit performs, and testing and identifying errors will cost
moreif the system has been constructed from multipurpose units, because:.

Anadditional level of testing is required to verify
that the functional requirements have been met.
This level of testing is not required if the system
wasdesigned using modules that correspond with
a specific function (or sub-function), because a
moduletest will also test the functional correctness of the module. In addition, the higher-level
function (made up of sub-functions) will also be
tested when lower-level tests are performed.

Investigation of an error will first identify the likely
functions associated with the failure. If multipurpose modules have been used, all parts of the
system associated with the function will be suspect, and tracing the errorwill require more time

and effort.

The additional levels of testing necessary also means
that maintenance and system enhancements will
require more effort. The clear message is that the
quality of systems (and their costs) is influenced
strongly by the development approach and design
method adopted.
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Designing test cases

System tests can have oneof three objectives:

To test that the system as built matches the
system as specified.

Todiscover if the system as built behaves in ways
not included in the specification because the
developer has included additional features (deliberately or accidentally).
To demonstrate that selected inputs produce the
required outputs.

It is usually impractical to design test cases that cover
all possibilities, and the aim has always been to
reduce the number of cases to the minimum required
to test the system as comprehensively as possible,
so that the span of the tested behaviour very nearly
covers the spanof the specified behaviour. Several
methods have been suggestedfor achievingthis aim,
and someof them are reviewed briefly below.

Logic coverage

This method is designed to test the key logic components of a system by testing the paths between
decision points. Test cases can be designedto test
every decision-to-decision path at least once. Alternatively, the test cases mayonly test the paths between
the mostsignificant decision points. Another variation
is to test the paths into and out of modules.
Equivalencepartitioning
For each specified input condition there is a range
of cases (or classes) that are valid and invalid. These
classes need to be identified, and a test case
designed to test each oneat least once.

Boundary value analysis

This type of testing stretches the system toitslimits
by designing cases to test the boundary of the
specified behaviour.

Causeandeffect graphing

The basis of this method is that inputs can be
regarded as causes and output as effects. Using a
simple decision table, the relationships between

causes andeffects can be tabulated. An analysis of
the table will identify the number and nature of test
cases required.

Error guessing
Error guessing is used mainly to measure theeffec-

tivenessof a testing tool, a test method ora test case.
Thetestis first performed as intended. A knownerror
is then deliberately introduced into the system and

the test is repeated. If the results are identical, the
test is not effective. Error guessing is also useful
when developing new test cases.
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Testing tools

Testing tools, in the form of test data generators and
testing harnesses, have been used for many years.

Morerecently, sophisticated automated tools have
become available with the aim of highlighting anomalies in the software. These tools can take two forms:
static tools and dynamic tools.

Static tools

A static tool analyses the software itself and highlights
codethat logically cannot be executed or data items
that will never be used. (According to recent studies,
many operational systems contain a significant

percentage of code thatwill never be executed.) At

present, static analysers are expensive, but the
Fortran-based Toolpack represents a step towards
the provision of inexpensive testing tools.
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One problem with dynamictesting tools is that state-

ment coverage is not necessarily an indication of the

thoroughness of a test. Research has shown that
errors maystill be present even if every statement
in a program has been exercised by the test data.

New developments
A new development in the field of testing tools is
symbolic execution, which analyses the logic of a
program by executing it not with data but algebraically. Instead of numerical results, the tool produces
an algebraic representation of the program output.

Twoofthe leading researchersin symbolic execution,
Lori Clarke and Deborah Richardson at the University of Massachusetts, are attempting to use the
technique to build automatic test data generators.

Another new development is an attempt to automate
the error-guessing technique mentioned earlier.
Timothy Budd at the University of Arizona is pioneering this work.

Dynamic testing tools are also being developedin the
United Kingdom by Mike Hemmel at Liverpool Data
Research Associates. His linear code sequence and
jump (LCSAv) technique also tests the thoroughness
of the test and the adequacy ofthe test data.

Summary

Without clear objectives and careful planning, testing can easily become haphazard and misdirected,

and can result in wasted effort and resources. An

important role for the system quality assurance
function is to ensure that an adequatetesting strategy
m
has been adopted. Another is to ensure that syste
ning
dtrai
developers are aware of, and have receive
in, the various testing techniques.
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PRACTICAL EXPERIENCE OF SYSTEMS QUALITY ASSURANCE

During our research we discussed systems quality
assurance with representatives of about 30 companies. In this chapter we present an overview of their
experiences, which are drawnfrom both the software
development functions of suppliers and the information systems functions of user organisations.
In broad terms, a significant minority of organisations
are trying to apply traditional quality assurance
techniques to information systems work. A few are
applying general quality programmes, normally
following the introduction of company-wide quality
programmesinitiated by top management. This latter
group comprises mainly information technology
usually
suppliers (both hardware and software)
or felt
from,
suffered
either
have
who
companies
increasingly threatened by, Japanese competition.

RECOGNITION OF THE NEED FOR SYSTEMS
QUALITY

Most of those we spoke with recognised that some

aspects of the work their organisations undertake
could be considered to be some form of quality
assuranceor quality control. However, less than half
of the companies had established a formal systems
quality function. Furthermore, very few such functions
have been in existence for more than three years
(less than ten per cent in our sample). Even those
information technology suppliers with a reputation for
high quality may have established formal functions
only within the last three to four years.

Our research confirmed that there are considerable
variations in the definition of systems quality. Many
of those we talked with used terminology borrowed
from the manufacturing environment, using the
fitness-for-purpose or meeting-requirements definitions of quality. Others described quality in termsof
quality factors, such asreliability and maintainability.
A few equated the word quality with concepts (such
as a way Oflife ) that appear to originate from the
works of quality specialists such as Deming and
Crosby.

Although there were some minor differences of
interpretation, there was more general agreement on
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the meaning of quality assurance and quality control
in a systems context. Quality control was seen as a
policing activity, checking correctness of work and
conformance to standards and highlighting deviations. Quality assurance was regarded as being
broader in scope, giving attention to aspects such as
methodologies and skills. Some regarded quality
assurance as ensuring that quality controlis carried
out.

ORIGINS OF FORMAL SYSTEMS QUALITY
FUNCTIONS

Weidentified five origins for the formal systems
quality functions that companies had established:

7. Company-wide programmes
Some companies had established a formal systems
quality function as a consequence of company-wide
quality programmes. These companies were all
information technology suppliers.

2. New methodologies

Many systems development methodologies, such as
Arthur Andersen's Method/1, include quality assurance and/or quality control activities. Implementing
these methodologies often includes establishing a
systems quality function to carry out the relevant
activities.

3. Attention to standards

Sometimes, a formal systems quality function has
been established following the creation of a formal
standardsunit. This moveis often seen as a natural
progression to ensurethat the standardsare followed.
On the other hand, establishing a formal systems
quality function can identify the need for a standards
unit to be set up.

4, Commercial reasons

Companies supplying software or systems developmentservices, particularly to government defence
departments, have found that a prerequisite is to
establish a formal systems quality function.

5. Acceptance testing

Several companies have set up a systems quality
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function that is quite separate from the systems
developmentfunction. The main aim of such a function is to test systems prior to operational use. This
may be by undertaking complete testing in order to
establish that the system meetsthe specified requirements, or by focusing on the operational acceptability
of systems, particularly with respect to operational
performance.

ORGANISATIONAL POSITION OF SYSTEMS
QUALITY FUNCTIONS
Most formal systems quality functions report either
to the head of systems development or to the head
of the technical services or support function (about
40 per cent in each case). The remaining 20 per cent
had a variety of reporting relationships, such asdirect
to the head of the information systems function or
to a staff function, such as planning or strategic

programmes.

Quite often the systems quality function was
associated with the standards function, and was
usually positioned two orthree levels below the head
of the information systems function. Some companies
believed that organisationally separating the systems
quality and systems development functions was
crucial to the successof the quality function, despite
the fact that politicaldifficulties were likely to ensue.

QUALITY FOCUS

Organisations varied in the particular focus they
adopted for their systems quality activities, irrespective of whether a formal function had been established. Weidentified six different approaches. Some
organisations were using 2 combination of two or
three of these approaches.

1. Line management focus

The major characteristic of this approach to quality
assuranceis that it clearly places the responsibility
for quality on the line managersof the various operating units. Our research showed that this approach
was being used in the information systems depart
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quality in their own areas, and his role is mainly one
of informing, guiding and monitoring. He provides
advice on company policy and practices and on
available methodologjes andtraining facilities. He
also acts as a high-level consultant for quality issues.

2. Planning focus

Where the systems quality resources werelimited
and the emphasis was on quality assurance rather
than on quality control, some organisations had
chosen to payclose attention to the project management aspectsof systems projects. This attention may
be limited to the initiation stage of projects or may
be directed to the start of every stage of development.
The intention wasto ensure that the waythe project

was set up (manning levels and the skills deployed,

for example) matchedthe nature of the project and
gave it a good chanceoffulfilling its mission.

Some organisations standards required project
managers to prepare periodic quality plans. These
plansidentified the measures that would be taken to
produce and ensure quality, and were a principal
focus of attention for the systems quality function.

3. Process focus

Weidentified two types of process focus, depending
on whether the emphasis is on quality assurance or
quality control.

Most organisations that have adopted a process
focus emphasise quality control. Their approach is
a policing one, ensuring adherence to methodologies
and standards. Theintention is to ensure the completeness of a system rather than to examineits
content. Frequently, the policing is undertaken in
formal reviews, typically by two-man teams who
spend two to three days examining documents.
Pre-review briefing meetings and post-review meetings (about four to six weeks later) are also held.

A minority of organisations with a process focus
emphasise quality assurance. The focus here is on
trying to understand, measure and improve the development processitself.
4. People focus

A few organisations have included responsibility for
some aspectsof staff training in their quality assurance or quality control functions. The emphasis
usually was on improving quality by making good any
weaknessesin skills or knowledge.

Those who were operating a broad quality programmetendedto focus on providing managers with
training both in quality concepts andin techniques
that would help them assess their own and their
staff's quality performance. Other organisations
providedall staff with training about quality concepts,
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usually supported by a poster campaign. HewlettPackard, for example, makesa point of emphasising
to its software development personnelthat they must
assume that the products of their labours will go
straight to the customer without further checking.
The company provides its staff with what it terms
customer-satisfaction
training.

5. Product focus

Some organisations placed their quality emphasis on
fitness for purpose . We identified two types of
focus, depending mainly on the resources available.

Those with limited resources focus on examining

were developed. The responsesto our question were

veryvaried, but the followinglist indicates the types
of factors that were cited:
Availability of well-trained development staff and
quality assurance (or quality control) staff.

Existence of good project control procedures,
formal reporting lines and well-structured projects.

Use of techniques such as walkthroughs and
regular project-team meetings.

Useof good basic techniques for data analysis and
structured systems analysis.

Useofeffective change-managementprocedures.

whatis being proposed following an initial feasibility
study. The prime aim of this approachis to make sure
that the proposal makes good business sense, and
that the developmentrisks, if any, are acceptable.

Availability of good tools for supporting testing
activities.

Those with greater resources pay mostattention to
testing the system prior to operational implementation, to ensure it meets the specified requirements.

Availability of adequate typing and word processing capacity.

Interestingly, we found no organisation with a product
focus putting its formal systems quality effort into the
intermediate stages of the development process.
6. Tools and techniques focus

Some systems quality functions concentrated ontrying to find or develop tools and techniques that would
help to build quality systems. Included in this group
were companies using techniques such as walkthroughs and inspections, either on a selective or
mandatory basis.

One organisation was using quality circles on an
optionalbasis in its management services function.
Quality circles were used as a platform for staff to
identify and consider ways in which quality could be
improved, and only matters directly concerned with
quality could be discussed. This was done to avoid
a recurring problem with quality circles where
specific quality issues are neglected as wider issues
becomethe focusof the work. The danger is that the
emphasis of quality circles can change to providing
staff with opportunities for involvement rather than
with opportunities to focus on quality matters.

Yet another organisation was placing particular
emphasis on developing automated tools for testing,
whichis generally regarded as being oneof theleast
well-supported aspects of systems work.

FACTORS AFFECTING QUALITY

We asked the representatives of the organisations
involved in the researchto identify the factors that
they believed affected the quality of the systemsthat
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Availability of programmers workbenches and
automated development aids.

STAFFING THE SYSTEMS QUALITY FUNCTION
The number of staff employed in systems quality
assuranceor quality control functions was generally
quite low
typically one or two people, representing about two per cent of the total development
resources. Webelieve that those with a broad quality
focus, rather than a quality assurance or quality
control focus, were getting the best results, mostly
from one person working with managers(providing
them with awarenesstraining, for example).
One organisation, however, has a systems quality
function with a staff level equivalent to about 25 per
cent of the staff in the development area.
Recruiting suitable staff for the systems quality function was generally regarded as a problem. The ideal
was someone who had development experience, was
well respected by his peers, and was diplomatic.
Typically, such staff were secondedto the systems
quality function from the development area for a
period of one or two years. Some organisations used
outside consultants and others worked onthe basis
of temporary short-term (twoto three weeks)assignments where people were assigned to perform a
particular role in one specific quality assurance or
quality control activity.
Those organisations engaged in a broad quality
programmetended not to be as concerned about the
need for previous development experience. What

seemed to be more important was to have a good
understanding of quality concepts and principles, and
to be able to apply them.
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COSTS OF THE SYSTEMS QUALITY FUNCTION

The costsattributed to the systems quality function
varied considerably across the organisations that

participated in the research. Much ofthis variation
can be explained by the varying awareness of what

all the systems quality costs might be. Even so, there
was a general consensus that the cost of the function wasusually about two per cent ofthetotal information systems budget, though we weretold of cases
whereit was as low as oneper cent and as high as
eight per cent. The major exceptions were those
organisations where the quality focus was on acceptancetesting, where costs were as high as 25 per
centof the total information systems budget.

When indirect quality assurance or quality control

efforts (that is, those carried out byline personnel)
wereincluded, estimated costs were puttypically at

between 30 and 40 per cent of developmentcosts.

MEASURING SYSTEMS QUALITY

Although some research (particularly that by Tom
Gilb, the independent specialist) has attempted to
define possible measures for assessing levels of
quality in systems (often referred to as quality
metrics), we did not encounter any company that was
using them. Nevertheless, the few organisations that
t
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identified:

The project meets its planned timescales within

budgeted costs.

The system meets the performance requirements
for which it was designed.

Theconduct of the project and its documentation

conform to the laid-down standards.

The resources and skills deployed onthe project
are sufficient and appropriate.

Theproject is properly organised.

There were other factors that most companies
believed important, but few, if any, of the companies
were able to judge these objectively. The most
frequently mentioned factors were functionality (the
degree to which the system provides the functions
that are required), maintainability, reliability (the traditional system quality factor), operability (the degree
to which the system is easy to operate and use), and
acceptability (how much userslike the system and
can understand it).

Although this list of factors seems reasonable, we
found that in most cases systems quality assurance
or quality control functions did not focus on any
particular factors. Part of the problem appears to be
the lack of suitable metrics.

PROBLEMS ENCOUNTERED

Six issues were frequently mentioned when we asked
about the problems that had been encountered in
setting up a systems quality function.
Figure 4.1
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1. Lack of management commitment

The most frequently voiced problem concerned the
lack of management commitment, in particular in
those organisations that had not introduced their
systems quality function as a part of a corporate
programme. In this situation, the systems quality
function is vulnerable to budget cutbacks, andits
existence has to be constantly justified. Quality
functions appear to be particularly at risk in information systems departments with a strong focus on

keeping to deadlines. It is also recognisedthatit is

difficult to recruit the right staff in such circumstances. Those who are successfully addressing this
problem are paying particular attention to educating
their managers.
On the other hand, the general level of management
commitmentis not a problem in those organisations
that have introduced quality programmes from the
top. Formal quality-awarenesstraining for managers
is usually undertaken at the beginning of the
programme, andis built into standard management
training courses. Managers mayalso be trained to
use techniques that help them identify the costs of
correcting poor-quality work.

2. Management attitudes and understanding

Managementattitudes to, and understandingof, quality issues can be aninhibiting factor, even in those
organisations whose senior management is committed to a company-wide quality programme. A few
examples of the problems illustrate some of the

concerns.

Quality programmes attempt to draw attention to
areas in which people may be failing in order to
initiate corrective action. People usually are not happy
to talk abcut these areas, particularly if the failings
influence the next performance appraisal(and related
salary increase).

Substantial effort is usually required to identify the
costs associated with quality failures. Managers may
be reluctant to expendthis effort, particularly if they
are sensitive about the failures.

One organisation found it particularly difficult to
motivate its managersto think in terms of preventing quality failures. This was similar to the problem
experienced byothers of getting managers to identify
and understand the costs associated with quality
failures.

3. Attitudes of development staff

The problem of getting managers to be open about
quality failures is also evident in development staff.

A few organisations encourage what is termed an
ego-less environment . In such environments,
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people welcome the viewsof their peers and others,
so as to improve the quality of the work they produce.
Problems are openly discussed so that possible
training needs and/or changes in procedures can be
identified.
4. Lack of influence

Many systems quality functions would like to have
more influence, in order to prevent development
projects from proceeding when quality failures have
been identified. This issue is of particular concern to
organisations operating a quality control processin
which reviewsor inspections are undertaken. Recommended corrective action is not always carried out
because, typically, deadlines are regarded as more
important.

5. Motivating systems quality staff

Manyorganisationsfind it difficult to motivate their
systems quality staff, particularly those whose main
role is to check the work of others by using checklists. This difficulty can be overcome to someextent
by making it clear that staff are assigned to the
systems quality function for relatively short periods.
However, such assignmentsare not perceived by the
staff as opportunities for personal advancement.
Indeed, staff may feel they run the risk of missing
out on opportunities that might arise in their normal
place of work.
Some organisations recognise that the lack of a
career path for systems quality staff is a problem, but
one interviewee regarded a period in systems quality
assurance or quality control as an important aspect
in general staff developmentor training.
6. End-user computing

Several systems quality functions expressed concern
about assuring the quality of systems developed by
end users. We found no organisation with a satisfactory answer to this problem.

SUCCESS OF SYSTEMS QUALITY FUNCTIONS
The representatives of the companies involved in our
research haddifficulty in pinpointing and quantifying

the successes associated with the existence of

formal systemsquality functions. By contrast, IBM s
internal systems development function could point
specifically to systems in which no error had arisen
following their installation. IBM also has chartsthat
show a downward trend in the number of faults
arising in operational systems.
Other organisations gave their overall impressions of
the successof systems quality assurance and quality
control by pointing to such things as the successful
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introduction of new methodologies and standards,
and obtaining new business as a result of having a

qualitative terms, and can identify signs of its
success. However, those organisations with formal

All companies possessing a formal systems quality
function believe they can justify its existence in

ing more success, and seem better placed to create
an environmentin which that success is likely to be
sustained.

formal systems quality function.
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broad-based quality programmes seem to be achiev-
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CHAPTER 5
BUILDING QUALITY SYSTEMS: A CASE HISTORY

This case history describes the development and
early operational phases of a major system that
computerised Denmark's primary methodof financing private housing. The project is noteworthy
because the quality of the system was a key consideration from the outset. The casehistory illustrates
how a high-quality system can be developed on time,
with zero defects and within budget.
The system is operated by VP-Centralen on behalf of

240 financial institutions (commercial and savings

banks and independentbrokers). It wentlive in April
4983 when, within the space*of a few days, the
46 million paper bonds, with a total value of $80
billion, traded on the Copenhagen Stock Exchange
were eliminated and replaced by an automated
electronic system.
During the research for this report we metthe project
director, Dines Hansen, then vice president of
VP-Centralen, now deputy general manager of BRF,
one of Denmark's biggest mortgage credit institutes,
and asked him to describe the mechanisms and
methods used for building a quality system. (His book
Up and Running describes the project in detail.)
Wealso met both with key membersof the original
development team and with current operators and
users of the system to find out:
Howtheyoriginally perceived quality.

Howthey ensured that quality would be built into
and delivered with the system.

How they now see quality manifesting itself
through the system, more than a yearafter it went
into full operation.

BACKGROUND TO THE PROBLEMS

The Danish finance sector can be regarded as the
equivalent of a huge company consisting of 240
divisions (the financial institutions), governed by a
board (formed from governmentandfinance sector
representatives). The data processing department of

the company is VP-Centralen, butall the divisions

havetheir own local computing facilities. Some of the
smaller divisions have joined forces and opened local
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data centres. They all make their owndecisions, using
various, and sometimes incompatible hardware, and
they jealously guard their operations and data. Their
systems communicate with each other through
networks of different kinds.

Private housing in Denmarkis financed through a
bond system. Bondsare issuedbythe variousfinancial institutions and are held by theseinstitutions on
behalf of the owners and traded on the Copenhagen
Stock Exchange. The problem of bond handling
became a major issue during the early 1970s as the
number of bonds in circulation increased rapidly.
Between 1968 and 1982 the monetary value of bonds
increased from $9 billion to $80 billion. By the late
1970s some 45 million bonds were registered in
Denmark, representing in value about 1.5 times the
grossnational product of the country. On an average
day about 16,000 individual sales and purchases of
bonds were recorded, equivalent to three to four
transactions per bond each year.
The totally manual system of issuing and handling
bonds was cumbersome. Registration and changes
of ownership meant that many pieces of paper had
to be circulated. In addition, the coupon sheets
showing the interest payable twice a year to the
bearer had to be cut physically. The costs ofprinting
and distributing the coupons had risen to $2 per bond,
equivalent to an annual handling charge of $8 million.
An estimated three per cent of all those employed
in the finance sector were engagedin bond handling.
After five years of debate betweenthe divisions and
the board , the decision was made in 1980 to replace
the old manual system. There wasreally no choice,
because the manual system was so costly and
cumbersome that it would soon have caused the
company to collapse.
At the start of the project, there were only four people
in the data processing department, and one of these
was an administrator. Needless to say, all the divisions had unique requirements and their existing
systems would require differing and slightly incompatible interfaces with the new system.
Development of the new system would therefore
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tralen is governed by the Mortgage Credit Council,

the Copenhagen Stock Exchange, the Danish Banks

Association, the Association of Danish Savings
Banks, the Insurers Society and the Danish Central
Bank, through a central board whose chairman is
appointed by the Minister for Trade and Industry
A newdata processing centre was built near Copenhagen and opened in May 1981. Its staff grew from
the original secretariat of four in 1980 to 24 by
January 1981. Among the first positions established

were thoseof the data administrator, the database

administrator, the four key project leaders and the
necessary clerical personnel. The total staff at the
centre wasoriginally planned to be 107. By January
1982 there were 85 employees, and this had risen
to 100 by January 1983. By late 1984, the number

of staff had stabilised at 105.

The system developmenteffort was scheduled for the
period March 1981 to March 1983, with live operations to commence in April 1983. The deadline set
for the users (the 240different organisations) to agree
how to modify their own systemsto interface with the
centre was July 1981. VP-Centralen steadfastly
refused to consider solutions suggested by the user
community. Instead, it demanded that users state
their requirements in the form of a problem to be

solved. VP-Centralen's staff believe strongly that itis

their own responsibility to develop the best solution
for a given problem. Nevertheless, the user organisations put in about 500 man-years of effort to make
their own systems compatible with VP-Centralen s

system

In September 1981 a prototype of the complete
VP-Centralen system was presented to the users,
showingall the major system functions and ensuring
thatall user requirementswere identified. Two more
prototypes were presented in December 1981 and

in March 1982. At the same time, selected users

begantesting VP-Centralen s terminal system. The
final version of the user manual was producedin July

4982 on the basis of these tests, well before the full

system was completed. The manual describedall
legal, clerical and technical aspects of the system
from the users perspective.

From July 1982 onwards VP-Centralen conducted an

intensive public information campaign using newspapers, television advertising and specially printed
booklets to inform investors and the public at large
of the project, its aims, schedules, plans, and the
likely effect of the developmenton securities, trading

and investment.

The operational environment was ready in September 1982, and interface and selective application
testing began in October 1982. Overall system testing, involving 29 data centres and 500 terminals,
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started in November 1982 and was completed in six
weeks. (This' timescale was possible because the
technical system at VP-Centralen wasalready operational and had been tested for six months prior to
external system testing.)

The decision to golive was taken by the board after
it evaluated the results of three different kinds of

systems tests that were performed during November
and December 1982. Surprisingly few (and only
minor) errors were detected during the take-on phase

and no major disaster halted the build-up of the

system.

The system was inspected closely from the start of
the systems test and a rigorous problem-recording
system wasinstituted. During the mandatory tests up
to January 1983, 681 problems were recorded, and

50 of these remained unsolved, although none of

them was critical to the operation of the system.
These were resolved during January 1983. VP-Centralen specified strict acceptance criteria for
individual data centres systems before they were
allowed to connect up for full operations.
The gradual take-on of the workload began at the end
of January 1983 with the conversion to the system
of two smali mortgage credit institutes. These two

institutes handle about 60,000 accounts and about
5 per cent of the bondsin circulation.

In April 1983 the Copenhagen Stock Exchange
suspended operations for a few days so that the
remnants of the old manual system could be cleared
away before switching over to the completely automatic new system. During this period there were
several sudden changes in the Danish political and

economic environment. In addition, the Danish

Central Bank announcedthat foreign investors would
be allowed to purchase government bonds. As a
result, there was a substantial increasein activity on
the Stock Exchange during the first day on which the
new system wasused for trading bonds. The system
had to handle up to three times the maximum load
that it was designed for. (A similar situation caused
the Stockholm Stock Exchange to shut downfor ten
days in May 1983.)
During the first six weeks of live operations it was
realised that a major businesspolicy hadoriginally
been incorrectly stated. The system had been built
to match this faulty policy statement causing, in the
event, major congestion at a certain part of the

system. This had a cumulative effect, which halted
the system completely. VP-Centralen s mandate did
notallow it to change the system of its own accord.

Thefinancial institutions and brokers had to reverse
their earlier decision before technical modification of

the system waspossible. The decisionof the finance

sector to changethe policy was taken quickly and

The Butler Cox Foundation

© Reproduction by any method is strictly prohibited

CHAPTER 5

BUILDING QUALITY SYSTEMS: A CASE HISTORY

partly becauseof the clear explanwas unanimous
ation provided by VP-Centralen for the causeof the
problem. The system changes (which by any standard
would be classified as major) were implemented in
three days.

At the end of 1984, the users were delighted with the
system. The annualcost of running the centre was
about $10 million, which compared very favourably
with the costs of the old manual system. Staffing
levels, operational efficiency, running costs and the
level of maintenance wereall exactly as planned in
4980. An extension of the system for handling shares
and other securities was being considered, and a
contract has been signed to export the system to
Norway.

THE QUALITY APPROACH ADOPTED

From the beginningof the project, the planning team
realised that the quality of the services provided
would depend on the organisation and management
control within the centre. The team also realised that
VP-Centralen s overall performance depended on
keeping software costs down. This meant that
people's productivity had to be increased and the
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Six guiding principles were laid down to ensure that
a quality system wasbuilt, and to prevent quality
deteriorating in the future. They were to:

Resist the temptation of

re-inventing the wheel .

Resist the temptation of using short cuts in the system and quickfixes in the maintenance process.

Eliminate repetitive manual processes that were
likely to introduce human error.

Simplify the processes within the system, and opt
for simple and reasoned development, maintenance and operations methods.

Resist the temptation of allowing people to specialise and allowing specialist skills to be segregated.

Choose a reasoned organisational structure that
harmonised all the interactive elements of work:
people, automated tools and methods.

VP-Centralen recognised that there are four key
potential causes of low systems quality:

Large and complex system projects.

Complex system functions, and complex data
handling and access procedures.

A multitude of highly specialised technical developmentskills segregated into separate units.

Systems as implemented deviating from the specified user requirements.

VP-Centralen s approach to combating these potential problems wastherefore to simplify the project,
reduce the system s complexity, decrease the
amountof specialisation and insist on user requirements being satisfied. The ways in which each of
these aims was achieved are explained below.

Simplifying the project

Many system development problems occur with large
and complexprojects, and VP-Centralen s system, by
its very nature, promised to be large and complex.
Despite this, the planning team deliberately set out
to make the development project as simple as
possible by breaking it down into smaller, simpler,
controllable units. VP-Centralen also neededto design
and institute a mechanism by which these simpler
parts could be coordinated and controlled. The
organisational challenges posed by adopting such an
approach were met by paying great attention to
planning.

Reducing the system s complexity

VP-Centralen believed that a modular systemsdesign
is a prerequisite for maintainability. Furthermore,
systems complexity can be reduced by understanding the structure of the interactions between the parts
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(or modules). The modules themselves have two
important quality parameters:

Coupling, or the level of dependence of one mod-

ule on other modules. This parameter should be
as low as possible in order to provide a high level
of independence. In data processing termsthis
means that only the minimum amount of data
should pass between modules.

Cohesion, or the internal strength of the module.
This parameter should be as high as possible to
provide a specific purpose for the module. In data
processing terms this means that the module
should perform a single, well-defined function.
Designing modules which possess these characteristics reduces the potential impact of any system
changes, because any change will be limited either
to a single module or to a well-defined subsetof the
modules. The change process therefore becomes
predictable and can be defined. Changes can be
implemented without generating unforeseen side
effects.
At VP-Centralen, the design method was chosen to
aid modular design. In addition, every part of the
developing system was evaluated for modularity,
coupling and cohesion, as these were recognised as
being the key design characteristics associated with
good quality.

The team alsorealised that the use of maintainability
as the prime measure of quality meant that the data
handling and data access procedures had to be as
simple as possible. Using traditional methods, many
system errors can be introduced because:

Thedata handling and data access instructions are
miscoded.

Thedata relationships, codes, sequences, etc. are
misunderstood.

Thefirst problem can besolved by using a database
managementsystem thatallows the required data to
be accessed by a single command. This feature has
the added benefit that, compared with conventional
file handling techniques, it reduces the number of
lines of code typically by between 50 and 60 percent.

The key to solving the second problem is to use a
data dictionary. In addition to providing a central
definitive description of data structures and interrelationships, a data dictionary is also the key to
controlling the analysis activities. The data dictionary
maybe usedto record the definitive descriptions of
processes and dataflows, together with their components and inter-relationships. VP-Centralen decided
to use its data dictionary for this wider purpose.

The design method chosen and the needto simplify
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data handling not only dictated the choice of
methodology and tools, but also had important
implications for productivity, maintainability and
organisational structure. As a consequence, the data
management function became a central position in
VP-Centralen s organisational structure.

Decreasing the level of specialisation

Using individuals with specialised skills in a project
meansthat additional management time has to be
expended on coordinating people, skills and activities.
As a result, individual assignments often are not
supervised properly. Yet many of the highly specialised areas in data processing result from using a
development approach that sets out to provide
bespoke solutions to a single, static problem which
is not expected to change.

To avoid these problems, VP-Centralen adopted a

different approach, encouraging overlapping skills
and making little distinction between analysts,
designers, programmers and other specialists.
Development work was organised in small multidisciplinary teams. For future enhancements and
maintenance, the developers were organised into four
large teams, each of whichincludedall data processing developmentdisciplines. Short-term specific skill
requirements were satisfied by the temporary use of
external consultants.

Ensuring users requirements are met

The most common system development problems are
caused by deviating from the users requirements.
Often, the assumption is that only the users know
what they need, so the work focuses on the users
perception of a data processing solution, rather than
on providing an accurate description of the work
processthat, potentially, needs to be computerised.
In other professions (suchas architecture), however,
models are used to provide specific reference points
between the professional andtheclient. This concept
can be applied to systems development projects in
two obvious ways:
First, by building models of the processes and
information flows that the user has or needs.

Second, by implementing these models precisely
in the technical environment.

The importance of building models was taken very
seriously at VP-Centralen. The analysis phase was
devoted solely to building models of the system at
different levels of detail. Development teams, users
and managementwereall involved in checking and
re-checking the accuracy of the models.
The methods and tools chosen supported the building and documentation of the models, and ensured
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that they were then implemented in an orderly stepby-step way which permitted no deviation.

THE ORGANISATIONAL APPROACH ADOPTED

The planning team adopted a highly analytical
approachto organising VP-Centralen sothatit would
producethe highest-quality work. The internal organisation of VP-Centralen was set up to match the
demand for control in the context of the four key
areas detailed above. The emphasis on data management and multi-disciplinary teams meant that the
three key organisationalpositions, reporting direct to
the director of system development, were:

supported by extensive automatic aids, would not
requiretraditional maintenanceactivities. The planners believed it was possible to create a zero-defect
development environment. New system requirements
and adjustments to the system brought about by
external changes need genuine developmenteffort,
Figure 5.2

VP-Centralen s matrix organisation

Thedata administrator.

The database administrator.

The developmentproject leaders.

Developmentstaff were assigned as required to the
various development projects, but reported on
general matters to the director of operations (see
Figures 5.1 and 5.2). Interaction with the various user
organisations was coordinated by the director of user
liaison and was organised through various committees (see Figure 5.3).

A separate maintenance section was not established.
The original estimates for staff were based on the
belief thatit was possible to reverse the normal 20:80
per centrelationship between the development and
maintenance workload. The argument wasthat a wellplanned, well-structured, well-developed system,
Figure 5.1

VP-Centralen s organisation chart
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and these tasks should be handled by those who have
an intimate knowledge of the system, not by a separ-

ate maintenance section.

For similar reasons, a separate quality assurance
section or position was not set up. The planners
believed that quality was built into the system by the
deliberate efforts of the developers, and not by an
external inspectorate. Instead of spending funds on
quality assurance personnel, special methods and
tools were acquired andtraining was providedto help
the developers. An unusualfeature of the training was
that all levels of management werethe first to be
trained in the techniques that were to be employed.
The rationale was that, without a common understanding of how the project should be carried out,
management would notbein control. Understanding
of new approachesand techniques is best acquired
by intensive training, and not by committee discussions.

DEVELOPMENT AND MAINTENANCE
CONCEPTS

Threeinteresting concepts were used to speed up
development and to ease the burdenof future maintenance. They were:

The unusual development sequence.

Theparallel method 6f developmentusing version
control.

The level and form of documentation kept for the
system.

Sequence of development

The developersbelieved that the first-line and most
important user is the system operator. As soon as
the major system architecture was completed, their
first priority was to establish a satisfactory system
the operational environment.
for the operator
This approach led to three benefits:

The operational procedures were tested more
often than any other parts of the system.

The operational environment acted as a testharness for the applications systems as they were
being developed.

cepts in new ways. First, the developers believed that
analysis and design are techniques to be used
throughout the whole of the life-cycle model, and not
just in the analysis and design phasesof the development process. Second, they did not insist on completing all the analysis before starting the design
phase, and they did not require all of the design to
be completed before starting the implementation
phase. The analysis and design were carried outin
a top-down manner to a level where implementation
of some part of the system waspossible. The developers then proceeded with further analysis, design
and implementation at lower levels. In this way,
several versions of the system appeared, each
complete at the higherlevels but lacking somedetails
at lower levels. The development plan wasspecified
in terms of these versions.
Two benefits were gained from this approach:

Parallel development becamepossible, reducing
considerably the overall elapsed development
time.

System and user acceptance testing on various
parts of the system wascarried out much earlier
than it would normally have been.

System documentation

Documentation for the chosen structured methodology is simple, concise and can be automated,
provided the right tools are available. VP-Centralen
tookfull advantage of this by using their documentation tools to the full extent. The developers also
believed that:

Thestructured design phase should be concerned
with merely re-packaging the results of the structured analysis phase (the specification) and therefore should not introduce any newideas.
Programs should be coded exactly as they were
designed.

As a consequence, it is not necessary to document
detailed design considerations, and it is not necessary
to include comments in programs. Any such documents and comments are redundant because they
duplicate information available elsewhere. VP-Cen-

tralen therefore decided that:

The operational environment could be used as a
prototype of the future system.

Design documents would notberetainedafter the
testing of a module or subsystem had been completed.

in an
The applications systems were developed
was
here
ht
thoug
of
iterative manner. The main line
ycle.
life-c
he
ptoft
conce
ear
to get awayfromthelin

Two immediate benefits resulted from this approach:

Parallel development

conThis was achieved by using two conventional

36

Programs would not be allowed to include comments and explanatory notes.

The amount of documentation kept was reduced
considerably.
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Because no other documents wereavailable, any
modifications to the system tiad to go through the
analysis, design and coding phases.
In summary, the approach to development and maintenance used well-known concepts and techniques,
but they were usedin a newway. It is worth noting
that on the only occasion when someone bypassed
the strict procedures laid down for modifications, a

solitary bug wasintroduced into one of the programs.

The result was that on-line operations had to be
suspended for ten hours.

THE DEVELOPMENT METHODS AND TOOLS
USED

During the strategic preparations for VvP-Centralen,
the original team members debated the possibility of
using structured development methods. Their main

concerns were in two areas:

Very few of the development team (who had yet
to be recruited) werelikely to be familiar with these
methods.

Withouttools to support the method, the method
chosen would not be efficient enough to meetthe
challenge posed by developing a high-quality system in the required time.

From thestart, the team decidedto selectinteractive
tools that would support the chosen development
method. Furthermore, the team believed that the
managementof the centre must be responsible for
selecting the method andtools, and soit set about
evaluating the products available on the market.
Somespecialists were used in this process, such as
a consultant who evaluated available database systems, but the assignment was performed within a
frameworkof firm objectives set by the management
team.

The strategic planning team chose the Yourdon

method, and adoptedthe life-cycle model suggested

by Yourdon as the standard for the system. Every
memberof the centre's staff has subsequently been
trained in the method. Yourdon consultants were
asked to provide theinitial training and then to return
regularly to inspect VP-Centralen s progress.

major
The choice of this methodology led to four
benefits:
The high-level analysis and design performed
to
during the survey stage enabled the developers
out
try
to
them
ed
allow
This
m.
prototype the syste
ts
various hardware and software environmen
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ure
Thedataflow diagrams, minispecs and struct
charts, which are an integral part of the method-
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ology, were all held in electronic form, thereby
eliminating manual, paper documentation of the

system.

The elapsed time for development was greatly
reduced by subdividing the system into small,
controllable units. This was made possible by
top-down functional decomposition and by using
the life-cycle model recursively on smaller parts
of the system.
The small, well-documented, mainly unifunctional,
highly cohesive, loosely coupled modules of the
system were easy to modify.

In addition, the early analysis of data flows and data
stores resulted in a completely normalised data
structure, which helped greatly in the selection of the
eventual database management system.
The analysis-of-requirements stage took ten months
and provided the criteria for selecting the software
and hardwaretools required for the development and
operations stages. The problem that faced the developers wasthe need to assemble a compatible toolkit
right at the start. For the development stage this

meant:

A highly automated library for all system documentation.
An on-line program development environment,
including a text editing facility.

In addition, the future operational environment was
envisaged as being totally automated, and required
integration with the rest of the tools. This needed:
Anefficient database management system.

An automated operational control and operations
management system.

The eventual system needed a complex communications subsystem to interconnect with a variety of
machines and communications networks. These

were:

CICS andIMS, using the Intersystem Communication Feature.

CICS standards (with standard terminal control).
8270 protocols.

JES|| standardsfor the rest of the eventualusers.

All of these tools had to be supported by appropriate
hardware to allow the terminal network to operate
with SNA-type standards for communicating with the
240 user organisations. Readers with experienceof

implementing SNA-based communications systems

will appreciate that the VP-Centralen plans were very
ambitious.
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The final choice for the database management system wasbetween Intel s System 2000 and Software

AG s Adabas. IBM s IMS wasalso considered, but

was estimated to require between three and four
times as much coding as the other systems. System
2000 waschosentogetherwith iDIS, the System 2000
database information system that allows microcomputers to manipulate small sections of the database
away from the mainframe. PL/1 was chosen as the
development language because it was judged to be
the best conventional language for a structured
approach.

PL/1 was complemented by IBM s TSO/SPF for program development, ADR's Librarian for document
filing and IBM s DCFfor text editing. For controlling
the automatic operational environment, Universal
Computing' s UCC-7/11 was chosen. MSP s Datamanager was used to provide the data dictionary
facility and to integrate the tools.

Hardware was chosen by carrying out full-scale
simulations of the critical operations of the future
system, using the full set of the chosen softwarekit.
Co-operation between Intel technicians and IBM's
Munich laboratory madeit possible to run the first
prototype of the system on one of the first 4300
processors shipped by IBM.
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and monitored for quality. Work was reviewedat five
different levels, as described below.

Development project reviews

The purpose of reviews at this level was to detect
faults. During the analysis phase this meant checking the accuracy of the system models. At the design
stage, the key characteristics of modularity were
scrutinised and the design was checked to ensure
no deviation from the original model. During the
implementation stage, reviews concentrated on
ensuring that details had been accurately transcribed
and that testing and documentation were complete.
In addition, no code was accepted for operations
unless someoneother than the author could read and

understandit.

Data administration reviews

Through the data dictionary, the data administrator
maintained an independent consistency checkonall
parts of the system. He attended project walkthroughs to maintain continuous liaison with the
developers and to control the overall logical use of
data.

Database administration reviews

The physical data stores were regularly reviewed for
consistency with the specifications for using the data.

Project management reviews
Development projects were subjected to periodic
reviews wherethe actual results were compared with
the various plans.
Management reviews
The directors of system developmentanduser liaison
regularly reviewed the implementation of user
requirements to check that the stated business
policies were being implemented through the system.
(An early discrepancy between the system and the
user manual wasdiscovered bya review atthis level.)

Introducing the walkthrough technique
There were two prerequisites for introducing walkthroughs and reviews:

Thesole purpose of work-review meetings was to
concentrate on the quality of what was produced,
and not on the personality of the producer.

Management needed to understand the approach

fully. VP-Centralen believed thatstaff could not be

expected to use the walkthrough techniqueif the

managers did not understand the underlying

psychological factors. The best way for management to acquire such understanding was by
practical experience. Walkthroughs were therefore
first used by the management team.

It took VP-Centralen s staff nine months to acceptthe
walkthrough technique. The most common problems
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encountered during theinitial period of using walkthroughs were:
No involvementby the participants because they
did not feel responsible for someoneelse s work.

No formal evaluation of the quality of the material
reviewed and nofollow-up actions specified.

Too much material presented for review at a single
walkthrough.

Lackofdiscipline during the walkthrough meetings.
Others who have been involved in the introduction

of walkthroughs confirm that these are the most

common early reactions to an ego-less development
environment and walkthrough techniques.

SYSTEM SECURITY AND AUDIT
Denmark does not have a tradition of auditing data
processing systems, but the financial sector needed
to satisfy itself that the system and VP-Centralen s
processes were sound. As well as conforming to stringentfinancial and security requirements, the system
had to be right the first time. Danish law and the
country s financial practices had to be changed for
the new operations, and there was nopossibility of
returning to the old system after converting the paper
bonds to an electronic medium.

Despite these stringent requirements, vP-Centralen
did not set up a separate security function. The argument wasthat, by establishing such a function, the
responsibility for developing a secure and high-quality
system would be removed from the developers.
Managementbelieved that such a move would take
away the incentive to carry out the tight kind of
developmentwork. The test of time has proved that
management madethe right decision.

The strict financial control requirements were built
into the system byspecifying them as a separate set
of requirements. In addition to building in these
control requirements, the developers took account
of the need to make the system available for inspections and audits of the centre s operations. Although
the specific rules for auditing an on-line, interactive
transaction-processing system had, in the main, to
be invented as the project progressed, the facilities
wereplanned for from the beginning. For example,
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iDIS the small relational database information system
which co-exists with System 2000, was acquired for
use by the auditors. With iDIS, auditors can load a
selected subset of the system files onto a microcomputer for interrogation and manipulation. In addition
to making extracted data easily available, separate

functions for audit and control were alsobuilt into the
system.

Audit and control requirements were developed by
a special group formedjointly from the auditors of
the user institutions. Both the developers and the
auditors recall their work together as trouble-free and
highly enjoyable. The system team developed a high
regard for the auditors, because they were the only
committee that stated problems and expected the
system team to comeup withsolutions. The auditors
believe that they are provided with far more from
VP-Centralen s system than they are from the various
systems in their own companies.

SUMMARY

This case history documents the successful development and implementation of a system in a highly
demanding and challenging situation. We believe that
the main reason for this success wasthebelief that
high quality is an integral responsibility of management, and that VP-Centralen s management team
took this responsibility very seriously. The management team deliberately built and maintained a highproductivity, high-performance work environment,
based on the zero-defect principle.

In addition, their intimate knowledge of the developmentprocess helped them to select excellent tools
and methods for supporting and controlling the work
of the centre. As planners, they opted for simplicity,
both for project and organisational design. The outcomehas been to minimise the effort required at the
centre: development has taken a minimum amount
of time and therelatively simple organisation employs
a minimum number of people. The organisational
complexity is low because authorities and responsibilities are placed at the lowestpossible level and
are not divorced from actually carrying out the work.

Through its decisions and actions, the management
team made quality a wayoflife at VP-Centralen. And
this, we believe, is the key to its success.

CHAPTER 6
THE KEYS TO BUILDING BETTER-QUALITY SYSTEMS

The principal finding from our researchis that the
quality of systems is important, but insufficient
attention is given to quality issues, mainly because
systems quality is difficult to measure. A formal
quality assurance departmentis not necessary forthe
production of quality systems, but top-level support,
a good overall knowledge of the development process
and good project management and development
tools are essential. We also found that quality and
development productivity are closely linked through
the use of system development tools. As a consequence, it is not, or should notbe, difficult to start
producing better-quality systems. In this final chapter
of the report we highlight the implications of our
findings for Foundation members.

RECOGNISE THAT QUALITY IS IMPORTANT

Foundation members, software and hardware
suppliers, government agencies andofficial bodies
all told us that they were deeply concerned about the
quality of their systems. Evidence of this concern
emerged alsoin the results of a recent surveyof top
information systems professionals in 54 companies
in a variety of United States industries. The survey
was conducted jointly by the Society for Information
Managementand the MIS Research Center, School
of Management, University of Minnesota. Improved
system quality was ranked as the fourth most important issue, ahead of other issues such as data
management, telecommunications, decision support,
office automation, graphics andartificialintelligence.
(According to the survey, the three most important
issues were improved information systems planning;
end-user computing; and integrating data processing,
office automation and telecommunications.)

In other industries there is also great concern about
the quality of goods and services. Quality management, quality circles, and zero-defect development
and manufacturing represent ideas and practices
that have been developed asaids to competitiveness,
including differentiation through quality rather than
price. We have foundthat companiesin the IT supply
industry are adopting these approaches and practices, and that commercial information systems
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departments are also adopting them as a result of
company-wide quality programmes.

ACCEPT THAT QUALITY IS DIFFICULT TO
MEASURE
The difficulty of measuring quality is not uniqueto the
systems area. Other industries face the same
problem. But, if there is no metric, it is hard to
encouragequality production becauseit will be hard
to reward the achievementof quality. This difficulty
manifests itself in the systems area in a particular
way. Systems personnel usually are employed
becauseoftheir technical competence, and they are
promoted because of technical and fiscal successes.
The latter meansthat personal advancementis linked
strongly with meeting deadlines and staying within
budgets, and both of these are reasonably easy to
measure. There is no equivalent reward or recognition for achieving quality in the process of system
development.
Industry in general also recognises the importance
of deadlines and budgets. But in strong competitive
situations, where all other factors are nearly equal,
the quality of goods and services becomesthe issue
that determines successorfailure. The simple measure of customersatisfaction acts as the final proof
of quality. Equally, the real measure of systems
quality lies in the user being satisfied with the system. Of courseit is not easy to monitor user satisfaction systematically, nor is it possible to evaluate
it, like a budget. The key to satisfying user expectationsis to pay greater attention to the users case
by concentrating more on analysis and implementation, by not deviating from specifications for technical convenience, and so forth. Such an approach
assumestechnical andfiscal competence as a minimum prerequisite.
A recent survey conducted by two Canadian universities set out to identify the criteria that determine

a quality system. The survey foundthat recognising

the success factors from the users perspective, and
subsequently evaluating the tangible benefits of the
system based on these factors, were the most
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importantcriteria. The results of another survey of
32 business applications were presented at the 1984

conference of the Administrative Science Association

of Canada. These indicated that projects where the
analysis phase took longer required less time for

implementation, and resulted in greater user satisfaction. Moreover, they met the specified budgets and
deadlines.

Wedraw two very different but important conclusions
from thesefindings. First, the difficulty of measuring
and rewarding quality achievements means that
attention to quality can be seriously established only
if the expectation and encouragement comefrom the
top of the organisation. The information systems
director whose only concern is meeting deadlines and
staying within budgets is as unlikely to achieve high
quality and lasting success as the company executive whose main focusis on profit and balance-sheet
figures.

Second, a desire for a quality focus in the systems
area implies there are preferred strategies for system development. In turn, this implies that, to be
successful, the strategies have to be managed and

controlled.

REALISE THAT TOOLS ARE THE LINK
BETWEEN QUALITY AND PRODUCTIVITY
For several years, the strategy adopted in systems
departments has been largely determined by the

rising cost of systems. Hence the productivity of

system developmentstaff has became an important
issue. But the word productivity is misleading. It
is not sufficient solely to carry out the same activities faster than before, or to motivate better the systems development staff. The problemsare morelikely
to be caused by unresolved complexity in the project
and in the system design.

Large projects, and systems designed with complexity rather than simplicity in mind, inevitably cause
problems. A system that was wrongly conceived is

likely to contain errors and will need higherlevels of

maintenance, and soits quality is unlikely to be high.
Moreover, the re-work required to correct the faults
reduces the productivity of developmentstaff.
Reducing the complexity of systemswill therefore
increase both the productivity of development staff
and the quality of systems, because parts of the work
will not need to be repeated several times. The key

to increasing both productivity and quality is straight-

it is to get the systemrightfirst time. There
forward
is a simple set of procedures thatwill help to achieve
this aim:

Create small, manageable organisational units for
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developmentactivities and provide these units with
clear responsibilities for producing quality.

Use a simple but well-defined and well-understood
development method.

Select a set of interactive development tools,
preferring those that reduce oreliminate internal
documentation.

Ensure that the developers themselves carry out
regular reviews of the work.

Selecting an appropriate method and the tools to
support it should create an environment that
encourages development staff to spend more time
on the intellectual activities of analysis and design
and less time on the repetitive activities of coding,
documenting, searching for references, and so forth.
In some circumstancesit will be possible to eliminate

altogether some of the latter stages.

Webelieve that producing high-quality output from
systems work requires less innovation than most
people believe. Moreover, the development process
can actually be speeded up. Most organisations now
use a well-defined procedure for developing their
systems. They havealso realised that small development teamsarebetter than large ones. It is relatively
easy to introduce regular walkthroughs and reviews
in small groups
it is only the large, bureaucratic,
hierarchical organisations that resist the introduction
of such frank and open practices.
The tools selected to support the chosen method are
a key elementof producing high-quality systems. The
really useful tools are those that help with the routine
tasks of system development. These tools do not
apply only to individual phases of development.
Instead, they help to reduce the burden caused by
the large number of system parts that need to be
recorded andinterlinked. They also help to produce
the text and diagrams that any large project generates. These tasks are commonto all phases of the
development process, irrespective of the life-cycle
model adopted.

The case history in Chapter 5 showed how the

sensible packaging and specific use of conventional
tools can help to produce quality systems. We
conclude that the tools required to build quality
systems already exist. What is lacking in many
organisations is the will and the intent to use these
tools to the best purpose.

Webelieve, therefore, that the prerequisites for
producing quality systems are already presentin most
organisations, and that they are more-or-less the
same as the tools for increasing development productivity. We must emphasise, however, that this
approachto building quality systems applies only to
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new systems. Existing systems will continue to
experience the problems inherited from their original
development approach, and will continue to do so
until they are redeveloped.

ESTABLISH A QUALITY ASSURANCE
FUNCTION

Our research showed that establishing a formal

quality control department does not necessarily
ensure the production of high-quality systems. Conversely, we found that high-quality systems can be
produced where there is no formal quality control
section. The keys to successare the attention given
to the development process andits control, and the
existence of an environment in which quality production is possible.
These aims can be achieved by:

Giving responsibility for producing quality to those
who produce systems, and providing them with
appropriate incentives.

Building a balanced and helpful working environmentby providing the relevant tools for the job (and
the training to use them), encouraging open
reviews of system problems through regular walkthroughs, and ensuring that development staff
have a thorough understanding of the system
development process.
Suchan environment can best be created and maintained by establishing a quality assurance function
(as opposed to a quality control department). The
precise form of the quality assurance function will
depend onthe type of organisation and its systems.
Financially oriented organisations such as banks and
insurance companieswill probably need to establish
a separate department whoseroleis to inspect and
police the quality aspects of systems development.
Other organisationswill choose to entrust the quality
function to one person whoserole will be to ensure
that the quality culture of the organisation is reinforced and promotedwithin the information systems
department. This approach requiresthat every line
manager in the information systems department has
very clearly defined quality objectives.
Those organisationsthat are just beginning to focus
on systems quality issues may first need to set up
a separate department whoseroleis to establish standards and procedures for development and quality

42

assurance. Oncethe necessarydiscipline has been
introduced, and training provided, the emphasis may
well evolve to quality issues being primarily the
concern of line managers.

Whatever form it takes, the quality assurance function has three roles:
Toestablish a focus for quality issues by developing quality objectives.

To provide the prerequisites for quality work: standards; codesof practice; selection of relevanttools
and methods; provision of training, checklists for
walkthroughs, statistics on usual errors and guidelines on how to avoid them.

To assist in the production of quality by helping
thosein line positions to adopt practices that conform to the quality objectives; by giving practical
help to developers in understanding the development process and in using standards, codes of
practice andtools; and by taking part in reviewing
the work produced.

The actual work of any quality assurance functionis
likely to focus more on one or another of these roles
at different times, and organisations will need to
decide for themselves the approach that best suits
their current stage of development.

CONCLUSION
The main message of this report is deceptively
simple. Achieving quality in the systems areais not
difficult. The necessary tools already exist
but to
make effective use of them requires a change of
attitude concerning the way in which systems are
developed. Given that change in attitude, there is no
reason whybetter (that is, quality) systems cannot
be produced.

A prerequisite for success, however, is that the
organisation as a whole must be committed to the
pursuit of quality in everything it does. That commitment mustoriginate from the top of the organisation,
and it must be an integral part of the corporate
culture.

Nevertheless, the lessons learnt from this report can
be applied only to new developments. The poor
quality inherited from past systemswill remain until
they are eventually scrapped, and then replaced
using the methods and tools we have outlined.

APPENDIX 1

DEFINITIONS OF SOFTWARE DESIGN CRITERIA

Traceability: The attribute that provides a thread from
the requirements to the implementation with respect
to the specific development and operational
environment.
Completeness: The attribute that provides full implementation of the functions required.

Consistency: The attribute that provides uniform
design and implementation.
Accuracy: The attribute that provides the required
precision in procedures, calculations and outputs.
Error tolerance: The attribute that provides continuity
of operation under non-nominal conditions.
Simplicity: The attribute that provides implementation
of functions in the most understandable manner.
(Usually avoidanceof practices that increase comi.e. multi-functionality, complex interfaces,
plexity
etc.)

© Reproduction by any methodis strictly prohibited

Modularity: The attribute that provides a structure of
highly independent modules.

Self-descriptiveness: The attribute that provides
explanation of the implementation or operation of a
function.
Operability: The attribute that determines the ease
of operations.

Training: The attribute that provides transition from
current operation or initial familiarisation.

Communicativeness: The attribute that provides
useful inputs and outputs that can be assimilated.
Communications commonality: The attribute that
helps the use of standard protocols and interface
routines.

Data commonality: The attribute that aids the useof
standard data representations.

Conciseness: The attribute that providesfor clarity
with a minimum amount of information.
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APPENDIX 2

DEF STAN 00-16: GUIDE TO THE ACHIEVEMENTOF QUALITY IN SOFTWARE

Because the United Kingdom Ministry of Defenceis
a large user of bought-in software, it published a

standard in February 1984 that relates exclusively to
systems development (Def Stan 00-16
Guide to
the Achievement of Quality in Software). This guide
brought together the work that had been done on

quality by the Ministry and several other national

groups(including the British StandardsInstitute), to
show how quality can be obtained during systems
development.
Specifically, it provides guidance on the methods and
procedures necessary to establish confidencein the
quality of software for computer systems used in
operational defence applications. Defence applications of this type have a very great need for complete accuracy
a requirement that does not
necessarily apply to other application development
projects. Nevertheless, the basic principles of the
guide are of general application, although great
emphasis is placed on the contract between the
purchaser and the developer of the project. This
emphasis implies a level of requirements specification and planning not usually undertaken in the
majority of in-house system developments.

QUALITY CONCEPTS ADOPTED
Theguide follows closely the common approach used
for other quality-related national standards. The
concepts of quality and quality assurance have a
commondefinition in the United Kingdom national
standards. Quality is defined as the totality of
features and characteristics of a product or service
that bear on its ability to satisfy a need . Thus, the
all-embracing ideaof fitness for purpose is being
used, rather than other concepts such as degree
of excellence , where products are ranked on a
relative basis, or quality level , which measures
productquality quantitatively. The implicationis that
the needs of all phases of a project (development,
design and implementation) must be met.Also, the
initial specification should be sufficient to ensure that
the end-productwill be fit .

Quality assurance is defined as all activities and
functions concernedwith the attainmentof quality .
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Thus, the scope of quality assurance is extensive,
affecting all aspects of the life cycle of systems
developmentprojects(including the post-implementation phase), and also incorporating the determination
and assessmentof quality.
The standards also universally subscribe to the
way-ofife concept of quality assurance (described
in Chapter 2 of this report). In essence, this means
that if quality assurance
is used asthe title of a
department, this department s authority and activities should not supplant or reduce the responsibilities
of other departments to contribute to quality, and
that quality is an inherent part of the whole process.
The various standards also suggest a common
approachto the task of quality-assuring systems. This
approach involves four aspects.
Specifying a standard. At the start of a project, a
detailed specification of requirements should be
generated and agreedbyall participants, particularly

the end user. This can then be used as a standard .

Planning the project. Detailed plans showing how the
project will be managed and how quality will be
assured should be developed.
Developing codes of practice. The codes ofpractice

describe generally the activities and functions that
need to be performed in the development process
and how they should be performed.

Specifying quality assurance procedures. These
procedures control and monitor the way in which

activities are performed.

These four aspects interact to form an iterative
process(depicted in Figure A.1), which ensures both
the development of quality systems and the establishment and maintenance of quality standards.
During the planning process, the requirements
specification will be used to help determine which
activities and functions from the code of practice
should be used. Any issues or problemsraised while

developing systems can be fed backinto the codes

of practice to ensure the continuing attainment of
quality.
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APPENDIX 2.

DEF STAN 00-16: GUIDE TO THE ACHIEVEMENT OF QUALITY
IN SOFTWARE

Wenowdiscuss Def Stan 00-16 in terms of the four
aspects of the common approach.

SPECIFYING REQUIREMENTS
Becausethe Ministry of Defence typically purchases
software from external suppliers, it perceives the
attainment of quality though requirements specification differently from most commercial organisations.
It recommendsthe following procedure.
The user (or customer) preparesa detailed statementof requirements that specifies, for example,
the function of the system, the performance
required, any environmental or design constraints,
etc.

Thesupplier responds point-by-pointto this statementof requirements, detailing both how it would
meetthe requirements and howit would plan and
manage the project and assure project quality.

If the supplier s response is accepted, a mutually
agreed procurement specification is produced
specifying how the software will be supplied and
whatthe criteria for acceptancewill be.

Obviously, this procedure offers considerable value
to a company buying in developmenteffort, but it
would also be useful, in a modified form, when
developing in-house systems. It emphasises the
agreement between developer and user on what
exactly is to be achieved, by when and how.

PLANNING
Twotypes of plans are recommendedby the Ministry
of Defence:
Figure A.1
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A software life-cycle management plan which
defines the total system and identifies major
events (or milestones) in the project's life.
A software quality plan which specifies quality
targets or milestones, such as design reviews or
audits.

The two plansshould be separate and independent,
but both should be developed with the co-operation
of users, project management staff and quality
management staff. The concept of a quality plan
is particularly useful to commercial organisations.

CODES OF PRACTICE AND QUALITY
ASSURANCE PROCEDURES
Codesofpractice and quality assurance procedures.
should be usedin the software developmentprocess.
Both relate to every stage of software development,
from the initiation of a project to theinstallation of
a system andits use by the end user.

Codesofpractice

Codesofpractice are the documented standards that

explain what procedures, methods, methodologies,
etc. have to be applied at every stage in the development of a system. There are five aspects of codes
of practice implicit in Def Stan 00-16:
The codesof practice are a documented set of
best practices that are expected to be achieved
in each project.

Their development should be undertaken separately
from project development, with input from external sources as well as from the best in-house
practice.
Theyestablish the basic rules and regulations for
system development, but they should be used
flexibly in different projects. The same emphasis
is not necessary for a short project as would be
tequired for very large projects.

Feedback from their use in projects should be
incorporated into the codes of practice so that any
difficulties in using them are removed, and any
insights achieved are built in.

Codesof practice should evolve continuously as
improved methods and methodologies are incorporated.

The clearest example of a code of practice is the one
suggested by the Ministry of Defence for the
programming activity. It suggests that a programmers manual should be produced in which programming techniques and methods are defined and
documented. The manual should describe both
approved and prohibited programming practices,
explaining the reasons behind these decisions. A
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DEF STAN 00-16: GUIDE TO THE ACHIEVEMENT OF
QUALITY IN SOFTWARE

section on programming languages shouldinclude,
or refer to, a full definition of both the language and
the compiler and their use. Other sections should
include information about programming conventions,
debugging aids, etc.

Quality assurance procedures

Quality assurance proceduresare required at various
stages of a project, depending onits size and importance. The procedures consist of a mix of direct
action and involvement, and the auditing of project
activities. Auditing should be based on the codes of
practice. Again, the clearest example of quality
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assuranceprocedureslies in the Programming area,
where the Ministry of Defence recommends that:
The quality assurance function should ensure
Programming techniques and methods are clearly
defined.
During the project, checks should be made to
ensure programming standards are being complied with.

Anacceptablelevel of standardisation should be
achieved across a project.
Often these quality assurance procedures are
referred to as
quality control .
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