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Network
Management

This document summarises the main management
messages from Foundation Report 65, published in
August 1988. The full report is available to members
of the Butler Cox Foundation.

Effective network management is becoming
increasingly important to businesses as their
dependence on networks grows. The cost of poor
network management can have immediate and
dramatic business consequences. For example, one
airline’s online reservations system failed for 36
hours. During the failure period, bookings dropped
by 5 per cent. One year later, the airline had still not
regained the market share it held prior to the
failure.

The main network-managem‘ent activities are
concerned with planning, operating, monitoring,
installing, and maintaining the corporate telecom-
munications network(s). These networks can
include voice, wide-area, and local area data net-
works, and interfaces to public networks. The aim
of these activities is to meet the network users’
needs in the most cost-effective way. Users expect
the networks to be constantly available and to
provide quick responses at the terminals connected
to them. Furthermore, they expect any changes
(equipment moves, for example) to be carried out
in hours or days, not weeks or months. Even
organisations that use only public and third-party
networks still need to manage their suppliers to
ensure that the networks they use meet these
needs.

Our research showed that many network managers
believe today’s networks are approaching a level
of complexity and activity where their existing
levels of expertise and tools cannot cope. As a
consequence, network ‘management’ can de-
generate into a series of ad hoc responses to day-to-
day concerns. Most time is spent fixing faults,
adding new users and services to the network, or
moving existing equipment attached to the net-
work. Little time is left for planning or for per-
formance measurement.

Several factors make network management
difficult — the most important being the rapid
growth in network size and complexity, shortages
of skilled staff, and lack of adequate network-
management tools. We believe that in many organi-
sations network management can be improved.
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A help desk for systems and network users

(The checklist in Figure 1 overleaf can assist senior
management to determine the current effective-
ness of their organisation’s network-management
function.) The main need is to pay more attention
to servicing the users and less attention to
technology.

Concentrate on user services,
not technology

Many network-management teams cannot meet
user expectations and do not provide an adequate
service. Some network managers are unaware of all
the differing service requirements of the various
business areas within their organisation. Our
research has shown that the major reason for
inadequate network management is excessive
concentration on solving technology problems with
too little attention given to user service.

The excessive technology bias is often caused by a
lack of management skills within the network-
management area. One of the major symptoms of
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Figure 1 A checklist for evaluating the effectiveness
of the network-management function

The answers to the following questions will indicate whether the
network-management team is performing its activities effectively.

Do users rarely complain about poor response times or service
interruptions?

Are most faults cleared in less than one working day?

Is it rare for a fault to re-occur after it has been fixed?

Does the network-management team measure and report on
trends in network performance?

Does the network manager have charis showing the actual
availability of the network or the amount of downtime for the last
three months?

ve;age nehnfork availability above 95 per cent?

Does the network-management team obtain a good service from
supptlers’?

’Wlﬁ! other gmupsf in the aystems depanment""

Are major network upgrades or changes carried out with little
impact on existing users?

Are users clear aboui who to call for assistance with queries or
to report a fault?

If most of the answers are ‘yes’, the networks are probably
well-managed.

over-reliance on technology is the belief of many
network managers that better network-diagnostic
and performance-monitoring aids (which we call
network-management tools) are the answer to most
of their problems. They have not recognised that
tools are only a part of the solution — organi-
sational, staffing, and procedural problems have to
be solved as well.

Network managers are often under pressure to
minimise communications costs and they therefore
select and install equipment to meet this aim. The
resulting networks can be technically complex,
which means that the incidence of failure can be
unacceptably high for some users. The user com-
munity may, in fact, be served better by a more
expensive, but more reliable, network. The net-
work-management team has not understood the
real user requirements but has instead concen-
trated on minimising costs.

Basic voice-communications requirements are also
often overlooked. The most sophisticated computer
system and data network for handling customer
queries are of little use if customers cannot speak
to the customer-service representatives because
the telephone service is inadequate.

Overcoming the above difficulties will not be easy.
The full report contains much practical advice on
how to improve network management. Below we

highlight our recommendations for improving user
service and for solving the problems of the shortage
of skilled staff and the lack of adequate network-
management tools.

Use service-level agreements to
specify the required service

During our research we found that many network
managers are starting to use service-level agree-
ments. Such an agreement is a form of contract
between the business areas that use the network(s)
and the service provider, in this case the network-
management team. The contract terms cover the
types and level of service to be provided and the
charges for that service.

Service-level agreements are an excellent mecha-
nism for network managers to gain a better under-
standing of user requirements and to manage user
expectations. The agreements can also provide a
framework for users to determine whether they are
achieving value for money because they can com-
pare their own internal networking costs with those
of other users and with those of external network-
service providers.

Service-level agreements are determined by a
process of negotiation. Users begin by describing
the types and levels of service that they require. For
example, most organisations aim to keep their data
networks fully operational for between 95 and 98.5
per cent of the normal working week. Other organi-
sations (airlines, for example) usually have a target
of over 99 per cent availability, 24 hours a day,
seven days a week. The network manager then
highlights the trade-off that can be made between
improved service level and increased cost. On
the basis of this information, users decide if the
improvement in service justifies the increase in
cost. This trade-off enables users and the network-
management team to reach a compromise position,
where users are not demanding performance levels
that are unrealistic compared to the importance of
the application. However, when the business con-
sequences of a network failure are potentially very
damaging, users should be prepared to pay more for
a highly reliable service.

Not all business applications are of equal importance.
Users of an online order-entry system, for example,
will usually be prepared to pay more for their
network service than users of a back-office per-
sonnel application. Service-level agreements there-
fore mean that network-usage charges will be
determined by the type and level of service pro-
vided. Whilst this is more equitable, it does mean
that the billing arrangements are more complicated.




The network-management team will also need to
demonstrate that it is providing the agreed levels
of service, which means the performance of the
network must be monitored regularly. However,
we found that few organisations monitor network
performance in a way that can be used to demon-
strate that the service-level agreement conditions
are being met. Those that do typically provide
users with monthly reports showing the actual
performance compared to the service-level
agreement. The result is that users do not have
unrealistic expectations and that network
managers receive fewer complaints about poor
service. If the agreed performance conditions
are being met and the users are still dissatisfied,
they can then renegotiate the terms of the
agreement.

Provide a unified user-support
service |

!

The over emphasis on technology in network
management has often meant that the user-support
activities of the network-management team have
been ‘bolted on’ as an afterthought. In a service-
oriented approach, user support is recognised as a
vital activity. For example, organisations adopting
aservice-oriented approach will notify their users
when a major network fault occurs, rather than
waiting for the users to start complaining about a
break in service.

The difficulty in providing user support is that most
users cannot tell if a fault or poor response times are
caused by the network, the computer hardware or
software, or the application program. The division
of the systems function into different technical
specialities (systems software, applications, net-
works, and so on) can mean that users are unsure
as to which section should deal with a particular
problem.

In a service-oriented environment, users should not
need to decide if a problem is caused by a network
fault. That is the responsibility of the systems
department. The implication is that there should
be a single unified user-support function that
covers all the technical specialities and provides a
single contact point for all information technology
(IT) related faults or assistance. A unified user-
support service will allow users to request changes
(whether they be for communications services,
application programs, or whatever) in a standard
way. It also means that users cannot be told that a
complaint about quality of service is the re-
sponsibility of another part of the systems depart-
ment. Experience shows that systems departments
that provide a unified user-support service are
more highly regarded by their user communities.
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The most important element of unified user support
isthe help desk. For the majority of users, the help
desk is the most common point of contact with the
systems department. Many large organisations still
run several help desks, however (the largest
number we found in a single organisation was 23).
With a few notable exceptions (international net-
works, for example), this practice is both inefficient
and confusing for users. In all cases, each user
should have only one help desk number to call. The
full report contains guidelines for running a
successful help desk.

It is more important for staff in user-support roles
to be good at dealing with people than to have a
detailed technical knowledge. Amongst other
skills, they need to understand and empathise with
user problems so that users feel that the help desk
is ‘on their side’ and can resolve their problems,
regardless of whether the root cause is the network,
an application program, or the systems software.

Structure the systems
department by function,
not by technology area

As information technology systems become more
complex, networks and systems are becoming
inextricably linked. For example, distributing
software updates to remote computers is the re-
sponsibility of the systems-management function.
However, the network-management function is
responsible for ensuring that the distribution is
completed successfully. Unfortunately, thereisno
clear definition of the boundary between net-
work(s) and systems. The definition will vary by
organisation, according to the structure of the
systems department and the skills resident within
the telecommunications area.

In addition, IT suppliers are encouraging the
merging of systems and network-management
responsibilities by providing tools that are intehded
tomanage both areas. IBM’s NetView products are
an obvious example of this trend. Under the
NetView banner, existing IBM system-management
products have been enhanced so they can monitor
and control network components such as multi-
plexors and local area networks.

These factors, together with the need to provide a
unified user-support service, will gradually lead to
changes in the division of management responsi-
bilities in the systems department. Some organi-
sations have already recognised that a functional
division of management responsibilities can pro-
vide a better structure than a division by technical
specialities. Figure 2 overleaf shows such an organi-
sation structure, where the systems department
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Figure 2 In future, systems departments should be organised by function, not by technical speciality
Systems
director
IT L
functions Operations Projects Planning
General Help : Computer-centre T
2 S desk” : relocation strategy” 0
activities = e
lgz'zpﬁgbgy' Networka? Data Application f‘ga;gggrt";e (. Network =
abtvitios cenire development planning design
= BT : i s T % S o
*Network-management activities will be distributed throughout the different functional areas

is divided into functions such as operations,
planning, and projects rather than into tele-
communications, systems development, and so
forth. In the operations area, the first level of
support (such as the help desk) covers all aspects of
IT. It is only at the second and third levels that
operations support is organised by technical
specialities because of the expertise required to
solve difficult problems.

We believe that more organisations will move
towards this type of functional organisation struc-
ture in the future because it reduces intradepart-
mental conflict and provides a more consistent user
interface. The change will be gradual. Merging the
help-desk activities into a unified user-support
service is one step towards a unified operations
area.

The role of the help desk is crucial because the
growing business dependence on networks means
that faults and queries must be cleared up quickly.
It is therefore important to understand that the
profile of network faults is changing and that this
will impact on the way in which networks should
be managed. The help desk also has a role to play
in facilitating and managing the changes that will
be made to the network, particularly in the
population of devices connected to the network.

Plan to handle less frequent,
but harder to fix, faults

Our research shows that the number of network
faults are not increasing in proportion to network

usage. Indeed, in some cases, the total number of
network faultsis decreasing because of the growing
use of digital circuits and equipment. However, the
increasing complexity of networks means that
the average time to resolve a fault is increasing.
Figure 3 shows how network faults will polarise
into a large number of easy-to-fix faults and a
smaller number of hard-to-solve faults. Network
managers must plan to handle the two categories
of faults in different ways. The easy-to-solve faults
should be handled by a combination of increased
automation and less-skilled staff. The scarce and
highly skilled technical staff can then concentrate
their efforts on the more difficult problems.

Set up procedures for managing
network moves and changes

Corporate networks are usually in a constant state
of change. New connections need to be added, new
services provided, and there is a growing require-
ment to move or change the equipment connected
to the network. The organisations we surveyed on
average expected the number of movestoincrease
by 30 per cent in just one year. Managing these
changes and moves entails a large amount of time-
consuming administrative work. A comprehensive
network-inventory and configuration database is
essential to contain the number of staff required to
perform and record the changes. Major software
and hardware changes are also a source of hard-to-
solve faults. They require detailed planning and
testing to avoid unnecessary downtime.

—-——




Figure 3 Future distribution of fault-resolution times
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Easy to solve faults; can often be
resolved by automated process

Very difficult faults, often
involving complex interface
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Effective procedures for resolving network faults
and for change management are a vital element of
network management. An added complication is
that the procedures must be designed to take
account of the shortage of skilled network staff.

Learn to live with the shortage
of skilled network staff

The shortage of skilled communications staff is not
new. Moreover, the shortages seem likely to con-
tinue as networks continue to grow in number,
size, and complexity. Many network skills can only
be obtained from experience, and Foundation
members report that the length of time for a new
technician to become fully familiar with their net-
works is increasing. A recent survey showed that
personnel costs accounted for nearly 30 per cent of
total network costs. Therefore itisimportant to use
staff effectively.

Another problem is that many communications
staff are so highly specialised that it is difficult to
offer them a career path. Lack of internal pro-
motion opportunities can increase staff turnover.

There are three main ways in which organisations
can tackle these problems:

— Wherever possible, less skilled statf should be
used to handle the majority of the workload.
Increased automation and use of expert sys-
tems can assist in deskilling a number of tasks.
Help desks should be encouraged to resolve a
higher percentage of faults.

— Organisations need to provide more training.
The types of training required will include
technical and on-the-job training for less-
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experienced staff, and a broader perspective
on IT, business, and management issues for
skilled technical staff. A range of experience
and individual career-development plans
should be provided to open up promotion
opportunities to more people.

— The skills of in-house staff can be supple-
mented by experts from suppliers and
consultants, particularly for specialised and
infrequently needed areas of technical
expertise.

Some organisations choose to overcome the skills
shortage by using third-party networks or facilities
management, rather than an internal service.
However, external network providers must be
carefully managed to ensure that their service
meets user needs and that there is no conflict or
overlap with the services provided by systems
department.

Recognise the inadequacies
of tools

Effective network management requires that a
strong organisation with good staff and procedures
is backed up by adequate network-management
tools. Most network managers find the tools avail-
able today inadequate because they are difficult to
use and normally only work with one manu-
facturer's equipment. Most organisations purchase
network (and computer) equipment from several
suppliers. Therefore, a large organisation needs a
portfolio of tools to support all its network-
management activities.

Tools from different suppliers use different formats
for displaying data and often produce duplicate
inventory databases and alarm messages. Thisadds
to the difficulties of using tools and increases the
level of skill required to interpret the information.

Network managers would like to integrate their
management tools into a total network-manage-
ment system that provides a consistent user
interface and minimises duplicated information.
Their requirements are summarised in Figure 4
overleaf. An integrated set of tools (a network-
management system) should manage the complete
range of network components (and, increasingly,
computer systems) and support a variety of
activities. Figure 5 (also overleaf) indicates the
current range of suppliers of network-management
tools classified by network component. Today, no
supplier covers the entire range of components and
activities.

Integration, however, cannot be achieved until
there are standards for transferring network-
management information between network

ot
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components. Such standards are only just beginning
to emerge from the International Standards Organi-
sation (in the form of extension to the OSI model for
open systems interconnection) and from leading
suppliers. Moreover, the range of messages and
commands defined is limited. It will therefore
be several years before standards for network
management are so advanced that all modems,
multiplexors, and other network components pro-
duce the same information in the same format.

Figure 4 Requirements for integrated network-
management systems

Most network managers believe that an integrated network-
management system should:

Perform as an integrated whole, even though the system may
consist of several pieces of equipment and software from different
suppliers. The term frequently used to describe this feature is
‘seamless’

Support the majority of, and preferably all, network-management
activities

‘Automate routine tasks

Display graphically, in realtime, the network’s current
configuration and status

Foundation members should select new network
components that already have well-developed
network-management capabilities and that
conform to the emerging standards.

Progress towards full integration of tools will
therefore be slow. It will be the early 1990s, or later,
before network-management tools can satisfy
current integration requirements. We believe that
integration of voice and data network-management
tools will be particularly slow to occur, except at the
transmission level.

A comprehensive network-management system
will be expensive to develop because it will need to
employ a variety of newer technologies (such as
realtime high-resolution graphics and expert-
system techniques) and because the volumes of
data to be stored and processed will be high. Only
the largest suppliers can afford to invest in develop-
ing such systems. Smaller computing and communi-
cations suppliers will respond by merging or
forming alliances with larger suppliers or with
PTTs. The trend towards such alliances is already
apparent — Unisys’s purchase of Timeplex being
one example. (Unisys is a manufacturer of main-
frames and minicomputers, while Timeplex
manufactures data-communications equipment,
particularly high-bandwidth multiplexors.) Figure
5 indicates that certain combinations of suppliers
could produce network-management tools cover-
ing the whole range of computer and network
hardware.

Network components

Application and operating
system software

Communications
hardware

=—p Coverage of tools in 1988
===} Future coverage

Figure 5 Network-management tools have traditionally been linked to specific network components

Range of tools offered by specific suppliers

“Several independent suppliers offer network-management tools covering a range of network components, even though they do
not manufacture components
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Enhance existing tools instead
of seeking a total network-
management system

Because integrated tools will emerge only slowly,
most organisations should concentrate on improv-
ing existing tools and purchasing the best tools
available today, rather than on attempting to
procure a long-term solution. Improvements can
be made through increased automation of the
response to alarm messages and by developing
small-scale customised analysis programs and
expert systems.

Improved tools will become available between now
and 1990, but they will have a short useful life.
They will need to be replaced when a newer tool
offers greater benefits. In order to justify invest-
ment in network-management tools with a short
life span, network managers must build a good
business case. The business case should be built on
one of two bases:

— Estimates of productivity improvements and

Management Summary A

reduced downtime that will be realised
through the use of the tool.

— Estimates of the reduction in risk to the busi-
ness that will result from the better manage-
ment of the network and the consequent
reduction in the probability that the network
will suffer a substantial failure.

The latter is likely to be most appropriate where a
very high level of network availability is crucial for
the operation of the business. An airline reserv-
ation system is a typical example. The former is
likely to be most appropriate where the network is
used mainly for business-support functions such as
management accounting or time recording. In such
cases, the main objective islikely to be to minimise
the total costs. The reduction in downtime
therefore needs to be converted to cost savings or
revenue gains for the business.

Thus, while there are no easy solutions to today’s
network-management problems, there are several
steps that Foundation members can take to
improve the situation. The improvements will
benefit the whole organisation, not just the
network-management function.

Network
Management
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Butler Cox is an independent management consultancy and research
organisation, specialising in the application of information technology
within commerce, government, and industry. The company offers a wide
range of services both to suppliers and users of this technology.

The Butler Cox Foundation is one of the services provided by Butler Cox.
It provides the erxecutives responsible for information systems in large
organisations with a continuous analysis of major developments in the
technology and its application.

The Foundation publishes six Research Reports each year together with a
series of special Position Papers. The programme of activities includes a wide
range of meetings that provide Foundation members with a reqular
opportunity to exchange experiences and views with their counterparts in
other large organisations.
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